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Legal Notice
For
OSF' DCE 1.2.2 Release Notes

The internationalized version of DCE 1.2.2 does not include the following directories (See Section 1 of the
DCE Test License Terms & Conditions):

- src/security/krb5/lib/crypto/domestic
. src/rpc/kdes

Note: The following three (3) files contained in the “src/rpc/kdes” directory are included in the
internationalized version of DCE 1.2.2: “Makefile,” “des_neuter.c,” and “des.h.”

Licensing and Packaging
For information on licensing and packaging, see the DCE 1.2.2 Licensing and Packaging Agreement.
Treatment of Informix C-ISAM code:

For those portions of the DCE source code based on Informix C-ISAM source code, Licensees can use such
source code only for the purpose of porting the “Global Directory Service (‘GDS’)” application. Such portions
are all of the files identified in the following directory:

« src/directory/gds/cisam

Free Software Foundation (“FSF") source code appears in the below referenced directories. Licensees must
follow the terms of the Free Software Foundation Copyright Notice and the GNU General Public License
preceding the FSF source code.

- directory/gds/nds/gnu_regex.c

. directory/gds/nds/gnu_regex.h
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Preface

The OSF’ DCE Version 1.2.2 Release Notesntain information on OSF DCE Version
1.2.2.

Audience

The OSF DCE Release Noteme written for developers, system administrators, and
documentation writers.

Applicability

This is Revision 1.0 of this document. It applies to OSF DCE Version 1.2.2.

Purpose

The OSF DCE Release Noteme written for developers, system administrators, and
documentation writers at licensees’ sites and contains instructions for loading and
building documentation and source directories from the distribution tapeOBteDCE

Release Noteslso summarize notable changes to the code and to the documentation that
have occurred since the previous version of DCE.
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Document Usage

The DCE Release Noteare organized into 7 chapters:

Chapter 1. Overview of OSF DCE Version 1.2.2

This chapter gives general DCE Version 1.2.2 release information, including the
enhancements made since DCE Version 1.2.1.

Chapter 2. State of the DCE Components in DCE 1.2.2

This chapter describes the state of the DCE 1.2.2 enhancements, organized by
component.

Chapter 3. OSF DCE 1.2.2 Directory Structure

This chapter contains graphical depictions of the DCE 1.2.2 archives.
Chapter 4. Building and Installing DCE 1.2.2

This chapter gives information on loading, building, and installing DCE 1.2.2.
Chapter 5. Documentation Supplied in DCE 1.2.2

This chapter describes the documentation in DCE 1.2.2.

Chapter 6. Building the DCE 1.2.2 Documentation

This chapter contains information on building and printing the DCE 1.2.2
documentation.

Chapter 7. Distributed File-Access (DFA) Release Notes

This chapter contains information describing how to build and install the DCE
Distributed File-Access manager (DFA).

Typographic and Keying Conventions

viii

This document uses the following typographic conventions:

Bold Bold words or characters represent system elements that you
must use literally, such as commands, flags, and pathnames.

Italic Italic words or characters represent variable values that you
must supply.

Constzant widdtrh Examples and information that the system displays appear in

[]

{}

constzaant widdthh typeface.

Brackets enclose optional items in format and syntax
descriptions.

Braces enclose a list from which you must choose an item in
format and syntax descriptions.
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A vertical bar separates items in a list of choices.
Angle brackets enclose the name of a key on the keyboard.

Horizontal ellipsis points indicate that you can repeat the
preceding item one or more times. Vertical ellipsis points
indicate that you can repeat the preceding item one or more
times.

This document uses the following keying conventions:

<Ctrl- x> or X

<Return>

Entering commands

The notation<Ctrl- x> or "X followed by the name of a key,
indicates a control character sequence. For exanildyl-c>
means that you hold down the control key while pressing.

The notation<Return> refers to the key on your terminal or
workstation that is labeled with the word Return or Enter, or
with a left arrow.

When instructedeoter a command, type the command name
and then pressReturn>. For example, the instruction "Enter
thels command" means that you type tleecommand and then
press<Return> (enter = type command + presReturn>).

Pathnames of Directories and Files in DCE Documentation

For a list of the pathnames for directories and files referred to in this guide, s€Sthe
DCE Administration Guidand theOSF DCE Testing Guide
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Chapter 1. Overview of OSF DCE Version 1.2.2

This chapter consists of an overview of the software supplied in OSF DCE Version 1.2.2
of the Open Software Foundation’s (OSF) Distributed Computing Environment (DCE).

1.1 Distributed Computing Environment

These notes accompany Version 1.2.2 of DCE. DCE 1.2.2 is a software offering that

includes complete source code, documentation, and tests to allow licensees to build and
run DCE programs and to develop products based on DCE technology. Your rights to

distribute DCE 1.2.2 may vary depending on the license options you have selected; you
should consult your license agreement for details.

DCE 1.2.2 is an OEM software release that has been integrated and tested sufficiently to
be used as a basis for further development efforts, such as ports to new platforms,
distribution to customers who can make use of the new technology, and enhancement
activities for specific licensee business opportunities. DCE licensees should expect to
learn enough about the technology to meet their business needs, including providing
end-user support—DCE is not a “turnkey” technology offering. Significant DCE
internals documentation, including a testing guide and internals specifications, is
included on the DCE release distribution tapes. OSF also offers courses on various
aspects of DCE.

Significant items in DCE 1.2.2 added since DCE 1.2.1 include the following:
« Kerberos V5 support

The DCE security service includes an implementation of the MIT Kerberos Version 5
(V5) authentication and key distribution service. Prior to DCE 1.2.2 there has been no
formal OSF DCE interoperability commitment.

The Kerberos V5 protocol has become more stable with the release of IETF-RFC
1510 and its movement through the IETF standards process. DCE 1.2.2 enhances the
high degree of interoperability that existed in previous releases with the committed
support for the IETF-RFC 1510 protocol. The protocol formally allows Kerberos V5
applications running on either DCE or non-DCE platforms to access the DCE
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1-2

security server as a full-function IETF-RFC 1510 Kerberos server. The DCE security
server's implementation has been tested against MIT Kerberos Version 5 releases
beta 4 and beta 5.

Many consumers of DCE wish to extend the single login environment. The MIT

Kerberos releases include network utilities that transmit user account information.
These utilities are integrated with Kerberos to achieve a single login facility in the

networked environment. DCE 1.2.2 includes implementationglangimn and rssih

that use DCE’s Kerberos facilities to avoid exposing passwords on a network.

Public Key support

DCE 1.2.2 allows public key technology to be used to support login. With this
technology, the security server does not need to store the long term key (or password)
for a principal so that it will remain undisclosed should any compromise of the
security server occur. Administrators can specify that some principals may use the
pre-DCE 1.2 mechanisms while others have access to the public key mechanism; it
will retain full interoperability with existing DCE releases.

At login, public key users receive credentials that allow them to use the current
(Kerberos-based) DCE authentication mechanism. A new pre-authentication protocol
is used. The login client does not have to determine whether a given user is public
key-capable prior to requesting credentials.

As a transition aid, this revision of DCE includes a new component called the Private
Key Storage Server (PKSS). It is intended for customers who want to use public key
encryption for secure logins (per OSF RFC 68.2), but who may not want to invest in
the equipment and infrastructure required to deploy hardware-based public key
security enterprise-wide, or who may want to phase in such mechanisms over time. A
PKSS servepkssdand related client APl are supplied. The API includes functions
for user clients and management clients. The functionality of the PKSS server and its
user and management APIs are described completely in OSF RFC 94.1. PKSS is also
integrated into the public key login facility.

A new certification APl is also being provided. This facility handles the mapping of a
principal name to a public key, allowing programmers to hide the details of their own
Certificate Authority (CA) access methods and trust model. By letting developers
“plug in” their own policy and storage modules, this facility continues the DCE
practice of providing widespread foundation without dictating a single use model.
(Note that public key functionality in DCE 1.2.2 depends on the presence of the RSA
“BSAFE" encryption code. For further information, see “Contents of the DCE 1.2.2
Release Area” below.)

User-to-user authentication

When the concept of “server” is associated with a long running system resource —
such as the name server or the security server — it seems natural that the server run
on a machine with access to the long term key to the identity of that server. (If for no
other reason than that the server is not normally associated with a human user but
rather with a pseudo-user corresponding to the system service.) This does not,
however, map well onto all application domains. In particular, some applications
need a “peer-to-peer’ model.

The user-to-user authentication facility provides an alternate Ticket Granting Service
(TGS) protocol as defined in IETF-RFC 1510. In particular it is now possible to
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direct a protected RPC to a program that only has a login context, and no key table
(file) or other access to a long-term key.

« Global groups

DCE 1.2.2 allows principals from a foreign cell to be added to groups in the local
cell. Such tasks as enterprise-wide security administration, cell reconfiguration, and
other management tasks are also made much easier. For example, cross-cell
cooperation among DCE time services is now possible.

+ Single-threaded RPC

With DCE 1.2.2, datagram RPC clients no longer have a dependency on a threaded
environment. This simplifies the task of application developers, eliminating the need
for thread-aware programmers, debuggers and support libraries.

« Scalability improvements to security

Changes to the security server have been made resulting in considerable performance
improvements with large cells (those with more than 50,000 principals). The
improvements include documenting the configurable checkpoint interval and
partitioning internal datasets so that the amount of data written to disk during a
checkpoint is proportional to the amount of data modified. In addition, client binding

to security servers has been made more efficient.

« DFS server multi-home support

In DCE 1.2.2 the DFS servers have been enhanced to perform better on hosts
connected through multiple interfaces to multiple networks. Prior to DCE 1.2.2, DFS
required all clients and servers to be reachable via all network autest

« DFS backup performance enhancements

A number of performance bottlenecks have been eliminated in the behavior of DFS
backups, dumps, and restores:

— A “bulk update” operation has been added, allowing the master sync site to send
sets of updates to each secondary server in a single RPC.

— The master sync site now updates secondary servers asynchronously, and works
on the subsequent batch of changes in parallel with the RPC calls being
performed.

— Database transactions are no longer committed asynchronously, so that all servers
now do commit processing in parallel.

— A new RPC operation has been added so that multiple volumes can be added to
the backup database in a single RPC call.

« DFS support for 64-bit filesystems

DCE 1.2.2 supports very large files and filesystems, while maintaining
interoperability with the current widespread 32-bit machines.

« DFS use of protected RPC

DCE 1.2.2 allows administrators to specify a range of DCE protections that can be
used for most client-server communication. All architectural uses of unauthenticated
RPCs have been eliminated.
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Prior to DCE 1.2.2, DFS used the full range of DCE protection levels on its RPC
operations, and the new administrative controls allow administrators to distinguish
between same-cell communication from inter-cell communication, so that a DFS
Cache Manager will use one set of protection rules for intra-cell use (presumably
protected behind a network firewall), while using another set for data-sharing outside
the cell. Command line arguments and management clients allow administrators to
achieve the right balance of protection and computational overhead.

- Documentation in SGML

SGML is an industry standard for representing documentation that is intended to be
viewed in a variety of formats, encompassing printed matter and on-line “hypertext”
viewing. The DCE 1.2.2 documentation is distributed as SGML source, using the
DocBook Document Type Definition (DTD).

1.2 Using the DCE Technology

14

This section contains important information you need to know when working with DCE.
It supplements the information found in the license agreement, which we assume you
understand. It also describes how to tailor DCE to your environment while keeping
synchronized with the DCE work going on at OSF.

The DCE offering includes source in electronic form for the following:

« Areference implementation of DCE, coded for the DCE 1.2.2 reference platform

Supporting documentation: tutorial, procedural, internals

Demonstration and example programs

Functional and system tests to aid in completing product development

Information about the current state of the technology

Your rights to redistribute executables, object code, and documentation depend on the
DCE licensing option you have selected. See your license for details.

DCE is a large, complex, innovative distributed system. The technology developers have
worked hard to provide a complete, high-quality implementation that can be used by
skilled systems software developers to produce useful applications. Please keep in mind
that DCE deployment for end users will require licensee investment in porting, tuning,
defect repair, and support. Information about the current state of functionality, testing,
and open defects can be found in this document, in the documentation directories, and in
theproject archive undedefect.summary test.results andquality.rpt .

OSF makes a variety of other materials and services available, apart from the DCE
distribution. These include educational materials such as brochures, training classes, and
seminars; software support services, including problem resolution and update;
development access and consultation at our Cambridge site; and, interoperability testing
and validation tools and services. Contact OSF Direct at (617) 621-7300 for more
information.
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Other organizations make other DCE-related materials and services available, including
executable ports to other platforms, training courses, published books, and DCE
extensions and applications. OSF can provide contact information for these materials and
services as they are made available to us.

1.2.1 Porting and Adding Value to DCE

When adding or removing capabilities, or changing the implementation or specification,
licensees should keep in mind the following:

« Porting changes should be made using appropriate technigues, such as conditional
compilation and separation into platform-dependent modules. This will aid in
determining where problems occur and will facilitate merging updates (see the
following section). Although changes to interfaces and protocols by licensees are
strongly discouraged, there are cases that require small changes in thacegerf
between DCE and the underlying system. Refer to the DCE 1.1 version @3lke
DCE Porting and Testing Guidir more details about the areas that may need this
type of special attention.

Note: The optional Private Key Storage Service (PKSS) component has a
porting issue that is described in OT CR 13688 and in Section 2.3.10
(“State of Security Code”).

« Changes, additions, or modifications to the DCE source should be made only after
careful consideration of their potential effects on application portability, system
interoperability, and the management of multivendor installations. In particular, we
strongly advise against making changes to the wire protocols as specified by the
interface definition (IDL) files, or to the application-visible programming irgeefs.

A set of unpublished specifications for DCE, currently being submitted for X/Open

Common Applications Environment (CAE) standardization, includes the vendor-

neutral specification of the interfaces and protocols that should be present in DCE
systems.

Licensees are urged to communicate to OSF any information they may develop about
changing the DCE source to improve performance or fix bugs. See “Sending
Feedback to OSF on DCE 1.2.2” at the end of this chapter.

« Interoperability issues are particularly important, because end users will expect DCE
implementations from various suppliers to interoperate. OSF will sponsor
interoperability testing opportunities as a means of verifying ports before
deployment.

« On the other hand, licensees should feel comfortable making changes to parts of the
DCE source such as platform-dependent Makefiles, start-up scripts, administrative
documentation, and other system-dependent areas in which changes will not
adversely affect DCE portability or interoperability. Internal changes to fix bugs or
improve performance are appropriate and desirable, though these changes should be
identified clearly in the source files in order to simplify merging future updates. You
should always make sure that internal changes do not affect the external semantics of
the functions and protocols.
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« The DCE license suggests one way to package and deploy the DCE technology. In
addition, licensees are allowed to extract parts of the DCE technology for use in
embedded systems that need not interoperate with other DCE systems. OSF will not
provide any special support for such applications, and license fees still apply.

« Licensees and their customers are encouraged to develop additional DCE
applications such as development tools and management applications. In general,
deployment of such applications to systems that already have DCE will not incur
additional license fees (unless the application is directly derived from DCE sources,
rather than simply linking with DCE functions).

1.3 Contents of the DCE 1.2.2 Release Area

DCE 1.2.2 will be released both electronically, and on QIC-150 (6150) and 8mm tape
and on CD-ROM. It consists of archive images for:

- The DCE source code and tests.

The DCE documentation, including DCE specifications.

« The code and documentation building tools (ODE, SGML support files, etc.).

Release information such as test results, defect summaries, and a quality report.

Unsupported DCE source code (located in a subdirectory of the DCE source tree),
containing bug fixes or features the code for which was completed too late in the
release process to be incorporated in the DCE 1.2.2 source tree.

Instructions for extracting these archives on a target machine, as well as instructions for
building and installing the sources in tlee archive, can be found in Chapter 4 of this
document.

In addition, if licensees desire to build the new public key functionality (see “Public Key
Support” in “Distributed Computing Environment” above), they must build DCE 1.2.2
with the RSA “BSAFE” encryption code. The RSA BSAFE 2.1 release, which is
optional for building DCE 1.2.2 (but necessary for building the 1.2.2 public key
functionality), is availableseparatelyfrom OSF on all of the DCE 1.2.2 distribution
media. (BSAFE can be licensed directly from RSA or from OSF. See the DCE price
sheet and licensing agreement for further information. BSAFE is available only to
domestic DCE licensees.)

The following table shows the names of the archives in DCE 1.2.2 and their contents:
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TABLE 1-1. The Archives in DCE 1.2.2

Archive | Contents

Number | Name Description

1 doc Documentation

2 ode ODE Tools

3 dce DCE Source

4 project Additional information

The DCE 1.2.2 unsupported code is contained in a subtree dittharchive.
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1.3.1 Structure of DCE 1.2.2 Archives

Throughout this document, it is assumed that the DCE 1.2.2 archives have been unloaded
(following the procedures described in Chapter 4) onto your system at a pathname
specified as follows:

your-root-dir/dce/V1.2.2

—where your-root-dir is a partition with adequate disk space in which you have
unloaded and installed the archives, as described in Chapter 4 of this document. This
pathname is normally abbreviated as

dcel.2.2-root-dir
in the other chapters of this document.

Immediately beneath this pathname will be found several directories corresponding to
the separate archives mentioned in the preceding section. For example, the directory

dcel.2.2-root-dildce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory

dcel.2.2-root-dildoc

will contain the extractedloc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapters 5 and 6).

Chapter 3 of this document contains graphical representations of the basic tree structure
of all four of the DCE 1.2.2 archives.

1.3.2 Contents of DCE 1.2.2 Archives

1-8

The contents of the DCE 1.2.2 archives are as follows:
- Archive: doc

This tar image contains documentation source files and the formatted output of the
source in PostScript format. The DCE 1.2.2 documentation is distributed as SGML
source; the SML source (in which form the DCE documentation has been distributed
prior to DCE 1.2.2) is available electronically upon request. Contact OSF Direct at
(617) 621-7300 for more information.

In addition to aREADME file, the following subdirectories are located undec:
— src
This directory contains four subdirectories:

release_doc Contains the DCE 1.2.2 “release documentation”, which
consists of theOSF DCE 1.2.2 Release Notéhis book), the
OSF DCE Version 1.2.2 Testing Guida new book in DCE
1.2.2), and theDFA FVT Users Guide(the functional and
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operational guide for running the DFA verification test suite).

The old 1.10SF DCE Porting Guidéhas not been updated for
DCE 1.2.2; for DCE 1.2.2 test documentation, it has been
replaced by thdesting Guide

Note: The old Porting Guidehas been included among
the auxiliary files available to licensees in the AFS
cell, as a convenience to licensees who may wish
to consult it for information about ODE (the OSF
Development Environment) and other DCE porting
topics. For further information about these
documents in DCE 1.2.2, see Chapter 5 of the
Release Noteghis document).

Also included among the auxiliary files in the AFS
cell are (1) the SML sources (and output), from
which thedce_books_sgmilvere converted, (2) the
dte directory containing the tools required to build
the SML versions of the documentation, and (3) the
supp_docs directory tree. The supp_docs
directory in the AFS cell includes the contents that
it has contained since DCE 1.0.3, and also, now,
the oldPorting Guide

dce_books_sgml

Contains the DCE 1.2.2 documentation set (with the exception of
the release documentation) in the form of SGML source. The
content of this directory is described in detail in Chapters 5 and

6.

built_books  Contains PostScript output for each book in tteee_books_sgml
directory.

exec Contains the build scripts used at OSF to format the SGML
sources. See Chapter 6 for details on formatting the SGML
sources.

— logs
Build logs for the documentation builds.
— DCE1.2.2_specs

This directory contains functional specifications and RFCs from the suppliers and
OSF that apply to DCE 1.2.2.

— aes
This subdirectory contains:

— DCE: Remote Procedure Capecification
Located inaes/rpc

— DCE: Directory Servicespecification
Located inaes/directory
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— DCE: Time Servicespecification
Located inaes/time

— DCE: Authentication and Security Servicgsecification
Located inaes/security

— DCE: Distributed File Servicepecification
Located inaes/dfs

— DCE: Threads ServiceSF)
Located inaes/threads

Note: With the merger of X/Open and OSF, the previous practice of
maintaining two sets of specs will evolve into maintenance of a
single set of CAE specs. Therefore, the OSF "Application
Environment Specification" term is being phased out with the
X/Open term "Common Application Environment" specification
superceding.

The Distributed File Service specification is a Preliminary Specification reflecting
DCE Version 1.1. It was published by X/Open in September, 1996.

The Remote Procedure Call specification is a draft reflecting DCE Version 1.1. It
is in the process of being submitted for publication by X/Open as a CAE
specification, and will be put through the X/Open fast-track process as part of this
effort.

The Authentication and Security Services is a draft reflecting DCE Version 1.1.
It is in the process of being submitted for publication by X/Open as a CAE
specification, and will be put through the X/Open fast-track process as part of this
effort.

The Directory Services specification is a draft reflecting DCE Version 1.1. Itisin
the process of being submitted for publication by X/Open as a CAE specification,
and will be put through the X/Open fast-track process as part of this effort.

The Threads Services specification reflects DCE 1.1. It has not been published by
X/Open.

The Time Services specification is a CAE specification.

All six documents, as described here, are supplied in the form of PostScript
formatted output files, ready to print.

Contact X/Open at

XoSpecs@xopen.co.uk
or
http://www.xopen.org

or
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X/Open Company Limited
Apex Plaza

Forbury Road

Reading

Berkshire, RG1 1AX
United Kingdom

for final versions of the unpublished documents as well as publishing dates.
— BUGREPORT

This file contains a template for returning DCE defect information to OSF. For
more information, see “Sending Feedback to OSF on DCE 1.2.2” at the end of
this chapter.

Chapter 3 of this document contains a graphical representation of the basic structure
of thedoctree.

- Archive: ode

This tar image contains source code and documentation for the OSF Development
Environment (ODE) tool set.

- Archive: dce

Thistar image contains: the source tree for the DCE and its integrated components;
system tests; functional test suites; and source code for building the tools that are
necessary for building the DCE 1.2.2 code to run on the reference platform.

The DCE technology is divided into components, each of which is built from code
contained in a separate subdirectory located immediately udder Chapter 3
contains a graphical representation of the basic structure of the alt@dree,
including all of the separate DCE component source subdirectories.

The following directories are also included in ttee tarimage:
— srcltest

This subdirectory contains the source for the system test cases (syshest
subdirectory) and the functional test suites for each component (in separate
subdirectories for each component), as well as source for the DCE sample
programtimop (in the samplesubdirectory).

Further information about the structure of the DCE test tree can be found in the
OSF DCE Testing Guide

— src/lbe

This subdirectory contains files necessary for building DCE.
— src/config

This subdirectory contains code and scripts for DCE configuration.
— src/libdce

This subdirectory contains thdakefile used to build the DCE libranfibdce.a,
libdce.so or libdce.sl (depending on the platform), which is a master static or
shared library made up of other DCE libraries used by application programmers
writing applications (note that on the AIX platform the library will be called
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libdce.a, regardless of whether it is built static or shared).

src/examples

This subdirectory contains source code for several sample DCE applications.
src/mit_krb5

This subdirectory contains source code for building parts of the MIT Kerberos
Version 5 authentication and key distribution service on the DCE 1.2.2 reference
platform.

src/nosupport

This directory contains DCE source code containing bug fixes or features which
were completed too late in the release process to be incorporated in the DCE
1.2.2 source tree. In addition, tm®support directory contains code for several
features and add-ons which, although not part of DCE as such, are being included
with DCE 1.2.2 for the convenience and information of licensees. The code in
src/nosupportis not supported by OSF.

The
src/nosupport/README

contains descriptions of the contents of each of these directories. The following
directories are included:

— dced_fixes

This subdirectory contains code to complete diced functionality defined in
the dced functional specification (for example, automatic starting of servers,
etc.).

— dfs_gg_fix

This subdirectory contains code that contains the fix to the DFS global group
problem (see OT CR 13681 for a description of the problem).

— global_groups_tests

This subdirectory contains code for a suite of manual tests of the new global
groups feature.

— scale_tests

This subdirectory contains the tests used to verify the security scalability
work.

— Kb5Betar

This subdirectory contains documentation and source code to help licensees
provide additional integration with the Kerberos authentication and key
distribution service.

— messaging

This subdirectory contains code for the first snapshot of a prototype for
Message-Oriented Services (MOS), which provides a message queueing
capability for OSF DCE. The facility has been named “Message-Oriented
Services” rather than simply “Queueing” in order to leave open the
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possibility of including a message passing capability in the future.

The MOS is a DCE-based message queueing service, allowing clients to
enqueue and dequeue messages via DCE RPC. Queues are protected by DCE
ACLs, thus offering protection from unauthorized access. And since
communication is done through DCE RPC, clients can take advantage of RPC
security features.

— pk_random

This subdirectory contains code that can be used to develop a random number
generator for public key security use. Note that the code as is does not build a

generator random enough for truly secure environments; it must be made

random by the vendor productizing the code.

— Ipc

This subdirectory contains code to support the
RPC_SUPPORTED_NETADDRS environment variable in the RPC
runtime. This variable controls restriction of network address advertising and
is located in the

/sbin/init.d/dce
script.
For further information, see tiREADME in
src/nosupport/rpc
— threads

This subdirectory contains threads wrapper library code that provides a
simple way for licensees to expose most of the Posix API, while still using the
DCE threads library internally.

See Chapter 2 for further important information about the state of the various DCE
components.

Chapter 3 of this document contains a graphical representation of the basic structure
of thedcetree.

« Archive: project

This tar image contains information such as system test plans, test results, quality
report, and an OT defect summary.

Theproject archive contains the following subdirectories and files:
— defect.summary

This subdirectory contains information about all known defects, both fixed
(verified or closed) and open, for DCE 1.2.2. (It also includes the contents of the
OT (DCE bug report) database. Whenever an OT defect report number is
specified in this document, you should refer to tiefect.summarysubdirectory

for more information on the defect.)

— TestSummary
This file contains the latest test information for functional and system tests and is
organized by component.
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— test.results

This directory contains the log files for all the functional and system tests run for
each component.

— quality.rpt
Quality and testing report for DCE 1.2.2.
— test.plans
This directory contains the test plans for the DCE components.

Chapter 3 contains a graphical representation of the basic structure pfdjeet
tree.

1.4 Operating System Requirements for DCE 1.2.2

The DCE 1.2.2 reference platform is the IBM RISC System/6000 running the AIX 3.2.5
operating system (revision 3.2.5.E4.R9 or a later revision). Note also the following
important information:

+ RequiredMALLOCTYPE setting

Before running any DCE code on AIX 3.2.5, you must set thALLOCTYPE
environment variable to a value of “3.1”, which will cause the AIX 3.1 version of
malloc() to be used. This version afialloc(), unlike later versions, is guaranteed to
return zero-initialized space. DCE depends on this behavior.

« C++ runtime required for Private Key Storage Server

PKSS is coded on both the client and server side in C++, and requires the C++
runtime to be installed on all client systems (prior to DCE 1.2.2, the C++ runtime
was required only on those machines running applications developed with the XIDL
C++ facility).

For further information on both of these topics, see “DCE 1.2.2 Reference Platform” in
Chapter 4.

1.5 A Note on Pathnames

Most of the files discussed in this document are DCE source files, angicacedingly
referred to by pathnames of the following general form

dcel.2.2-root-difdce/srcfest_of pathname
the meaning of which is explained above in “Structure of DCE 1.2.2 Archives”.

However, in cases where built or installed files (which usually lie outside the DCE
source directorysrc) are discussed, pathnames of other forms are used. These other
forms are briefly described below. Note that the directory structure of all parts of the

1-14 January 22, 1997



Overview of OSFDCE Version 1.2.2

DCE tree is a creature of ODE (the OSF Development Environment), and you can find
overviews of both the structure as a whole and of ODE itself in Chapter 12 of the DCE
1.1 version of theOSF DCE Porting and Testing Guid@ancluded with the DCE 1.2.2
documentation, although not updated for DCE 1.2.2; see Chapter 5 for further
information).

1.5.1 Pathnames in the install Tree

The name
dcel.2.2-root-difdce/installimachindopt/dcel.2.2

is a path in the DCE install tree, which is establishediéel.2.2-root-diras part of the
DCE build. Part of the DCE installation process, donadbg_config involves creating

a link (called/opt/dcel.2.3 on the host machine to thept/dcel.2.2part of the build
tree. It is thus possible to refer to a built (and installed) file in the install tree in either of
two ways: by its position in the DCE install tree —for example:

dcel.2.2-root-difdce/installimachindopt/dcel.2.2/etc/cds_attributes
or by its position on an installed system —for example:
/opt/dcel.2.2/etc/cds_attributes

(The first is the more rigorous form, since it is an exact description of what is actually
built.) Pathnames of both forms occur in this document.

1.5.2 dcelocal Pathnames

Thedcelocalprefix to a pathname—for example, in
dcelocalvar/dced/cell_name

—is an abbreviation that normally stands for the
/opt/dcelocal

directory set up by default bgce_configduring cell configuration. Note thatdcelocal
path has nothing to do with ODE or the DCE build; it is part of an installed and
configured DCE cell. The difference between the contents of

/opt/dcel.2.2
and ofdcelocal which stands for
/opt/dcelocal

is that the latter consists of the necessary subset of DCE executables and other files that
must be locally present on every machine in a DCE defit/dce1.2.2 on the other hand,
contains the entire built and installable DCE, and is often a remote filesystem that need
only be mounted.
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For further information about the directory structure of an installed DCE, see Chapter 5
(“Location of Installed DCE Files”) of the OSF DCE Administration Guide—
Introduction

1.5.3 Pathnames of Installed Tests

The dcetest_configinstallation script installs the DCE tests at a pathname specified by
the user, and then creates a softlink called

/dcetest/dcelocal
to that location. The built tests can also be found at
dcel.2.2-root-difdce/installtarget_platfornidcetest/dcel.2.2/test

(wheretarget_platformdenotes the specific platform on which you are building; for the
DCE 1.2.2 reference platform this would bes) after a DCE build, or, in the case of the
DCE Threads functional tests (which are left in titg tree) at:

dcel.2.2-root-difobj/target_platfornitest/threads

Thus it is possible to refer to tests in either of two ways, depending on whether its built
or its installed location is used. Pathnames of both forms appear in this document.

For further information abouticetest config refer to Chapter 11 of th®©SF DCE
Testing Guide

1.6 Testing in DCE 1.2.2

1-16

For DCE 1.2.2, various types of testing were planned to confirm that new functionality
was functionally complete, worked as specified, and caused no regression in reliability of
previous functionality.

During the test planning phase, OSF, along with each provider cooperatively selected the
group of tests that delivered the best test coverage within the allocated amount of test
time. The test plans can be found at:

dcel.2.2-root-difproject/test.plans

Each provider's test plan lists the new tests which were developed to test DCE 1.2.2
functionality. For information on the results of the testing conducted of DCE 1.2.2, see
the DCE 1.2.2 quality and testing report, located at:

dcel.2.2-root-difproject/quality.rpt
Individual test reports can be found in the
dcel.2.2-root-difproject/TestSummary

file.
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The DCE defects database is located in the
dcel.2.2-root-difproject/defect.summary
directory.

For information on running the tests, see @8F DCE Testing Guide

1.7 Sending Feedback to OSF on DCE 1.2.2

To facilitate communication between OSF and its DCE 1.2.2 licensees, we have set up
the dce-talk mailing list. Licensees may also find the discussions in ¢dbmp.soft-
sys.dcenewsgroup useful.

Usedce-defectwhen reporting any defects in functionality that you find with DCE 1.2.2
code. Thedce-defectaddress is an alias to the OSF Response Center Administrator.
Your report will be acknowledged and researched. When reporting defedtetdefect
please use the form in thBUGREPORT file in the top level of the documentation
directory. The complete pathname of this template is:

dcel.2.2-root-difdoc/BUGREPORT

You may also use thece-talk mailing list to discuss the offering. This address is a
mailing list to all DCE licensees who wish to subscribe to it, and not just 1.2.2 licensees.
This discussion group was designed to increase the general knowledge of DCE, and to
collect input regarding the functionality and use of the offering. As such, the opinions
given indce-talk are strictly those of the individual who expresses them.

To use the mailing lists, simply send mail to:
dce-talk@osf.org

To add your organization’s addressdee-talk, send a request to:
dce-talk-request@osf.org

When making a request to be added to a mailing list, please include the following
information:

your name
your phone number

your fax number

your company name

your company address

the name of the person who receives DCE 1.2.2 archives

We prefer to add names of licensees internal mailing lists (for example,
dce@licensee.cojnrather than adding a large number of individuals. Note that these
mailing lists do not take the place of our support services as regards detailed consulting,
problem status tracking, and so forth. Licensees who are OSF members may also wish to
subscribe to thesig-dce mailing list, which is used to distribute information about the
DCE SIG.
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Licensees who have questions about OSF'’s offerings, such as courses, license policies, or
questions about software delivery, can call OSF at (617) 621-7300.
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Chapter 2. State of the DCE Components in DCE
1.2.2

The following sections contain important information about the state of the DCE version
1.2.2 code and tests.

2.1 Pathnames

It is assumed that the DCE 1.2.2 archives are located at the following pathname on your
system:

your-root-dir/dce/V1.2.2

—where your-root-dir is a partition with adequate disk space in which you have
unloaded and installed the archives, as described in Chapter 4 of this document. (Refer to
the section “Contents of the DCE 1.2.2 Release Area” in Chapter 1 for more
information.) This pathname is abbreviated as

dcel.2.2-root-dir
in the other chapters of this document.

Immediately beneath this pathname will be found several directories corresponding to
the separate archives extracted from the DCE 1.2.2 distribution media, as described in
Chapter 4. For example, the directory

dcel.2.2-root-dildce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory

dcel.2.2-root-dildoc

will contain the extractedloc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapters 5 and 6).
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2.2 Information on the DCE Build

The following sections contain important new information concerning various aspects of
building DCE.

2.2.1 Building an Exportable Version of DCE

2-2

Note: It is the licensee’s responsibility to determine if the version of DCE that
has been built is indeed exportable, based on current U.S. export
regulations. Effort has been made in the DCE source to facilitate
generating an exportable version if such is desired, but it is not possible to
guarantee under all circumstances, without testing, that what is built will
be exportable.

The exportability of a given binary version of DCE is controlled by U.S. export
regulations and depends on the methods of data encryption used, as well as what they are
used for. In general, use of encryption for data privacy is export-controlled, but use of
encryption for “other purposes” (such as authentication, authorization, integrity,
password change, and so on) is not export-controlled. In particular, generally exportable
binaries must have their encryption routines’ entry point symbols either removed or
obscured. This cannot be provided for at the source code level; it is a decision that must
be made by the individual vendor or ISV.

By this criterion, DCE can be built in any of three different forms:

- Domestic executables from domestic source (cryptographic software is fully present
and is used both for data privacy and for other purposes).

« Exportable executables from exportable (“international’”) source (no cryptographic
code is present).

« Exportable executables from domestic source (cryptographic code is not used for
data privacy, but is used for other purposes).

Whether one builds DCE in the first or the second form is governed by the contents of the
dcel.2.2-root-difdce/src/security/krb5/lib/crypto

and
dcel.2.2-root-difdce/src/rpc/kdes

directories. The first, in its fullest state, contains three subdirectories, neomaahon,
domestic andinternational. The second contains a DES implementation suitable for
use in the kernel.

The domestic source version of DCE will contain all thregpto subdirectories.
Building the domestic version of DCE will consist in simply executing a build with these
directories (and their contents) present. Constructing an exportable source version of
DCE consists in replacing the contents of theypto/domestic with those of the
crypto/international directory; building DCE with the contents of these two directories
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will yield an exportable set of executables in which the DES functionality has been
replaced with “null” encryption. This version of DCE will not interoperate wismy
domestic DCE at all, but it is internally consistent and runnable.

The default behavior of the DCE build as a whole is to produce a non-exportable version
of DCE (the first method listed above), since the symbdIL_BUILD must be defined

in order to disable confidentiality (data privacy) in both GSSAPI and RPC, and by
default it is not defined.

The exportable source version of DCE 1.2.2 was produced and built at OSF in the
following way:

1. A separate “international” source tree was created, consisting of the normal
contents of the DCE 1.2.2 source tree, with the contents otithpto/domestic
replaced (as described above) by the contents of dhgoto/international
directory.

2. AINTL_BUILD symbol was created and defined in the
dcel.2.2-root-dildce/src/Makeconf

The value ofiINTL_BUILD determines whethddOENCRYPTION is defined or
not. If INTL_BUILD is defined, theMOENCRYPTION is also defined.

Note that havingNTL_BUILD defined in a build should be regarded only as a guide to
what it is expected will be produced by the build. OSF assumes no responsibility for
validating the exportability of versions of DCE produced by any of the methods
described here.

To test whether the GSSAPI you have built is exportable or not, you must run the
GSSAPI test program. Instructions on how to do this can be found in Section 8.2.5 in
Chapter 8 of theOSF DCE Testing GuideWhen the test is executed, it will display a
warning message if the GSSAPI being tested is non-exportable.

2.2.1.1 Exportability of Secure Remote Utilities

For U.S. vendors and I1SVs, OSF DCE provides partial (source-code level) support for
building an internationally exportable version of OSF DCE from the domestic sources.
However, this does not necessarily extend to full (binary-code level) support for building
exportable binaries. Vendors and ISVs are responsible for determining how to build such
a product for their platforms, and for verifying that the resulting product is indeed
exportable.

At a minimum, you must do the following to ensure that the secure remote utilities
(rsh/rshd, rlogin/rlogind) limit use of encryption:

« DefineDES_HIDDEN for the build of any component that would support encryption
and/or decryption in the domestic build.

No matter how the above suggestionaiscomplished, ishould be understood that it
constitutes limited source-code level support only, not full binary-code level support for
building the domestic DCE sources for export. Each vendor and ISV remains responsible
for making sure that the above steps and any additional work necessary to hide and

January 22, 1997 3



DCE Release Notes

remove encryption result in a product that complies with the applicable export laws.

2.2.1.2 Exportability of Public Key Preauthentication

For U.S. vendors and ISVs, OSF DCE provides partial (source-code level) support for
building an internationally exportable version of OSF DCE from the domestic sources.
However, this does not necessarily extend to full (binary-code level) support for building
exportable binaries. Vendors and ISVs are responsible for determining to determine how
to build such a product for their platforms, and for verifying that the resulting product is
indeed exportable.

At a minimum, you must do the following to ensure that Public Key Login limits its use
of encryption:

« DefineDES_HIDDEN for the build of any component that would support encryption
and/or decryption in the domestic build.

No matter how the above suggestionaiscomplished, ishould be understood that it
constitutes limited source code level support only, not full binary code level support for
building the domestic DCE sources for export. Each vendor and ISV remains responsible
for making sure that the above steps and any additional work necessary to hide and
remove encryption result in a product that complies with the applicable export laws.

In addition to export restrictions, there are also license restrictions on the exposure of the
RSA BSAFE interfaces that must be handled by each vendor or ISV. Each vendor and
ISV remains responsible for ensuring that any product produced from the OSF DCE
source complies with the terms of the RSA license agreement.

To produce an exportable product, a vendor should do the following:

1. Make the necessarjbdce Makefile change, so thalibbsafe2.ais linked into
shared libdce in an exportable manner. Please note that to ensure export
inaccessibility andpotential licensing issues, we do not recommend linking the
BSAFE library into thdibdce archive.

2. Do
nm libbsafe2.a
to extract all of the symbols in the BSAFE library, and then take whatever steps

are necessary to hide or scramble all of the BSAFE symbols in order to fulfill the
export requirements and potential licensing issues.

2.2.2 DCE 1.2.2 Build Dependency on BSAFE

Licensees who wish to use the new DCE 1.2.2 public key functionality (see “Public Key
Support” in “Distributed Computing Environment” above) must build DCE 1.2.2 with
the RSA “BSAFE" encryption code. The RSA BSAFE 2.1 release, which is optional for
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building DCE 1.2.2 (but necessary for building the 1.2.2 public key functionality), can be
licensed either from OSF or directly from RSA. From OSF BSAFE is available on all of
the DCE 1.2.2 distribution media. BSAFE is available only to domestic DCE licensees.

For instructions on how to build BSAFE on the DCE 1.2.2 reference platform, see
“Building BSAFE” in Chapter 4.

BSAFE can be licensed directly from RSA or from OSF. See the DCE price sheet and
licensing agreement for further information.

2.3 State of DCE 1.2.2

All of the DCE 1.2.2 code has undergone functional testing, and many components have
undergone system testing. For information on the system tests performed, see the “State
of DCE System Testing” section below.

2.3.1 Texts of Currently-Known DCE Defect Reports

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

The contents of this directory consist of pairs of groups of files (seven files in each
group), consisting of the “long” and “short” listing of every recorded defect for each
DCE component. The defect state of each DCE 1.2.2 component is thus represented by
the contents of 14 files, containing the long- and short-form texts foopn fixed,
verified, closed duplicate, deferred, andcancekd bugs recorded for that component.

For example, the names of the defect files for the Audit component are as follows:

Long form text Short form text
aud.cancel short.aud.cancel
aud.closed short.aud.closed
aud.defer short.aud.defer
aud.dup short.aud.dup
aud.fix short.aud.fix
aud.open short.aud.open
aud.verified short.aud.verified

The DCE component names and their meanings are as follows:
aud DCE Audit
bld DCE Build and Installation procedures
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cds
cfg
code
dcecp
dced
dcedoc
dfam
dfs
doc
dskl
dts
gds
rpc
sec
systest
test

thr
unknown

utils

DCE Cell Directory Service

DCE Configuration routines

DCE-wide source code category

DCE Command Progrant¢ecp

DCE Daemondced)

General DCE-wide documentation category
DCE Distributed File-Access Manager (DFA)
DCE Distributed File Service

DCE documentation

DCE Diskless component (not supported)
DCE Distributed Time Service

DCE Global Directory Service

DCE Remote Procedure Call

DCE Security Service

DCE system testing

DCE functional testing

DCE Threads

Unknown component

DCE utilities

A summary of DCE 1.2.2 test results can be found in the

dcel.2.2-root-difproject/TestSummary

file. A report on functional test results for DCE 1.2.2 can be found in subdirectories

under:

dcel.2.2-root-difproject/test.results

A quality report for DCE 1.2.2 can be found at:

dcel.2.2-root-difproject/quality.rpt

Further information on DCE testing procedures can be found inQ8& DCE Testing

Guide

2.3.2 Components Unchanged in DCE 1.2.2

No new functionality was added to the following DCE components and facilities in DCE

1.2.2:
- dced

2-6
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« General ACL and Backing Store Facility
« DCE Threads

«+ IDL Compiler

« Cell Directory Service (CDS)

+ Global Directory Service (GDS)

« DCE DTS

« Generic Security Service Application Program Interface (GSSAPI)

2.3.3 DCE Distributed File-Access Manager Component

Note: To successfully run the DFAM 48 hours CHO, you must set the Agent-
Gateway waiting interval time from 20 to 200. To do this, you do not need
to fix the DFAM source code to change the waiting interval from 20 to 200.
This is because the waiting interval time is one of the DFAM Agent
parameters you can set before starting DFAM, and DFAM Agent reads the
parameter file when initiated.

Here is how you can set 200 to the waiting interval parameter:

1. Generate a file that contains the following line:
TCPShutdownTimeout 200

2. If the file name of the above one-line file mramfile, use the
following command to start DFAM Agent:

dfamagt -ConfigFile paramfile

DCE 1.2.2 work on the DCE Distributed File-Access Manager (hereafter abbreviated as
“DFA”"), which was new in DCE 1.2.1, was restricted to bug fixes. The following CRs
were closed: 13586, 13585, 13584, 13583, 13582, 13570, 13569, 13568, 13567. Refer to
the collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, located at:

dcel.2.2-root-difproject/defect.summary

for further information. Other release information about DFA, as well as porting and
other miscellaneous information, can be found in Chapter 7 of this document.

2.3.4 State of the DCE Installation and Configuration Routines

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:
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dcel.2.2-root-difproject/defect.summary

2.3.5 State of dcecp

2-8

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

« Thedcecp host stopdcecp host showanddcecp host startcommands do not work

in DCE 1.2.2.

This is becauseélcecpdoes not have the ability to track tlsevrexec object ofsecd

cdsd, and the other DCE daemons. Even if #r@rconf objects are correctly set up,
when they are run (usinigost start or server start), what actually happens is that the
daemons start, fork a child, and then die, with the forked children remaining up to run
as the daemons. But, as far ésed (or dcecp is concerned, the servers that were
started (although they did start) subsequently died, and as a cesdt(or dcecp
assumes they are not running anymore.

This problem is documented in DCE defect report 12916, which can be found in the
DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary
directory.

Note that, although the code for 1.2.2 does not support tHhesep commands, you
can usalce_configto start or stop daemons.

Note that aliases do not work automatically across cells, even within a hierarchy.
This situation, which was reported in the DCE 1.Rdlease Noteand is still true for

DCE 1.2.2, is documented in DCE defect report 12908, which can be found in the
DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary
directory.

The dcecp cellalias secommand, which is currently described in tRsF DCE
Administration Guide -- Core Components not supported in DCE 1.2.2. This
operation was intended to support cell renaming, which is not supported in version
1.2.2 of DCE, and is not planned to be supported in any future version of DCE.

This situation, which was reported in the DCE 1.Rdlease Noteand is still true for
DCE 1.2.2, is documented in DCE defect reports 12917, 12908, and 12864, which
can be found in the DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary

directory.
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2.3.5.1 State of dcecp Functional Testing

A summary of DCE 1.2.2cecptest results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report ondcecpfunctional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running tlikeecpfunctional tests are documented in Chapter 2 of the
OSF DCE Testing Guide

2.3.6 State of dced

No new functionality was added ticedfor DCE 1.2.2.

The format of the databases thdded uses to keep its configuration information was
changed as a bug fix to DCE 1.1, incorporated into DCE 1.2.1. Refer to OT CR 13662 for
a description of the problem that was fixed.

Upon migration from a DCE 1.1 to DCE 1.2.2 code badeed will spend an increased
amount of time in initialization, during which it will convert any DCE 1.1-formatted
databases into the 1.2.2 format. The additional amount of time taken will vary with the
size of the database. This behavior may have an effect on any initialization scripts which
expectdced to complete initialization within some definite period of time. Note that
performance is affected only during migration.

The fix affects licensees who did not pick up the DCE 1.2.1 warranty patch, in which the
dceddatabase format was revised.

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

A summary of DCE 1.2.2 test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on functional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results/

The procedures for running tlieedfunctional tests are documented in Chapter 2 of the
OSF DCE Testing Guide

2.3.7 State of the DCE RPC Code
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The following enhancement was made to the RPC component for DCE 1.2.2:
« Single-threaded client datagram support

For the datagram protocol, the multi-thread model on the client side was changed to a
single thread model.

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

2.3.7.1 State of DCE RPC Testing

A summary of DCE 1.2.2 RPC test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on RPC functional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The RPC functional tests are in the
dcel.2.2-root-difdce/src/test/rpc

directory; this includes the RPC runtime internationalized functional tests. There is a
README file in the directory explaining how to set up the environment and how to
execute the tests. The following are general requirements for executing the tests:

The OSF character and code set registry should be installed as:
lusr/lib/nis/csr/code_set _registry.db

This is a binary file, which is produced lgrc (code set registry compiler). The input
file to csrcis platform dependent, and will be found in the following directory:

dcel.2.2-root-dildce/src/test/functional/rpc/runtime/il8n_api/ts/cs_rgyarget_platform
wheretarget_platformis the name of the platform which you have built and are testing

DCE on (for the AIX reference platforniarget_platformwill be RIOS).

Thesecsrc input files are not the OSF official version. The OSF official template for the
codeset registry is found in:

dcel.2.2-root-difdce/src/rpc/csrc/csrarget_platfornicode set_registry.txt

For functional testing only, the
dcel.2.2-root-didce/src/test/functional/rpc/runtime/il8n_api/ts/cs_rgyarget_platfornicode_set_registry.txt

file is ready to use.
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Japanese EUC and SJIS locales are required. This is because input data are Japanese.
However, if the contents afLl8n_input_data are changed to other data, for example,
French, the other locale (French locale) will be required.

The procedures for running the other RPC functional tests are documented in Chapter 4
of the OSF DCE Testing Guide

2.3.8 State of Cell Directory Service (CDS) Code

No new functionality was added to CDS for DCE 1.2.2.

The following CDS OT CRs were fixed or closed in DCE 1.2.2:
CR number File(s) affected

13581 directory/cds/library/dnscmpsimple.c

13208 directory/cds/server/db_diags.c
directory/cds/server/back_graind.c
directory/cds/server/ta_cle.c

13085 directory/cds/server/back_skulk.c
directory/cds/server/ta_create.c
directory/cds/server/ta_lokup.c

12932 directory/cds/server/ta_cle.c

12914 directory/cds/control/get_command.c
12987 (duplicate of 12879)

12879 directory/cds/includesfbdef.h

directory/cds/server/db_btree.c
directory/cds/server/db_entry.c

12819 directory/cds/control/dnscp_crekid.c
directory/cds/control/emit_ref_hdr.c
directory/cds/control/visit_cds.c
directory/cds/gda/gda update_parent.c
directory/cds/server/unix_stubs.c

12812 (duplicate of 12802)

12802 directory/cds/server/dns_service_rpc.c
12767 directory/cds/server/sets_lib.c

12465 directory/cds/includes/cds.sams

12453 (duplicate of 12879)

12389 directory/cds/library/ x500_name_utils.c
9700 directory/cds/server/back_graind.c

directory/cds/server/db_common.c
directory/cds/server/dump_navigator.c
directory/cds/server/ta_cle.c
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directory/cds/server/unix_cds_net.c
The following CDS OT CRs were cancelled for reasons stated in the CR:
13004, 11405, 11508, 11272, 10777, 9514, 9065, 8081

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

Cell renaming is not supported in DCE 1.2.2, and aliases do not work automatically
across cells, even within a hierarchy.

The code for DCE 1.2.2 does not support theecp cellalias seicommand, which is
currently described in Chapter 21 of ttxsSF DCE Administration Guidd his operation

was intended to support cell renaming, which is not supported in version 1.2.2 of DCE,
and is not planned to be supported in any future version of DCE.

This situation is documented in DCE defect reports 12917, 12908, and 12864, which can
be found in the DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary

directory.

2.3.8.1 State of DCE CDS Testing

A summary of DCE 1.2.2 CDS test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on CDS functional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running the CDS functional tests are documented in Chapter 5 of the
OSF DCE Testing Guide

2.3.9 State of Global Directory Service (GDS) Code

2-12

No new functionality was added to GDS for DCE 1.2.2.

In the course of developing the DCE certification facility for DCE 1.2.2, deficiencies
were discovered in GDS that effectively prevent it from being able to usefully store
public key certificates. While the certification API facility includes workarounds for
these deficiencies, licensees are advised to read OT CR reports 13660 and 13661 and
make sure they understand the implications before deploying GDS as the directory for an
interoperable public key infrastructure.

The instructions for configuring and starting GDS in Chapter 6 of @8+ DCE GDS
Administration Guide and Referenege incomplete. Refer to OT CR 13654 for a set of
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correct instructions.

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

2.3.9.1 State of DCE GDS Testing

A summary of DCE 1.2.2 GDS test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on GDS functional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running the GDS functional tests are documented in Chapter 6 of the
OSF DCE Testing Guide

2.3.10 State of Security Code

Note: DCE 1.2.2 contains an optional component, the Private Key Storage
Service (PKSS). The implementation of this component requirestEd-
root program on each client system that supports the service. There is a
potential security issue with this program on platforms that provide both
shared libraries and user-configurable library search-paths, which must be
addressed by platform-specific code. OT CR 13688 describes this problem,
as well as the solution that DCE 1.2.2 provides for the reference platform.
While this solution is AlX-specific, a similar solution is expected to apply
to other platforms; the reference code should be used as a template for the
platform-specific code that will be required.

Note: MUST APPLY OT

Configuration failures have been reported for DCE 1.2.2 international code
on AlX. The dce_loginduring dce_configwas failing because of memory
corruption in the PK preauth code. Licensees should referto OT CR 13682
for the fix to apply.

Note: Very late in the test cycle a critical problem was found in the
implementation of the database code that is used by PKSS. Under some
circumstances it is possible for the database to be corrupted. The problem
is documented in OT CR 13693. Since PKSS is the only component using
this specific database code PKSS is the only component affected by the
problem.

. Late in the project, a problem was discovered that prevented invalkiegconfig
Several unsuccessful attempts were made to reproduce the problem. FVTs and CHO
testing continued to pass. OT CR 13699 contains a description of the problem. As
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more data becomes available from continued problem resolution, it will deedl
within this OT.

The following enhancements and additions to the Security component were made for
DCE 1.2.2:

+ Public key login

The login facility now supports the public key protocol. The public key
preauthentication protocol is used by DCE security clients and servers to obtain
ticket granting tickets (TGTs) for users. This protocol, which was not available in
previous releases of DCE, provides the highest level of security during
preauthentication login.

Note that public key functionality in DCE 1.2.2 depends on the presence of the RSA
“BSAFE” encryption functionality, with which DCE 1.2.2 must be built if public
key login is desired. See “DCE 1.2.2 Build Dependency on BSAFE” above for
further information.

Users can enter public key password information by either one of the following
methods:

— Using thedcecpcommandsaccount createand account modify, which prompt
the user for public key password informationoldpassphrase and
newpassphrage This method is more secure because plassphrasge are not
displayed.

— Using the command line interface to specify theldpassphrase and
newpassphraséhis method is less secure becausephgsphrasg are visible.

Following is an example of using thdcecp commands to interactively enter
password information:

dcecp> account create gumby -group none -org none -password gumby \
> -mypwd -dce-
dcecp>

dcecp> account create gumby -group none -org none -password gumby
Enteer Your APassword:
dcecp>

dcecp> account create gumby -group none -org none
Enteer Adccount APassword:

Agaim:

Enteer YWour APasswordi:

dcecp>

dcecp> account modify gumby -mypwd -dce- -password pokey
dcecp>

dcecp> account modify gumby -mypwd -dce- -password "™
Enteer Adccount APasswordd:

Agaim:

dcecp>
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dcecp> account create gumby -group none -org none -password gumby \

> -mypwd -dce- -pksig {{gen 256} {newpass pokey}} \

> -pkkey {{gen 512} {newpass pokey}}

Waminng: Generaatiing pksiggnatwree publiicc key; tthiss mey teake a feew mimutess.
Waminng: Generatiing pkkeycippher publiicc key; tthiss mey teake a feew mimutees.
dcecp>

dcecp> account create gumby -group none -org none -password gumby \

> -mypwd -dce- -pksig {gen 256} -pkkeycipher {gen 512}

Enteer passphraase foor ssiggnatwree key:

Agaim:

Enteer passphraase for key encrnyptiioon key:

Agaim:

Waminng: Generaatiinng pksiggnatwree publiicc key; tthiss mey teake a feew mimutees.
Waminng: Generatiimng pkkeycippher publiicc key; tthiss mey teake a feew mimutees.
dcecp>

dcecp> account modify gumby -pksig {{oldpass "'} {newpass "}}
Enteer wldd passphrase for siggnatwre key:

Agaim:

Enteer mew passjphrase for siggnatwre key:

Agaim:

dcecp> account modify gumby -pkkey {{gen 256} {newpass ""}}

Enteer mew passjphrase for key encnyptiioon key:

Agaim:

Waminng: Generaatiimng pkkeycippher publiicc key; tthiss mey teake a feew mimutess.
dcecp>

Note that this information is not documented in the DCE 1.2.2 versions oDbie
DCE Administration Guide — Core Componemtdume or theOSF DCE Command
Reference

. User-to-user authentication

Allows applications that do not have access to a principal’s long term kegctive
protected RPCs.

Note: In order to make full use of the user-to-user protocol in DCE 1.2.2 (for
example, via authenticated RPC instead of only through Kerberos), the
fix to a memory leak-associated problem described in OT CR 13686
must be applied to DCE 1.2.2 by licensees. For further details see the
text of the OT.

« Global groups

Principals from foreign cells can be added to a group in a local cell. ribisepport
directory contains a required fix oifs_gg_fix See OT CR 13681.

See OT CR 13696 for diffs for the suggested global groups threadsafe fix.
« Scalability

Security performance for large databases has been improved.
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« Kerberos 5 support

Support for DCE KDC and V5 clients has been added. This allows Kerberos V5
applications running on either DCE or non-DCE platforms to access the DCE
Security Service. Included is support for the following utilities:

— rlogin
— rlogind
— rsh
— rshd

The authentication portion of the DCE Security Service is primarily based on Version
5 of the Kerberos network authentication system, which is described in Internet
Engineering Task Force (IETF) RFC 1510. For the most part, this has allowed the
DCE Security Server to operate as a Kerberos Key Distribution Center (KDC) for
Kerberos V5 clients. In prior releases of DCE (Versions 1.2.1 and earlier), this
interoperability was not officially supported or documented. In DCE 1.2.2, this
interoperability and the remote utilities are described in a new chapter dD8te
DCE Administration Guide —Core Componewtsume.

X.509 Certificates

The DCE certification APl is a new component in DCE 1.2.2. It implements a trusted
public-key retrieval service, based on either X.509 certificates or trusted registry
storage of public keys. The certification APl is described in OSF RFC 80.1.

If your DCE build includes the reference implementation of GDS (in particular the

XDS/CDS switch layer), and you wish to use CDS as a certificate store, you must
apply the patch documented in OT CR 13665. This patch fixes the following two
problems in the XDS API to CDS:

— Access to a CDS root directory is prohibited.

— Octet-string attribute values are copied usstgicpy (instead ofmemcpy), so
internal O octets will truncate the attribute.

Without fixes for these problems, the certification API CDS tegtd{pc7) will not
run successfully.

Since the certification APl was shipped to OSF, the following problems have been
discovered, and fixes for them have been placed in the OT system.

— Support for multiple certificate signature algorithms is broken. The code as
shipped supports onlyID2withRSA. The fix for this (enabling built-in support
for MD5withRSA and allowing user/vendor registration of additional algorithms)
is documented in OT CR 13664.

— The certification API test build does not properly install the tests. There is also a
problem in that certain test failures may not appear in the test log when running
the tests under TET. The fix for both of these problems is documented in OT CR
13667.

Note: See Section 2.3.9 (“State of Global Directory Service (GDS) Code”)
and OT CRs 13660 and 13661 for information about problems and
workarounds for storing certificates using GDS.
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Note that public key functionality in DCE 1.2.2 depends on the presence of the RSA
“BSAFE” encryption functionality, with which DCE 1.2.2 must be built if use of
public keys is desired. See “DCE 1.2.2 Build Dependency on BSAFE" earlier in this
chapter for further information.

« Modifying ACLs on the Master Security Server

To allow more flexibility in remote administration, ACLs on certaioed objects can
be modified by using thelced_acl_patcherscript on the master Security Server.
This script was supported but not documented in prior versions of DCE.

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

The following items give important information about security in DCE 1.2.2 additional to
that provided in the DCE documentation set.

« secdno longer implements the server side of gec_acl_test _access_on_behalf()
functionality, as there is no proper use for it and it was present by mistake in tlke 1.0.
versions of DCE.

« Transitive trust is not fully supported in DCE 1.2.2: transited intermediate cell
principals in a delegation chain are not automatically registered in the security
namespace. The problem is documented in DCE defect report 12908, which can be
found in the DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary
directory.

« sec_salvage_dinow uses the DCE message API. (Note also that the reference page
for sec_salvage_dbwhich was moved in DCE 1.1 to an Appendix in tRelease
Notes is back in theOSF DCE Command Referenfur DCE 1.2.2.)

2.3.10.1 Random Number Generation for Public Key in Secure Environments

A truly secure environment based on public keys requires a random number generator
capable of producing a “highly random” number. This highly random number is then the
seed value which is fed to the process that creates a public key pair.

Two random number generators are included with DCE 1.2.2:
« crypto_randomize(), a routine defined in theec_bsafe.code.

This program is not likely to produce numbers that are random enough for truly
secure environments; it uses a simple algorithm to generate a number that is not
highly random. Vendors are responsible for supplying better random numbers to this
routine.

« /dev/random, which is built from unsupported code located in:

dcel.2.2-root-difdce/src/nosupport/random_num_gen
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This program is provided as example code and is to be used only as a guide reference
implementation. The code can be regarded as a starting point for vendors who want
to develop a kernel driver.

Note that the two programs can be used together to produce a highly random number.
After porting/dev/random, a vendor can use it as a reference implementation to produce
highly random numbesr which can then be fed intochgto _randomize() routine.

2.3.10.2 Security Functional Testing

A summary of DCE 1.2.2 security test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on security functional test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running the security functional tests are documented in Chapter 8 of
the OSF DCE Testing Guide

2.3.11 State of the DCE Auditing Code

DCE 1.2.2 work on the Audit component was confined to bug fixes. No new functionality
was added. The format of the audit trail record was restructured to improve its
appearance (refer to DCE defect report 13195 for further details).

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary

2.3.11.1 State of DCE Audit Testing

A summary of DCE 1.2.2 audit test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on audit system test results for DCE 1.2.2 can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running the audit system tests are documented in Chapter 12 of the
OSF DCE Testing Guide
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2.3.12 State of the DCE DFS Code

The following new functionality was added to DFS for DCE 1.2.2:
« Server multi-home support

In DCE 1.2.2 the DFS servers have been enhanced to perform better on hosts
connected through multiple interfaces to multiple networks. Prior to DCE 1.2.2, DFS
required all clients and servers to be reachable via all network autest

« Backup performance enhancements

A number of performance bottlenecks have been eliminated in the behavior of DFS
backups, dumps, and restores:

— A “bulk update” operation has been added, allowing the master sync site to send
sets of updates to each secondary server in a single RPC.

— The master sync site now updates secondary servers asynchronously, and works
on the subsequent batch of changes in parallel with the RPC calls being
performed.

— Database transactions are no longer committed asynchronously, so that all servers
now do commit processing in parallel.

— A new RPC operation has been added so that multiple volumes can be added to
the backup datase in a single RPC call.

« Support for 64-bit filesystems

DCE 1.2.2 supports very large files and filesystems, while maintaining
interoperability with the current widespread 32-bit machines.

« Support for use of protected RPC

DCE 1.2.2 allows administrators to specify a range of DCE protections that can be
used for most client-server communication. All architectural uses of unauthenticated
RPCs have been eliminated. Prior to DCE 1.2.2, DFS used a range of DCE protection
levels on its RPC operations, ranging from unauthenticated for psgserver
processes to packet-integrity or higher for the management clients.

The new administrative controls allow administrators to distinguish between same-
cell communication from inter-cell communication, so that a DFS Cache Manager
will use one set of protection rules for intra-cell use (presumably protected behind a
network firewall), while using another set for data-sharing outside the cell. Command
line arguments and management clients allow administrators to achieve the right
balance of protection and computational overhead.

A collection of bug reports (CRs) on all currently-known DCE defects, including those
fixed since DCE 1.2.1, is located at:

dcel.2.2-root-difproject/defect.summary
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2.3.12.1 DFS Testing

A summary of DCE 1.2.2 DFS test results can be found in the
dcel.2.2-root-difproject/TestSummary

file. A report on DFS functional, system, and CHO test results for DCE 1.2.2 can be
found in:

dcel.2.2-root-difproject/test.results

The procedures for running the other DFS functional tests are documented in Chapter 10
of the OSF DCE Testing Guide

2.3.13 State of DCE System Testing

A summary of DCE 1.2.2 system test results can be found in:
dcel.2.2-root-difproject/test.results

The procedures for running the DCE system tests are documented in Chapters 11-13 of
the OSF DCE Testing Guide
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Chapter 3. OSF DCE 1.2.2 Directory Structure

It is assumed that the DCE 1.2.2 archives are found at the following pathname on your
system:

your-root-dir/dce/V1.2.2

—whereyour-root-dir is the location on your disk where you installed the archives, as

described in Chapter 4 of this document. (Refer to the section “Contents of the DCE
1.2.2 Release Area” in Chapter 1 of this document for more information.) This entire
pathname is abbreviated as

dcel.2.2-root-dir
in the other chapters of this document.

Immediately beneath this pathname will be found several directories corresponding to
the separate archives extracted from the DCE 1.2.2 distribution media, as described in
Chapter 4. For example, the directory

dcel.2.2-root-difdce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory

dcel.2.2-root-dildoc

will contain the extractedioc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapters 5 and 6). For the sake of additional brevity and clarity,
thisdoc archive pathname is abbreviated as

dcel.2.2-doc-dir
in Chapters 5 and 6. For example, the pathname
dcel.2.2-doc-disrc/dce_books_sgml/app_gd_style
is equivalent to:
your-root-dir/dce/V1.2.1/doc/src/dce_books_sgml/app_gd_style
For pathnames outside tdectree, the
dcel.2.2-root-dir
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notation is used. For example, the pathname
dcel.2.2-root-difode/doc

is equivalent to:
your-root-dir/dce/V1.2.2/ode/doc

3.1 Directory Structure Diagrams

The remainder of this appendix consists of graphical depictions of the directory structure
for the following archives:

+ dcel.2.2-root-dildce
+ dcel.2.2-root-difdoc
« dcel.2.2-root-difproject
+ dcel.2.2-root-difode
See Chapter 4 for instructions on loading the DCE 1.2.2 archives.

A graphical depiction of the directory structure for the Distributed File-Access (DFA)
component can be found in Chapter 7.

3.1.1 Thedce Archive Tree

The extracteddce Archive tree, which contains source code for the DCE components
and test programs, as well as other utilities, has the following structure:
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dce

.
|
bsafe

export

install

0gs src oLj rc_LiIes tools

.sandboxrc

tools config time directory libdce security dce rpc test file threadsadmin | Ibe examples libdcedfs
mit_krb5
— Makeconf : ‘ ‘ :
, audit idl dfam dced dcep
— Makefile
L~ COPYRIGHT.DCE
Makefile cds gds xds xom xmh xoms

tools rpc threads directory time dce systest functional lib file security include tet sample

—— Makefile
L test.mk
Makefile cds gds xds
nosupport
K5Beta7 | dced_fixes pk random threads rpc dfs_gg_fix scale_tests
messaging

global_groups_tests

Figure 3-1. dce Tree Structure

Note that the dashed lines showing the positiohsdife are meant to indicate that this
directory is present only in builds that include theafesource.

Dotted lines mean that only a portion of the indicated subdirectory structure is depicted
in the diagram. See Chapter 7 for a detailed diagram of the contents of the DFA source

January 22, 1997 3



DCE Release Notes

subdirectory at:
dcel.2.2-root-dildce/src/file/dfam

3-4
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3.1.2 The doc Archive Tree

The extracteddoc Archive tree, which contains the source and output files for the DCE
documentation, has the following structure:

doc

logs aes COPYRIGHT.DCE README DCE1.2.2_specs BUGREPORT
|
T —

rpc directory time security dfs threads sre

exec release_doc dce_books sgml
|
\ \ |
relnotes test gd dfa_fvt_users_gd

—— DocBook
—— DocBook_info

— entities

app_ref | command_refl prob_gd| dfs_admin_gdref gds_admin_gdref dfa_admin_gdref| dfa_users _gd

app_gd_dir intro  app_gd_style admin_gd_intro  admin_gd_core app_gd_core

built_books

app_ref | command_refl prob_gd| dfs_admin_gdrefgds _admin_gdref dfa_admin_gdrefdfa users gd

app_gd_dir intro  app_gd_style admin_gd_intro admin_gd_core app_gd_core

Figure 3-2. doc Tree Structure
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3.1.3 The project Archive Tree

The extractegroject Archive tree has the following structure:

project

quality.rpt README

TestSummary test.plans test.results defect.summary

CHO FVT SYS-TEST SMOKE-TEST README

Figure 3-3. project Tree Structure

3.1.4 The ode Archive Tree

The extractedde Archive tree has the following structure:

ode

export install logs obj rc files src tools doc .sandboxrc

Figure 3-4. ode Tree Structure
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Chapter 4. Building and Installing DCE 1.2.2

This chapter consists of sections that describe how to extract the archives from tape and
CD-ROM, and how to build and install DCE 1.2.2 on the DCE 1.2.2 reference platform,
i.e.: an IBM RISC System/6000 running AlX version 3.2.5 (revision 3.2.5.E4.R9 or a
later revision; see “DCE 1.2.2 Reference Platform” below).

Note: Information for other platforms, which were reference platforms for DCE
1.1, is not included in this document. The original DCE Rdlease Notes
should be consulted for information on the procedures for those platforms,
along with Release Notes from the various vendors.

Throughout this chapter, it is assumed that the DCE 1.2.2 archives are being unloaded
into

your-root-dir/dce/V1.2.2

whereyour-root-diris the location on your disk where you plan to install and/or build the
archive. This pathname is also abbreviated as

dcel.2.2-root-dir
4.1 DCE 1.2.2 Reference Platform

The DCE 1.2.2 reference platform is the IBM RISC System/6000 running the AIX 3.2.5
operating system (revision 3.2.5.E4.R9 or a later revision). However, before you execute
the DCE code on AIX 3.2.5, you must set tRRALLOCTYPE environment variable to

a value of “3.1".

For example, in a Korn shell, you should enter:
export MALLOCTYPE=3.1
In a Bourne shell, you should enter the following:

MALLOCTYPE=3.1;export
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In a C shell, you should enter the following:
setenv MALLOCTYPE 3.1

before you start DCE.

This step is necessary becaunalloc()'s behavior changed in AlX 3.2 as compared to
that of AIX 3.1. The AIX 3.1 version ofmalloc() returns a fresh, zero-initialized ape,
and DCE depends on this behavior. The AIX 3nalloc(), on the other hand, is not
guaranteed to return a zero-initializedsp.

SettingMALLOCTYPE will cause all applications to use the “old” (vintage AlX 3.1)
malloc(). Setting MALLOCTYPE to any other value will cause the new (AIX 3.2)
malloc() to be used.

Bug report 12924 in the DCE defects database, located in the
dcel.2.2-root-difproject/defect.summary

directory, contains additional information about this condition.

4.2 Overview of the DCE 1.2.2 Archives

The DCE 1.2.2 distribution contains several archives, which are listed with their

approximate sizes in the following table. The sizes mentioned in this section are
expressed as quantities which have been rounded upward. You may notice slight
differences between the sizes given here and the sizes as measured on your system.

DCE 1.2.2 consists of the following archivesde dce, doc, andproject.

There are three methods of obtaining DCE 1.2.2: QIC-150 (6150) tape, 8mm tape, and
CD-ROM. The archives are listed below in the order they appear on the different media
(top level directories only are shown):

QIC-150 (6150) dcedoc, project, ode
8mm dce doc, project, ode
CD-ROM dce, doc, project, ode

4.2.1 tar Archives on the Media

Note: Archives with a.Z extension are compressed.

Table 4-1 gives the space requirements for the archives.
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TABLE 4-1. tar Archives on the Distribution Tapes

Archive Approximate Size in Approximate Size in

Name Contents Megabytes (expanded Megabytes (compressed)
dce DCE and Test Source  330.7 61.8

doc Documentation 206.9 62.6

project Release information 69.0 19.2

ode ODE Tools 5.38 1.87

Total 611.98 145.47

A total of approximately612 megabytes of free disk space is thus required to extract all
fourtar archives. The archives are in compressed format on the QIC-150 tape.

Briefly, the archives have the following contents (fuller descriptions can be found in the
section “Contents of the DCE 1.2.2 Tapes” in Chapter 1 of this document):

- Thedcearchive contains the entire DCE source and test tree, buildable on the DCE
1.2.2 reference platform.

« Thedoc archive contains the DCE documentation sources, the PostScript and ASCII
output, OSF DCE RFCs, DCE specifications, DCE documentation specifications, and
AES documentation.

« The project archive contains miscellaneous release information, including a defect
summary, quality report, and test results.

« The ode archive contains source code for the OSF Development Environment. For
documentation on the OSF Development Environment tools irotieearchive, see
the contents of the

your-root-dir/dce/V1.2.2/ode/doc

directory.

4.3 Extracting the Archives

The following subsections describe how to extract the contents of DCE 1.2.2 from its
three distribution media: QIC-150 (6150) tape, 8mm tape, and CD-ROM.

4.3.1 Extracting the Archives from Tape

This section contains instructions for mounting the tapes, extracting the files from the
distribution media, checking the available disk space, and creating the OSF/DCE
directory tree.
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4.3.1.1 Notes and Warnings about tar and tctl

This section contains information about tta andtctl commands. If you are familiar
with these, skip this section and proceed to Section 4.4.1.2 (“Steps for Extraction”).

« Thetar (tape archiver) command reads from the current position of the tape. You
should specify a nonrewinding tape device (caltemhrewinding-tape-devici the
instructions) to the command. This will ensure that each timetanecommand
closes the tape device, the tape will be left correctly positioned for reading the next
image. If you do not specify a nonrewinding device, the tape will rewind each time
the device is closed, and the fitat image will be read repeatedly at eacltsessive
reinvocation of the command. See your systemtio(4) reference page or other tape
drive documentation for more information.

- If you get a message fromar indicating that the blocksize is equal to 0 (zero), then
thetar command is not skipping the correct number of tape marks between archives
and you must reinvokgar to extract the next archive.

« The instructions given later in this chapter for extracting from the tapes describe how
to extract all archives using thar command. If you wish to not extract a particular
archive, you can skip over it to get to the archive you do wish to extract.

To skip an archive, enter thietl or dd command to advance the tape to the next
archive. See your system manuals for complete information on these commands.

To access any archive directly, you can do either of the following:
— Use thetctl command to position the tape. For example, the command
tctl -f /dev/nonrewinding-tape-devicésf 2
will move forward twotar archives. If the tape was positioned at the first archive
before thetctl command was executed, the ndar command (aftertctl is
invoked) will read the third archive on the tape. Then, to return to the beginning
of the tape, enter:
tctl -f /dev/rewinding-tape-devicaewind
— Alternatively, you can invoke thdd command as many times as desired to move
successively to the next archive on the distribution tape until the desired archive

is reached:

dd if=/dev/nonrewinding-tape-devicaf=/dev/null

4.3.1.2 Steps for Extracting from QIC-150 Tape

Follow these steps to extract from the QIC-150 (6150) tape:
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1. Make sure there is enough disk storage space available to store the archives you
plan to extract from the tape. Use tlif command (or whatever command is
appropriate for your operating system) to determine the amount of availadte.sp
Compare this size with the total size in Table 4-1.

2. Ifit does not already exist, create the
your-root-dir/dce/V1.2.2
and
your-root-dir/dce_archives
directories anad to your-root-dir/dce_archives This is the directory in which the
DCE 1.2.2tar archives are installed.

mkdir -p your-root-dirdce_archives
mkdir -p your-root-dirdce/V1.2.2
cd your-root-dirdce/dce_archives

Mount the tape using the UNIXt or the AlXtctl command.

4. Extract the compressed archives from the tape:
tar -xvf /dev/tape-device
5. Uncompress the archive:
uncompress *.Z
6. You can generate a list of each archive's contents by entering the folldaing
command for each archive, substituting a differenttput-file name for each
archive:

tar -tvf /dev/nonrewinding-tape-device output-file

(After doing this, you should rewind the tape before proceeding with the
extraction.)

The following instructions for extracting the archives from the distribution tape
will also create a list of the files in each archive.

7. Next,cdtoyour-root-dirfdce/V1.2.2
cd your-root-dirdce/V1.2.2

8. To extract thedce archive, which contains source code for DCE, enter the
following command:

tar -xvf your-root-dirdce_archives/dce.tar > dce.tarlog 2>&1

9. To extract thedoc archive, which contains the documentation, enter the following
command (in a Bourne or Korn shell):

tar -xvf your-root-difdce_archives/doc.tar > doc.tarlog 2>&1
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10.

11.

To extract theroject archive, which contains release information for DCE, enter

the following command:

tar -xvf your-root-dirdce_archives/project.tar > project.tarlog 2>&1

To extract theode archive, which contains code for the OSF Development
Environment, enter the following command:

tar -xvf your-root-difdce_archives/ode.tar > ode.tarlog 2>&1

4.3.1.3 Steps for Extracting from 8mm Tape

Follow these steps to extract from the 8mm tape:

1.

Make sure there is enough disk storage space available to store the archives you
plan to extract from the tape. Use tlié command (or whatever command is
appropriate for your operating system) to determine the amount of availadte.sp
Compare this size with the total size in Table 4-1.

If it does not already exist, create the

your-root-dir/dce/V1.2.2
directory andcd to it. This is the directory in which the DCE 1.2t&r archives are
installed.

mkdir -p your-root-dirdce/V1.2.2
cd your-root-dirdce/V1.2.2
Mount the tape using the UNIXt or the AlXtctl command.

In order to conserve paper, we have not supplied a hardcopy list of the files in each
distribution archive. You can generate a list of each archive’s contents by entering
the following tar command for each archive, substituting a differentput-file
name for each archive:

tar -tvf /dev/nonrewinding-tape-device output-file

(After doing this, you should rewind the tape before proceeding with the
extraction.)

The following instructions for extracting the archives from the distribution tape
will also create a list of the files in each archive.

To extract thedce archive, which contains source code for DCE, enter the
following command:

tar -xvf /dev/nonrewinding-tape-device dce.tarlog 2>&1

To extract thaloc archive, which contains the documentation, enter the following
command (in a Bourne or Korn shell):

January 22, 1997



Building and Installing DCE 1.2.2

tar -xvf /dev/nonrewinding-tape-device doc.tarlog 2>&1

7. To extract theode archive, which contains code for the OSF Development
Environment, enter the following command:

tar -xvf /dev/nonrewinding-tape-device ode.tarlog 2>&1

8. To extract theroject archive, which contains release information for DCE, enter
the following command:

tar -xvf /dev/nonrewinding-tape-device project.tarlog 2>&1

4.3.2 Extracting the Archives from CD-ROM

In order to successfully extract the DCE 1.2.2 archives, the system you use must have the
following:

« Standard UNIX development tools, includiagk, lex, andyacc.
An ANSI C (X3.159-1989) compliant compiler.

A non-rewinding tape device.

Access to a tape drive or CD-ROM drive capable of reading one of the following
distribution media:

— QIC-150 (6150) cartridge tape
— 8mm cartridge tape
— CD-ROM

A program capable of extracting files from UNKE&r archives on a non-rewinding
tape devicet@ar on most systems).

Sufficient disk space to copy the files from the tapes and sufficient disk space for
building (see Tables 4-1, 4-2, and 4-3).

The CD-ROM containing DCE 1.2.2 is in the Rock Ridge format. The files are stored in
a Unix directory hierarchy.

4.3.2.1 Mounting the CD-ROM

Before you begin, make sure that you have a local mount point on your system. You are
free to use any local mount point; in the following instructioftglrom is used in the
examples. To create the local mount point, do the following:

mkdir -p cdrom_mount_point
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wherecdrom_mount_poinis the name you have chosen for your local mount point. For
example:

mkdir -p /cdrom

Mount the CD-ROM using the UNIXount command. On AlX, the command is:
mount -v ‘cdrfs' -r” /dev/ devicename cdrom_mount_point

For example, if the CD-ROM is on the devifgev/cdQ the command will be:

mount -v ‘cdrfs' -r" /dev/cdO /cdrom

4.3.2.2 Steps to Extract the Contents of the CD-ROM

Because the CD-ROM is a read-only device, you cannot perform operations such as
write or build in the mounted areadrom_mount_pointHowever, you should be able to
use any UNIX commands (such ascd, andlpr) to view and print its contents.

As described in Section 4.3, the CD-ROM contains the following top level directories:
doc, ode, dce, andproject.

Perform the following steps to extract the contents of the CD-ROM:
1. First, make sure you are in your working area, which we will call:
your-root-dir/dce/V1.2.2

Enter the following commands:

mkdir -p your-root-dirdce/V1.2.2
cd your-root-dirdce/V1.2.2

2. Copy the subtrees.

To copy thedoc tree, which contains the documentation, enter the following
command (in a Bourne or Korn shell):

(cd cdrom_mount_pointar -cf - doc) | tar -xvf > doc.tarlog 2>&1
For example:
(cd /cdrom; tar -cf - doc) | tar -xvf > doc.tarlog 2>&1

To copy theodetree, which contains code for the OSF Development Environment,
enter the following command:

(cd cdrom_mount_pointar -cf - ode) | tar -xvf > ode.tarlog 2>&1
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For example:
(cd /cdrom; tar -cf - ode) | tar -xvf > ode.tarlog 2>&1

To copy thedce tree, which contains source code for DCE, enter the following
command:

(cd cdrom_mount_pointar -cf - dce) | tar -xvf > dce.tarlog 2>&1
For example:
(cd /cdrom; tar -cf - dce) | tar -xvf > dce.tarlog 2>&1

To copy theproject tree, which contains release information for DCE, enter the
following command:

(cd cdrom_mount_pointar -cf - project) | tar -xvf > project.tarlog 2>&1
For example:

(cd /cdrom; tar -cf - project) | tar -xvf > project.tarlog 2>&1

4.4 General Prerequisites for Building and Testing

The object build sizes mentioned in this section are expressed as quantities found to be
accurate for DCE 1.2.2 and rounded upward. You may notice slight differences between
the sizes given here and the sizes as measured on your system.

To load the DCE 1.2.2 source archivdcé), you will need approximately 150 megabytes
of disk space. To build all of the DCE 1.2.2 programs and tools, you will need
approximately 616 MB of disk space. To build ODE in addition to DCE, you will need
an additional 39 MB of disk sgce.

The following tables show the directories that are created and populated after a complete
DCE (and ODE) build. The contents of tloele archive are necessary to build ODE,
which is then used to build DCE, for which the contents ofdbearchive are acessary.
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TABLE 4-2. Directory Sizes (in MB) for Extracting and Building the ODE Archive

Directory | AIX
src

export

obj

install 2
Total 18

TABLE 4-3. Directory Sizes (in MB) for Extracting and Building the DCE Archive

Directory | AIX
src 80
export 5
obj 309
install 19
tools 4
Totals 417

Loading and building the contents of other archives requires additional free disk.sp
Note that the sizes given in the above tables were obtained witfutbemmand.

Note that in order to build and run DCE 1.2.2csessfully, every machine involved in

the build must be running both theckd andstatd daemons. This is because file locking

is performed during the GDS build lydsmkiss usinglockd. It is not sufficient to have
lockd running on the local machine: if the file being locked is located on an NFS-
mounted filesystem, the lockdckd will attempt to contact the remoteckd and statd
during the lock operation, and if the remote machine is not running either daemon, the
local process will hang in kernel mode.

4.4.1 Prerequisites for AlIX 3.2.5.E4.R9

This section contains important information about building and configuring DCE 1.2.2
on AlX 3.2.5.E4.R9.
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1. The following settings are necessary in order to buiiddce on AlX 3.2.5.E4.R9:
ulimit -c unlimited
ulimit -t unlimited
ulimit -d unlimited
ulimit -s unlimited
ulimit -m unlimited

Note that these commands are givetksh syntax. Note also that merging options,
as in (for example):

ulimit -tdsm unlimited

will not work.

2. You can enable the generation of core files by settingctire parameter to an
appropriately large value (for example, equal to the valuisioé):

chuser core=209715Lisername

You must execute this command as root. You can find the current vakcereby
doing (also as root):

Isuserusername
3. Make sure the compilex]c, has the version “xlc 1.3 ..” Use
what /usr/bin/xlc

to find out if it does.

The following error message will be observed when building ODE and DCE on AlX:

1506-1193: ((E) Frunctiicon call| aargyument ccannot the assiggned twm corrreespondinng paraameteer..

This message is a warning which is incorrectly reported as an error, and it can safely be
ignored.

4.4.1.1 Note for Building the DCE 1.2.2 Tests on AlX

At least two versions oficform have been observed to be present on the AIX platform.
If the version ofncform present on your machine definggunput to bevoid, you will
observe errors as

your-root-dir/dce/V1.2.2/dce/src/test/security/api/testsh/tsh.|
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is being compiled. The errors are as follows:

"lleex.yyy.cc",, lliiime 907.6: 11506-1132 () Functiicon yyunput ccannot the reedeclaareed.
"lleex.yyy.cc",, lliiime 1364.65: 11506-030 () lldentiiffiicer yyunput ccannot kbe reedeclaaresd.

If this happens, you must edith.l and defineyyunput to bevoid, then restart the test
build.

4.5 Building DCE and the Tools

This section contains step-by-step procedures for buildingtleeaanddce binaries from

the DCE 1.2.2 archives. For information on building tthec archive, see Chapter 6,
“Building the DCE Documentation”. Note that it is not necessary to build the DCE 1.2.2
documentation, since it is supplied in the archive in formatted PostScript and formatted
ASCII forms along with its source.

For information on how to build parts of DCwithout one or more components, see
Chapter 12 of the DCE 1.0SF DCE Porting and Testing Guide

4.5.1 Building an Exportable Version of DCE

The symboINTL_BUILD inthe
dcel.2.2-root-dildce/src/Makeconf

determines whether or not an exportable version of DCE is buitNTIL_BUILD is
defined, an “international” (exportable) version of DCE is built. For details, refer to the
section “Building an Exportable Version of DCE” in Chapter 2.

Note: It is the licensee’s responsibility to determine if the version of DCE that
they have built is indeed exportable, based on current U.S. export
regulations. Effort has been made in the DCE source to facilitate
generating an exportable version if such is desired, but it is not possible to
guarantee under all circumstances, without testing, that what is built will
be exportable.

4.5.2 Building BSAFE

If you wish to use the new DCE 1.2.2 public key functionality (see “Public Key
Support” in “Distributed Computing Environment” in Chapter 2) you must build DCE
1.2.2 with the RSA “BSAFE" encryption facility. If you do not wish to build the public
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key functionality into DCE 1.2.2, you should skip the remainder of this section and go
directly to “Building the ode Archive” below.

BSAFE can be licensed directly from RSA or from OSF. See the DCE price sheet and
licensing agreement for further information.

In the following section, it is assumed that you have unloaded the BSAFE sources into
bsafe-root-dir
wherebsafe-root-diris the location on your system where you plan to build BSAFE.

To build BSAFE, after you have extracted the sources from the distribution media, do the
following:

1. Make a copy of theun4 (or solaris) directory, located unddssafe and rename it
torios (i.e., the platform name appropriate for your platform).

2. cd to the renamed directory and make whatever platform-specific edits you find
necessary to the Makefile there.

You may find that the only necessary Makefile change for your platform is to set
the compiler variable as appropriate, for example:

CC=xlc

for the AIX platform.

After you have done the above, you should be able to successfully build the BSAFE
code. The result will be the creation of the librdigbsafe2.ain the directory.

4.5.2.1 Including the Personal Security Module (PSM) in the DCE Build

After you have built BSAFE, do the following:
1. Createthe
dcel.2.2-root-dildce/external
directory (outside ofice/srg if you have not done so yet.
2. Create the following two directories:

dcel/externaltarget_platfornusr/include
dcel/externaltarget_platfornusr/lib

where target_platformis a name representing the platform on which you are
building DCE. (For exampletarget_platformmight be HP800 on an HP-UX
platform, orRIOS on the AlX reference platform.)

3. Create a link from your BSAFE include directory to
dce/externaltarget_platfornfusr/include/bsafe
4. Create alink from your BSAFE librarjifbsafe2.9 to
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dcel/externaltarget_platfornusr/lib/libbsafe2.a
In the
dcel.2.2-root-difdce/src/dce/Buildconf
file, there is EBSAFE_ROOQT variable, which is defined as
${sandbox_base}/external/${target_platform}

You should definessandbox_basendtarget_platform as appropriate for your platform
and system.

The existence of a “functioning” or “non-functioning” Personal Security Module
(PSM) in DCE 1.2.2 is what determines whether the public key functionality is or is not
present in the built binaries. The presence of a non-functioning PSM layer will simply
result in calls to public key functionality becoming no-ops.

Inclusion or non-inclusion of the PSM in DCE 1.2.2 is done through the same framework
by which “domestic” and *“exportable” versions of DCE are distinguished (see
“Building an Exportable Version of DCE” above). Exportable DCE can be built only
with a non-functioning PSM (and thus with no public key functionality). Domestic DCE
can be set up to be built either widr without a functioning PSM. The remainder of this
section describes the details of specifying the kind of domestic build desired.

In
dcel.2.2-root-dildce/src/libdce/Makefile
the BSAFELIB variable is defined as:

S${EBSAFE_ROONY/wisr/ li il i ibbbsafee2.2a

In
dcel.2.2-root-difdce/src/security/psm/Makefile
the include directory is defined as follows:
iiff cefiimed (WSE DES)

BSAFE DIFR = domesti icc
INNOHAGS = -llddomestiicc -II....//H -lIIS{BSAFE RGONY/wsir//fiimclluude

eelsse

BSAFE DIFRR = imtesrmatiiconal

INNOHLAGS = -lliimteermatiioonal --1l....//t
.eendif f

Located under
dcel.2.2-root-difdce/src/security/psm

there is adomesticandinternational directory. Thedomesticdirectory contains source
to build a fully functional PSM. Thénternational directory contains source to build a
non-functioning PSM.

The DCE 1.2.2 “domestic” source comprises both tdemestic and international
directories. The DCE 1.2.2 “international” (i.e., exportable) source is made up of the
contents of thénternational directory only. By default,
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dcel.2.2-root-dildce/src/Makeconf

hasUSE_DES=1which will cause the contents of thdomestic directory (and hence a
functioning PSM) to be built. In order to change this and instead build a non-functioning
PSM, you should sd) SE_DES=0in:

dcel.2.2-root-dildce/src/Makeconf

4.5.3 Building the ode Archive

This section contains a step-by-step procedure for buildingotte tools which are
needed to build DCE 1.2.2. The instructions in this section are based on Chapter 3 of the
ODE System Administration GuigéBuilding and Installing the ODE Tools”.

Note that the following instructions are not sufficient to build the full ODE source
control environment. If you wish to build the ODE source control environment, including
RCS, or if you want further details about ODE, you should consult@RE System
Administration Guideat:

dcel.2.2-root-dilode/doc/sag.ps
and theODE User's Guideat:

dcel.2.2-root-difode/doc/dug.ps
and its appendix, located at:

dcel.2.2-root-difode/doc/dug.appendixA.ps

4.5.3.1 ODE2.3

Version 2.3 of ODE is included with DCE 1.2.2. This ODE includes a parallel version of
make; the resulting parallel DCE build is much faster than with the single-process
version. This newemake also includes other performance enhancements and many bug
fixes.

Also, the .LINKS target was added in ODE 2.3. This allows targets that are symbolic
links to be so indicated, so that they can be tested Istdt() instead ofstat(). Because

of this, all other stats of files are now done witat() instead ofistat(). This means that

the date of the file a link points to is used instead of the date of the link. This is useful
when a sandbox has many links as a resuihklinks having been run.

Note that theshared andlocal files are no longer used; ODE 2.3 useBuildconf and
Buildconf.exp file. For more information, see Section 10.1.5.1 of Chapter 12 of the DCE
1.10SF DCE Porting and Testing Guide
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4.5.3.2 The ODE Archive Sandbox

4-16

The ODE archive is in the form of an ODE “sandbox”, or build area. The name of this
ODE sandbox imde The sandbox has the following structure:

Figure 4-1. ODE Sandbox Structure

|----mmee .sandboxrc

|---------- install/rios_aix
|---------- export/rios_aix
|---------- obj/rios_aix

|---------- tools/rios_aix{ bin,lib}
|-=-------- rc_files

|---------- logs/rios_aix

The ODE distributed with DCE 1.2.2 includes a fix to resolve memory usage problems.
Make sure to build the ODE tools provided with DCE 1.2.2, even if you already have
Version 2.3 of the tools.

Theobj, export, andtools subdirectories are created when ODE is built.

The following instructions will walk you through the steps necessary to build the ODE
tools from the ODE archive.

1.

cdto the
dcel.2.2-root-difode/src
directory.

You will need the following environment variables set in order to use ODE:
HOME andUSER.

HOME Should be set to the pathname of your home directory.
USER Should be set to the username of whoever is doing the build.
Set the environment variabdO_RCS

If you wish to build only the ODE tools necessary for building DCE, then you do
not need to build RCS. You can turn the RCS build off by asseiig RCS For
example:

shorksh: NO_RCS=NO_RCS; export NO_RCS
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in csh setenv NO_RCS

If you do wish to go on to build the ODE source control tools (note that it is not
necessary to do this in order to build DCE 1.2.2), refer to @IeE System
Administrator's Guide

3. setup.shsets thePATH variable internally. The first element in the path is set to
{usr/local/bin. This will cause a problem if you have /asr/local/bin/make on
your system. If your machine has/asr/local/bin/make you will need to either
remove it or edisetup.shso that/usr/local/bin is not in thePATH variable.

4. The final step is to bootstrap the basic build tools by runsatgp.shin:
dcel.2.2-root-difode/src/ode/setup

This step will build the basic tools which will be used to build ODE. The tools
built are:build, make, md, makepath, genpath andrelease These are placed in
the

dcel.2.2-root-difode/toolstontextbin

directory, wherecontextis rios_aix, a hame made up of a combination of the
hardware platform namei¢s) and the name of its operating systeaixj.

Before executingetup.sh make sure that you are in the
dcel.2.2-root-difode/src

directory. Check whether the
dcel.2.2-root-difode/logs/rios_aix

directory exists; if it does not, create it now.

Execute the setup script in the following form (in a Bourne or Korn shell):
sh -x ode/setup/setup.sh rios_aix > ../logs/rios_aix/setup.log 2>&1

Note: You have now built all the ODE executables required for building
DCE. If you intend to use ODE only for building DCE, you should
go on to the next section. If you wish to build the full set of ODE
tools, refer to theode documentation, found in thede archive (see
Section 4.3.1 above), for instructions on how to do this.

Verify that the build was error free by searching for the following strings in the
dcel.2.2-root-difode/logstontextsetup.log

output logfile:Undefiimed, Undecllaareed, Erroorss, don’tt kkmow how o meke,
Siggnal 110, andSiggnal 111.

Verify that the executables exist by looking in:

dcel.2.2-root-difode/tools/rios_aix/bin
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4.5.4 Building the dce Archive

This section contains a step-by-step procedure for building the DCE source archive.

For disk requirements to build DCE, see Table 4-3.

4.5.4.1 Building and Installing DCE Distributed File-Access (DFA)

Instructions for building and installing the DCE Distributed File-Access manager
(abbreviated DFA) client-side code can be found in Chapter 7. Instructions for building
the DFA server will be found in the following section.

The dce archive is in the form of an ODE “sandbox”, or build area. The name of this
ODE sandbox isice. The sandbox has the following structure:

Figure 4-2. DCE Sandbox Structure

|---------- .sandboxrc

[— install/rios/{ opt,dcetes}/dcel.2.2
|--------- export/rios

|--------- obj/rios

|---------- tools/rios/bin

|---------- rc_files

|--------- logs/rios

4.5.4.2 Building DCE 1.2.2

4-18

To begin these steps, firstl to the top level of thelce sandbox at:
dcel.2.2-root-dildce
Do the following:

1. Edit the.sandboxrcfile, modifying the second line with the value of your
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dcel.2.2-root-dir
as the path. For example, if yodicel.2.2-root-diris /u2, the contents of your
.sandboxrcwill be:

default dce
base * lu2/dce/V1.2.2
sb dce
2. Use thecd command to move to the
dcel.2.2-root-dildce/src
directory.

3. Make sure you have the ODE 2.3 tools in the command search path, and that the
path to that version of the tools precedes all others. For example, if the ODE tools
are in the

dcel.2.2-root-difode/tools/rios_aix/bin
directory, then make sure that this path is first in y®&TH. In the Bourne or
Korn shells, do the following:

PATH=dcel.2.2-root-difode/tools/rios_aix/bin:$PATH
export PATH

In the C shell, do the following:
set path=dcel.2.2-root-difode/tools/rios_aix/bin: $path

4. Make sure you have the environment variabldedOME, USER,
DEFTOOLBASE, andTARGET_SYS set to the following values:

HOME=your-home-directory
USER=username-of-whoever-is-doing-the-build
DEFTOOLBASE=dcel.2.2-root-difdce/tools/rios/bin/
TARGET_SYS=target_platform

On the DCE 1.2.2 reference platform (AIXJARGET_SYS should be set to
RIOS.
5. Bootstrap the basic DCE tools.

In this step the basic DCE tools are first built. The tools built ar@mpile_et idl,
idl.cat, mavcod, mavros, sams prs, andzic. These are placed in:

dcel.2.2-root-difdce/tools/rios/bin

Bootstrap the tools by entering thmiild command in the following form (in a
Bourne or Korn shell):

cd dcel.2.2-root-dildce/src
build -k -rc dcel.2.2-root-dildce/.sandboxrc setup_all > ../logs/rios/setup.log 2>&1
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For example:
build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc setup_all > ../logs/rios/setup.log 2>&1

Inspect thesetup.logfile for any failures. Verify that the build was error free by
searching for the following stringsindefiimed, Undeclizareed, Enraorss, don'tt
kmow how to meke, Siggnal 110, andSiggnal 111.

Build DCE.
To begin the build:

cd dcel.2.2-root-dildce/src
build -k -rc your-root-dirdce/V1.2.2/dce/.sandboxrc build_all > ../logs/rios/build.log 2>&1

For example:
build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc build_all > ../logs/rios/build.log 2>&1

Inspect thebuild.log file for any failures. Verify that the build was error free by
searching for the following stringsindefiimed, Undecliaareed, Enraorss, dontt
kmow how to meke, Siggnal 110, andSiggnal 111. If all has gone well, proeed
to the next step.

Create thénstall collection for DCE.

This step creates thénstall area for DCE. Theinstall area contains the
executables and files which you will use to install and configure DCE on a system.

This step must be run as root, but before switching user to eabip your PATH

to verify its current contents, because it may change after switching. After using
suto change to rootechoyour PATH again. If the contents dPATH are not the
same as before, modiATH accordingly. Then do the following:

build -k -rc your-root-dirdce/V1.2.2/dce/.sandboxrc \
TOSTAGE=path_to_your_install_areanstall_all >\
./llogs/rios/install.log 2>&1

For example:

build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc TOSTAGE=/u2/my_builds/1.2.2\
install_all > ../logs/rios/install.log 2>&1
Note: Do not remove any objects from
dcel.2.2-root-dildce/obj/rios/*
if you are planning to build the tests; some of these files are needed
for the test build.
When you have completed this step, relinquishrtim identity.

Inspect thenstall.log file for any failures. Verify that the build was error free by
searching for the following stringsJndefiimed, Undecliaareed, Enraorss, dontt
kmow how to meke, Siggnal 110, andSiggnal 111. If all has gone well, proeed
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to the next step.
Build the DFA server.

To build the DFA server, change directory to titfam directory in thesrc tree:
cd dcel.2.2-root-difdce/src/file/dfam
Then enter the following:
build -k -rc dcel.2.2-root-dildce/.sandboxrc build_all > ../../../logs/rios/dfa_server.log 2>&1
For example:
build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc build_all > ../../../logs/rios/dfa_server.log 2>&1

Inspect thetest.logfile for any failures. If all has gone well, proceed to the next
step.
Build the test suite.

Note: Before attempting to build the tests, see Section 4.5.1.1, “Note for
Building the DCE 1.2.2 Tests on AlX".

Before building the tests, in the file
dcel.2.2-root-dildce/src/test/functional/security/lib/Makefile
replace the following lines:

diff $S{TTARGET_MXCHNNE == "RRICDS
# Iff @MRIECIDIR s a reclaatiiwe path

VPATH = ${SOURCEBASE)/ /${@BIECTDIRRY /aadmiim/eexpect dce
elsse

# Iff @BRIECTDIR iss an absoluutes path

VPATH = ${@RIECTDIRRY/aadmim/esxppect_ dce

eendif f

with the following line:
VPATH = ${@RIECTDIRRY/aadmim/esxppect_ dce
To build the test suite, change directory to thstdirectory in thesrc tree:
cd dcel.2.2-root-difdce/src/test
Then enter the following:
build -k -rc dcel.2.2-root-ditldce/.sandboxrc build_all > ../../logs/rios/test.log 2>&1
For example:

build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc build_all > ../../logs/rios/test.log 2>&1
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Inspect thetest.logfile for any failures. If all has gone well, proceed to the next
step.

10. Create the teststall collection for the test suite. This step createsitistall area
for the tests.

This step must be run as root, but before switching user to eabiy your PATH

to verify its current contents, because they may change after switching. After using
suto change to rootechoyour PATH again. If the contents dPATH are not the
same as before, modi§ATH accordingly. Then do the following:

build -k -rc dcel.2.2-root-dildce/.sandboxrc \
TOSTAGE=path_to_your_install_areastall_all >\
.I../llogs/rios/test_install.log 2>&1

For example:

build -k -rc /u2/dce/V1.2.2/dce/.sandboxrc TOSTAGE=/u2/my_builds/1.2.2\
install_all > ../../logs/rios/test_install.log 2>&1
When you have completed the test install step, relinquish the root identity.

Inspect thaest_install.logfile for any failures. If all has gone well, you have now
successfully built DCE 1.2.2. Have fun.

4.5.4.3 Build Options for Improving DCE Performance

When building DCE 1.2.2 for the purpose of performance testing, you should do at least
the following two things:

« Turn off DCE Threads debugging, by puttiigNDEBUG in the CFLAGS line in:
dcel.2.2-root-difdce/src/threads/Makefile

« Turn off DCE RPC runtime debugging, by commenting out BHEEBUG_DEFSIine
in:

dcel.2.2-root-difdce/src/rpc/runtime/Makefile

4.6 Certification API Porting Information

4-22

The DCE Certification APl is a new component in DCE 1.2.2. This component uses a
C++ class library to parse ASN.1-encoded data (for example, X.509 certificates). This
class library includes a platform-specific header fifgkg_codesets. that defines
mappings between the local C language character set of the platform and three 1SO-
registered character sets. These mappings are employed when a user of the class library
wishes character string data to be presented in “local” format.
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pkc_codesets.lshould be placed in a platform-specific subdirectory of
dcel.2.2-root-difdce/src/security/pkc/h

prior to building DCE. A version of this file suitable for use on the reference platform is
supplied in

dcel.2.2-root-difdce/src/security/pkc/h/RIOS/pkc_codesets.h

A program is supplied as an aid in constructing a platform-specific version of
pkc_codesets.hgen_codesetdss not built as part of a normal ODE build of DCE.
Running the program will produce a platform-specifikc_codesets.lwhich should be
moved to

dcel.2.2-root-difdce/src/security/pkc/htarget_platfornfpkc_codesets.h
prior to building DCE.

4.6.1 Building and Running gen_codesets

Thegen_codesetprogram is built from four files:
+ gen_codesets.cxx
Portable code, supplied in:
dcel.2.2-root-difdce/src/security/pkc/utils/
« iab_mapping.h
Platform-specific code, an example of which can be found in:
dcel.2.2-root-difdce/src/security/pkc/h/RIOS/
+ is0646_mapping.h
Platform-specific code, an example of which can be found in:
dcel.2.2-root-difdce/src/security/pkc/h/RIOS/
« t61_mapping.h
Platform-specific code, an example of which can be found in:
dcel.2.2-root-difdce/src/security/pkc/h/RIOS/
Copy the four files listed above to a working directory.

Each of the thre&XXX_mapping.h header files defines a mapping from an ISO codeset
to the local codeset of the platforne5_mapping.h defines the mapping from I1SO
International Alphabet 5is0646_mapping.hdefines the mapping from 1SO-646, and
t61_mapping.h defines the mapping from the CCITT T.61 codeset. Each header file
contains a C array definition of the following form:

char XXX to loocal anray[256] = {

@, /Iev(ey
\\ao,, /i om
@, 1 of2
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b

Each entry of the array should contain the local character that corresponds to the
character from the ISO codeset. The header files should be edited so that the arrays
contain the closest matching local character for each 1SO-specified character. Thus, for
an ASCII platform, the array element labelled “4/1” withii5_mapping.h should
contain the character constant 'A.

Character codes that do not appear within the 1SO-registered codeset should be mapped
to the C "\O’ character. ISO characters that do not correspond to local characters should
be mapped either to a similar local character, or to the C translated into the local
character set). Aside from the "0’ code, no code should appear in more than one position
of each array.

Note that the class library supplied with DCE 1.2.2 supports only octet-octet codeset

mapping. Non-spacing characters from the T.61 codeset must be mapped into valid C
characters, and alternate character set selection is not supported when using the local
codeset.

When you have edited the three headeisb (mapping.h iso646_mapping.h and
t61_mapping.h, you should compile and rugen_codesets.cxas follows:

1. Tocompilegen_codesets
% your_CPlusPlusCompilewo gen_codesets gen_codesets.cxx
whereyour_CPlusPlusCompiles the appropriate C++ compiler for your platform

(“xXIC++” on the DCE 1.2.2 reference platform). If the compiler does not
automatically invoke the linker, then you must issue an appropdatemmand.

2. Torungen_codesets
% gen_codesets pkc_codesets.h

The resulting file ‘pkc_codesets.hshould then be copied to:

dcel.2.2-root-difdce/src/security/pkc/htarget_platfornfpkc_codesets.h

4.7 Building DCE 1.2.2 for Systems without C++ Runtime

4-24

Currently, the DCE 1.2.2 runtime requires the presence of a C++ runtime. This is
because the PKSS client side is written in C++, and the PSM contains an array of
entrypoint vectors (one for each keystore), one of which points to PKSS entrypoints.
While C++ runtimes are not uncommon, this section documents a way of lifting the C++
restriction, at the cost of eliminating PKSS support.

To build DCE 1.2.2 for a system without C++ runtime, do the following.

a. Inthefile
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dcel.2.2-root-dildce/src/security/psm/domestic/sec_pvtkey_registered_keystores.c

at (approximately) line 74, replace the following line:

#if fdef HHPUX

with the following:

#iff cefimed(HHPLY) |||| cdefiimed(NNO PKSS)

b. Inthe file

dcel.2.2-root-dildce/src/security/psm/Makefile

at (approximately) line 315, after the following line:

CAAGS = -DOSF_DCE ${IDGEPATHS} D BSD DBSD ${#{TTARGET MACHN\E} CFALAGS}

insert the following line:

CHAGS += -IDND PKSS
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Throughout the remainder of this chapter, it is assumed that the DCE 1.2.2 archives are
found at the following pathname on your system:

your-root-dir/dce/V1.2.2

—whereyour-root-dir is the location on your disk where you installed the archives, as
described in Chapter 4 of this document. This pathname is abbreviated as

dcel.2.2-root-dir
in the other chapters of this document.

Immediately beneath this pathname will be found several directories corresponding to
the separate archives extracted from the DCE 1.2.2 distribution media, as described in
Chapter 4. For example, the directory

dcel.2.2-root-difdce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory

dcel.2.2-root-dildoc

will contain the extractedioc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapters 5 and 6). For the sake of additional brevity and clarity,
this doc archive pathname will be abbreviated as

dcel.2.2-doc-dir
throughout the remainder of this chapter. For example, the pathname
dcel.2.2-doc-disrc/dce_books_sgml/app_gd_style
is equivalent to:
your-root-dir/dce/V1.2.2/doc/src/dce_books_sgml/app_gd_style
For pathnames outside of tdectree, the
dcel.2.2-root-dir

notation will be used.
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5.1 Contents of the DCE 1.2.2 Documentation Set

5-2

The following books and documents make up the DCE 1.2.2 documentation set:

OSF DCE Version 1.2.2 Release Notes
(dcel.2.2-doc-disrc/release_doc/relnotedirectory).

This book (which you are now reading) is written for programmers, writers, and
system administrators at licensees’ sites, and contains instructions for loading and
building documentation and source directories from the DCE distribution tapes.

OSF DCE Testing Guide
(dcel.2.2-doc-disrc/release_doc/test_gdirectory).

This book contains information on how to install and execute the DCE functional and
system tests, and how to interpret test results.

Note: The OSF DCE Testing Guidis an abridged version of the form&SF
DCE Porting and Testing Guideipdated for DCE 1.2.2, in which only
information about DCE testing has been retained from the original
book.

OSF DCE Problem Determination Guide
(dcel.2.2-doc-disrc/dce_books sgml/prob_gdirectory).

This book (which was new to the DCE documentation set in DCE 1.1) consists of a
listing of all DCE error messages and status codes, along with explanations of the
messages and (where appropriate) recovery actions.

Introduction to OSF DCE
(dcel.2.2-doc-disrc/dce_books_sgml/intradirectory).

This book is a comprehensive, descriptive overview of the DCE architecture and its
underlying concepts. It also serves as an introduction to the other DCE manuals and
contains a master glossary for the entire DCE documentation set.

OSF DCE Application Development Guide: Introduction and Style Guide
(dcel.2.2-doc-disrc/dce_books sgml/app_gd_styldirectory).

The Style Guidewas new to the DCE documentation set in DCE 1.1. It attempts to
discuss all of the major issues that are likely to confront most programmers at some
stage in DCE application design and development.

OSF DCE Application Development Guide: Core Components
(dcel.2.2-doc-disrc/dce_books sgml/app_gd_cordirectory).

This volume contains information on how to use the Application Programming
Interfaces (APIs) provided for the major DCE components.

OSF DCE Application Development Guide: Directory Services
(dcel.2.2-doc-disrc/dce_books sgml/app_gd_didirectory).

This volume describes the DCE Naming and Access to CDS through XDS, the use of
the X/Open Directory Service Interface, and the Object Classification Tables and
other information on XDS, X.500 Directory, and GDS objects.
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« OSF DCE Application Development Reference
(dcel.2.2-doc-disrc/dce_books sgml/app_redirectory).

This manual contains the reference pages for programmatic interfaces to the various
DCE services.

+ OSF DCE Command Reference
(dcel.2.2-doc-disrc/dce_books sgml/command_refirectory).

This book is a reorganization of the reference pages of which the (now-defDSé&t)
DCE Administration Referenceriginally consisted, and includes all non-DFS and
non-GDS commands. Included also are commands originally in the (now-defunct)
OSF DCE User’s Guide and Reference

« OSF DCE Administration Guide

This book is a task-oriented guide to the various tasks that an administrator must
perform both at a local (hode) and network level to establish and maintain a
distributed computing environment. Both text and examples are used. There are two
volumes, which have the following titles:

« OSF DCE Administration Guide — Introduction
(dcel.2.2-doc-disrc/dce_books sgml/admin_gd_intralirectory).

« OSF DCE Administration Guide — Core Components
(dcel.2.2-doc-disrc/dce_books sgml/admin_gd cordirectory).

« OSF DCE DFS Administration Guide and Reference
(dcel.2.2-doc-disrc/dce_books sgml/dfs_admin_gdrefirectory).

This manual contains reference pages and guide material for the DCE DFS
administrative commands, files, and daemons.

« OSF DCE GDS Administration Guide and Reference
(dcel.2.2-doc-disrc/dce_books sgml/gds_admin_grefirectory).

This manual contains reference pages and guide material for the DCE GDS
administrative commands, files, and daemons.

« OSF DCE File-Access Administration Guide and Reference
(dcel.2.2-doc-disrc/dce_books sgml/dfa_admin_gdredirectory.)

This manual describes administration tasks for the Distributed File Access software.

+ OSF DCE File-Access User's Guide
(dcel.2.2-doc-disrc/dce_books sgml/dfa_users_gtirectory.)

This manual describes user tasks for the Distributed File Access software.

« DFA FVT User's Guide
(dcel.2.2-doc-disrc/release_doc/dfa_fvt users_gdirectory.)

This manual describes how to verify that the Distributed File Access software has
been ported and built correctly.

For information about the documentation available for the OSF Development
Environment (ODE) in Archive 2, see Chapter 12 of the DCE 1.1 version ofX8E
DCE Porting and Testing Guid®©ther ODE documentation is located in the
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dcel.2.2-root-difode/src/ode/doc

directory.

5.2 Supplemental DCE Documentation Available
Electronically

OSF is making available, in the Systems Engineering AFS cell, the following auxiliary
documentation:

« The SML book sources, plus PostScript output generated from them

« The OSF Documentation Tools Environment (DTE), which is used to format SML
source

« Supplementary documentation, including
— The oldOSF DCE Porting and Testing Guide
— The oldOSF DCE DFS Application Development Guide and Reference
— The old DCE functional and design specifications
This material resides in the DCE AFS cell under

[/afs/syseng.osf.org/dce-archive/dcel.2.2
For access information, licensees should contact

dce-support-admin@opengroup.org
phone +617 621 8990

5.2.1 SMLFiles

The DCE 1.2.2 documentation updates were made to the SML sources. These sources
were then converted to SGML. All technical content that was updated or added for
DCE1.2.2 resides in both the SML and SGML sources. However, a final editorial pass
was made on the output from the SGML source, and these edits were only incorporated
into the SGML sources. Therefore, minor (editorial) enhancements exist in the SGML
source that araotin the SML.

5.2.2 Other Supplementary Books

The OSF DCE Porting and Testing Guideas been replaced by tl@SF DCE Testing
Guide which contains only DCE functional and system testing information (updated for
DCE 1.2.2); all porting and ODE information has been removed.
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Note that the porting information in th@SF DCE Porting and Testing Guideas not
been updatedince DCE 1.1, and is not guaranteed to be accurate for OSF DCE 1.2.2.

The OSF DCE Technical Supplemeigt a collection of functional and architectural
specifications written by DCE providers. These specifications have not been updated
since DCE 1.0.3, and are not guaranteed to be accurate for DCE 1.2.Zethaical
Supplements for licensees’ internal use onlgnd therefore cannot be redistributed in
part or whole by any licensee. THBSF DCE Technical Supplemeigt made up of
PostScript files, except for two security specifications which are ASCII files.

Note that the contents of this book are identical to the version that was included on the
DCE 1.0.3 and DCE 1.1 tape. It has not been updated to include any DCE 1.1 or DCE
1.2.2 information, and it may contain some information that is not accurate for DCE
1.2.2.

Specifications (RFCs) that were relevant for DCE 1.2.2 are located on the shipped tape
(or CD-ROM) in:

dcel.2.2-doc-diDCE1.2.2_specs

Some of this documentation may include information that has been superseded as a result
of design changes that postdate the writing of the specifications.

The OSF DCE DFS Application Development Guide and Referewbéch has not been
supported since DCE 1.1, consists of the DFS portions ofQB& DCE Application
Development Guidand theOSF DCE Application Development Referenatich were

moved out of those books at DCE 1.1.

5.3 Summary of Documentation Structure Changes Since
DCE 1.2.1

The documentation set for DCE 1.2.2 embodies the following major changes since DCE
1.2.1:

« Conversion into SGML source form. See Chapter 6.

« Elimination of the SML source versions, and some other supplementary
documentation, from the distribution. See Section 5.2.

« Addition of documentation of the Public Key Certification API to tsF DCE
Application Guide—Core Component®lume and to theOSF DCE Application
Reference

« Addition to the OSF DCE Application Development Guide—Core Components
volume of a simple source code example demonstrating the use ofidbe
application programming inteate.

- Additions to theOSF DCE DFS Administration Guide and Reference
- Addition of DFS information to th®©SF DCE Problem Determination Guide

Details of all but the first two of these items will be found below.
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Information relating to internal details of the SGML conversion and other non-content-
related matters will be found in Chapter 6. Remarks on the present visual (formatted)
state resulting from the conversion will be found for each book below, in the separate
subsections. A general statement for the entire document set on this aspect of the
conversion will be found immediately below.

5.4 General State of the Documentation at Release 1.2.2

All SGML-converted books were formatted using the ArborTeéDEPT Publisher
version 5.0.2 software.

In most cases, the converted formatted books come close to the quality of the SML
formatted books distributed with DCE 1.2.1 and earlier versions. However, within the
books many tables and some figures require additional work to bring them up to
publishing quality.

During the conversion from SML font directives to SGML semantic tagging, many terms
(such as variables, typedefs, attributes, and so on) received imprecise or incorrect
tagging. However, in most cases the typographical rendition remains correct.

All books were proofread. All typographic and grammatical errors found were corrected.
Many stylistic and consistency edits resulting from the proofreading remain to be
incorporated.

5.5 State of Each Document in DCE 1.2.2

The following sections contain detailed information about the changes made to each
book in the DCE 1.2.2 documentation set since DCE 1.2.1.

A list of all currently-known DCE 1.2.2 restrictions and defects, including
documentation defects, is located in fiveject archive at:

dcel.2.2-root-difproject/defect.summary

5.5.1 Introduction to OSF DCE

5-6

The formatted appearance of tieroduction to OSF DCEHs of fairly high quality. Some
tables require additional work to bring them up to publishing quality.

No material change to the contents of this book has occurred since DCE 1.2.1. Short
summary descriptions of the new DCE 1.2.2 facilities (public key login, public key
certificates) were added.
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5.5.2 OSF DCE Administration Guide — Introduction

The formatted appearance of ti¥SF DCE Administration Guide—Introductide of

fairly high quality. Some tables require additional work to bring them up to publishing
quality.

No major changes were made to the contents of this book since DCE 1.2.1. Some bug-
fixing work, described in OT CRs 13555, 13556, and 13493, was done.

5.5.3 OSF DCE Administration Guide — Core Components

The formatted appearance of tlSF DCE Administration Guide—Core Components

volume is of fairly high quality. Some tables require additional work to bring them up to
publishing quality.

See Chapter 2, “State of Security Code”, for information about procedures for
specifying public key passwords which does not appear in this book.

Additions were made to this book to describe the following new DCE 1.2.2 features:
« Multi-cell groups
« User-to-user authentication
+ Public key logindcecpoperations (from DCE 1.2.1 work)
« dcecpERA operations (from DCE 1.2.1 work)
« Kerberos 5 interoperability

Also, changes were made in this book to reflect bug fixetctxp

5.5.4 OSFDCE Command Redrence

The formatted appearance of tB&F DCE Command Refereniseof fairly high quality.
Some tables require additional work to bring them up to publishing quality.

See Chapter 2, “State of Security Code”, for information about procedures for
specifying public key passwords which does not appear ilCtvamand Reference

The following additions were made to this book during DCE 1.2.2:

Reference pages were added documenting Kerberos V5 interoperability features:
+ k5dcelogin(8sec)
+ k5login(8sec)

« rlogin(8sec)
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« rlogind(8sec)
« rsh(8sec)
« rshd(8sec)

Additional improvements were made to theecp (man3dcé reference pages during
DCE 1.2.2. This work was in part a continuation from DCE 1.2.1, and is described in the
following OT CRs:

. 13377
. 13441
. 13480
. 13493
. 13499
. 13501
. 13505
. 13506
. 13507
. 13508
. 13511
. 13512
. 13513
. 13514
. 13515
. 13517
. 13519
. 13520
. 13521
. 13525
. 13524
. 13625
. 13526
. 13527
. 13528
. 13530
. 13539
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+ 13543
+ 13546
-+ 13547
- 13548
+ 13549
+ 13550
- 13551
- 13588
+ 13592

The sec_salvage_db(8sefabsent in recent versions) was reincorporated into the book
in DCE 1.2.2.

5.5.5 OSF DCE Application Development Guide

Remarks on the contents of each of the three volumes of this book appear in the
following three subsections.

5.5.5.1 Volume One: Introduction and Style Guide

The formatted appearance of th@SF DCE Application Development Guide—
Introduction and Style Guiderolume is of fairly high quality. Some tables require
additional work to bring them up to publishing quality.

No material change to the contents of this book has occurred since DCE 1.2.1.

5.5.5.2 Volume Two: Core Components

The formatted appearance of ti@SF DCE Application Development Guide— Core
Componentssolume is of fairly high quality. Some tables require additional work to
bring them up to publishing quality.

A dcedprogramming example has been added to Chapter 2 (Section 2.9, “Sample dced
Application”) (CR 9838).

Chapter 37, “The DCE Certification Service”, has been added. This chapter documents
the DCE certification service, which provides for the secure retrieval of public keys,
stored (through the DCE directory service) under the names of the principals with which
the keys are associated. It is a name-to-public key translation service intended to be used
both by DCE components and DCE applications. The keys are stored in and retrieved
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from data structures called “certificates”.

Other additions to this book made for DCE 1.2.2 include material to document the new
functionality for: public key login (see OT CR 13609), single-threaded clients, private
key storage server (CR 13609), and user-to-user authentication (CR 13562).

5.5.5.3 Volume Three: Directory Services

The formatted appearance of t&&F DCE Application Development Guide— Directory
Servicesvolume is of fairly high quality. Some tables require additional work to bring
them up to publishing quality.

No material change to the contents of this book has occurred since DCE 1.2.1.

5.5.6 OSF DCE Application Development Refrence

5-10

The formatted appearance of tlSF DCE Application Development Refereriseof
fairly high quality. Some tables require additional work to bring them up to publishing
quality.

The OSF DCE Application Reference contains the following new reference pages for
DCE 1.2.2, which constitute part of the documentation for the DCE Certification facility.
Note that the SML versions of these reference pages (available electronically from OSF,
as described above) dwt have change markers. The SGML versions of the pages do,
however, have the change bars.

« High-level APl manpages (16):
— cert_intro(3sec)
— pkc_add_trusted_key(3sec)
— pkc_append_to_trustlist(3sec)
— pkc_free.ps pkc_fee_keyinfo(3sec)
— pkc_free_trustbase(3sec)
— pkc_free_trustlist(3sec)
— pkc_get_key_certifier_count(3sec)
— pkc_get_key_certifier_info(3sec)
— pkc_get_key_ count(3sec)
— pkc_get_key data(3sec)
— pkc_get_key_trust_info(3sec)

— pkc_get_registered_policies(3sec)
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— pkc_init_trustbase(3sec)
— pkc_init_trustlist(3sec)
— pkc_retrieve_keyinfo(3sec)
— pkc_retrieve_keylist(3sec)

« Trust list (low-level C++ API) manpages (12):
— cert_intro_trustlist(3sec)
— pkc_add_trusted_key(3sec)
— pkc_check_cert against_trustlist(3sec)
— pkc_copy_trustlist(3sec)
— pkc_delete_trustlist(3sec)
— pkc_display_trustlist(3sec)
— pkc_lookup_element_in_trustlist(3sec)
— pkc_lookup_key _in_trustlist(3sec)
— pkc_lookup_keys_in_trustlist(3sec)
— pkc_prune_trustlist(3sec)
— pkc_revoke_certificate(3sec)
— pkc_revoke_certificates(3sec)

« Trust list C++ class manpages (16):
— pkc_ca_key usage.class(3sec)
— pkc_constraints.class(3sec)
— pkc_generic_key usage.class(3sec)
— pkc_key_policies.class(3sec)
— pkc_key_policy.class(3sec)
— pkc_key_usage.class(3sec)
— pkc_name_subord_constraint.class(3sec)
— pkc_name_subord_constraints.class(3sec)
— pkc_name_subtree_constraint.class(3sec)
— pkc_name_subtree_constraints.class(3sec)
— pkc_pending_revocation.class(3sec)
— pkc_revocation.class(3sec)
— pkc_revocation_list.class(3sec)
— pkc_trust_list.class(3sec)

— pkc_trust_list_element.class(3sec)
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— pkc_trusted_key.class(3sec)

« Cryptographic module API manpages (7)
— cert_intro_crypto(3sec)
— pkc_crypto_generate_keypair(3sec)
— pkc_crypto_get_regisered_algorithms(3sec)
— pkc_crypto_lookup_algorithm(3sec)
— pkc_crypto_register_signature_alg(3sec)
— pkc_crypto_sign(3sec)
— pkc_crypto_verify_signature(3sec)

« Policy module API manpages (13):
— cert_intro_policy(3sec)
— pkc_plcy_delete_keyinfo(3sec)
— pkc_plcy_delete_trustbase(3sec)
— pkc_plcy_establish_trustbase(3sec)
— pkc_plcy_get_key certifier_count(3sec)
— pkc_plcy_get_key certifier_info(3sec)
— pkc_plcy_get_key count(3sec)
— pkc_plcy_get _key data(3sec)
— pkc_plcy_get_key_trust(3sec)
— pkc_plcy_get_regisered_policies(3sec)
— pkc_plcy_lookup_policy(3sec)
— pkc_plcy_register_policy(3sec)

— pkc_plcy_retrieve_keyinfo(3sec)

5.5.7 DCE DFS Administration Guide and Reérence

5-12

The formatted appearance of t&F DCE DFS Administration Guide and Referelige

of fairly high quality. Some tables require additional work to bring them up to publishing
quality. Section heads on the reference pages need to be initial-capped, and names
removed from “Purpose” sections of reference pages.

The following changes were made to the DFS administrative documentation for DCE
1.2.2:

« Documentation for multihomed server functionality was added. Multihomed servers
are File Servers or Fileset Location Servers that have up to four entries in the fileset
location database; each entry has a different IP address. Individual Cache Managers
can then give a rank to each server entry in the preference list.
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The following files were modified for this change:

dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/overview.gpsml
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/ftavail.gpsml
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/issues.gpsml
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/cachemgr.gpsml
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/ref/man8dfs/cm_setpreferences.8dfs
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/ref/man8dfs/cm_getpreferences.8dfs
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/cm_statservers.8dfs
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/ref/man8dfs/cm_lscellinfo.8dfs

dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/ref/man8dfs/cm_whereis.8dfs
The following files were created for this change:

dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/figures/prefl.ps
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/figures/pref2.ps
dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/figures/pref3.ps

dcel.2.2-doc-disrc/dce_books/dfs_admin_gdref/gd/figures/overridel.ps

This change is documented in DCE OT CR (defect report) 13566, which can be
found in the DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary
directory.

« Documentation for security enhancements was added. These enhancements allow
users to set an initial and minimum DCE protection level to be used for
communications between the Cache Manager and File Servers. They also allow
system administrators to set a maximum and minimum DCE protection level for File
Servers to accept when communicating with Cache Managers. System administrators
also can now set advisory protection level bounds on a per fileset basis. These bounds
currently serve to bias the Cache Manager’s initial protection level. All of these new
features have separate settings for communications within the same cell and
communications with foreign cells.

The following files were modified for this change:
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dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/cm_getprotectlevels.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/cm_setprotectlevels.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/fts_setprotectlevels.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/dfsd.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/fts_|sfldb.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/fts_|sft.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/ref/man8dfs/fxd.8dfs
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/gd/ftmgmt.gpsml
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/gd/ftavail.gpsml
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/gd/overview.gpsml
dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/gd/cachemgr.gpsml

dcel.2.2-doc-disrc/dcebooks/dfs_admin_gdref/gd/issues.gpsml

This change is documented in DCE defect report 13605, which can be found in the
DCE defects database, located in the

dcel.2.2-root-difproject/defect.summary

directory.

5.5.8 OSF GDS Administration Guide and Redérence

5-14

The formatted appearance of td&F DCE GDS Administration Guide and Refereixe

of less quality than that of the other books. While all information is present and legible,
many tables need substantial work to bring them up to the level of tables in other DCE
books. Many of the figures need additional scaling, although the figures are currently
present in the formatted text and within the printing image area.

No material change to the contents of this book has occurred since DCE 1.2.1.

The following items contain more detailed information about the formatted state of this
book.

« Many screens need blank lines added to give consistent depth.

« SeveralSimpleLists need<Literal> tagging carried through the whole list (not just
the first item).

« The reference pages section, which follows the appendixes, is called “Chapter 12.”
This was true, also, in the SML version of the book, but is inappropriate.
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5.5.9 OSF DCE File-Access Administration Guide and Refrence

The formatted appearance of t&&F DCE DFA Administration Guide and Refererise
of fairly high quality. Some tables require additional work to bring them up to publishing

quality. Several PostScript figures in this book caused build failures and were
commented out.

No material change to the contents of this book has occurred since DCE 1.2.1.
5.5.10 OSF DCE File-Access User's Guide

The formatted appearance of thesSF DCE DFA User's Guidés of fairly high quality.
Some tables require additional work to bring them up to publishing quality. Several
PostScript figures in this book caused build failures and were commented out.

No material change to the contents of this book has occurred since DCE 1.2.1.

5.5.11 DFA Functional Verification Test (FVT) USer's Guide

No material change to the contents of this book has occurred since DCE 1.2.1.

Note that this book wagsot converted to SGML. For additional information about this
book, see Chapter 6.

5.5.12 OSF DCE Problem Determination Guide

The formatted appearance of tlsSF DCE Problem Determination Guids of fairly
high quality.

The following major additions have been made to this book for DCE 1.2.2:
« Problem determination information was added for the DCE DFS component.

« Messages added or otherwise updated for various other already-present DCE
components.

5.5.13 OSF DCE Testing Guide

For the most part, th©SF DCE Testing Guideonsists of DCE testing documentation
taken over unchanged from the DCE 1.1 version (the latest) dd8¥ DCE Porting and
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Testing Guide which has not been updated for DCE 1.2.2. However, the following
testing information, reflecting changes in DCE testing for DCE 1.2.2, has been added:

« C++ IDL extensions testing

« Public Key Storage Server (PKSS) testing
« Certification API testing

« Global Groups manual testing

« Kerberos 5 testing

+ Public Key testing

« DFS Delegation testing

« DFS Multihome server testing

« DFS File Exporter Authorization testing

Each added or modified section is marked with horizontal change bars.
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Chapter 6. Source Form of the DCE 1.2.2
Documentation

It is not necessary to build the DCE 1.2.2 documentatamnformatted output for all the
documentation accompanies the source files. For instructions on printing the books, see
the section “Printing the DCE 1.2.2 Documentation” later in this chapter.

This chapter primarily describes and explains mechanical details of the DCE books’
source and output form, and their implications. For information about the actual contents
of the DCE 1.2.2 documentation, as well as information about DCE documentation not
included with the distribution but available electronically from OSF, see Chapter 5.

6.1 Location of the doc Tree

Throughout the remainder of this chapter, it is assumed that the DCE 1.2.2 archives are
found at the following pathname on your system:

your-root-dir/dce/V1.2.2

—whereyour-root-dir is the location on your disk where you installed the archives, as
described in Chapter 4 of this document. (Refer to the section “Contents of the DCE
1.2.2 Release Area” in Chapter 1 of this document for more information.) This pathname
is abbreviated as

dcel.2.2-root-dir
in the other chapters of this document.

Immediately beneath this pathname will be found several directories corresponding to
the separate archives extracted from the DCE 1.2.2 distribution media, as described in
Chapter 4. For example, the directory

dcel.2.2-root-difdce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory
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dcel.2.2-root-difdoc

will contain the extractedloc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapter 5). For the sake of additional brevity and clarity, this
docarchive pathname will be abbreviated as

dcel.2.2-doc-dir
throughout the remainder of this chapter. For example, the pathname
dcel.2.2-doc-disrc/dce_books_sgml/app_gd_style
is equivalent to:
your-root-dir/dce/V1.2.2/doc/src/dce _books_sgml/app_gd_style
For pathnames outside of tdectree, the
dcel.2.2-root-dir
notation will be used.

An illustration of the structure of theloc tree can be found in Chapter 3 of this
document.

6.2 SGML Conversion of DCE 1.2.2 Documentation Source

6-2

For DCE 1.2.2 the entire documentation set (with the exception oR#lease Notes

the document you are reading—and tb8F DCE Testing Guidavas converted from its
previous source form, SML (“semantic markup language’—essentially enhanced troff
mm/man macro markup) to SGML (“Standard Generalized Markup Language’—ISO
8879:1986). The DocBook version 2.4 Document Type Definition (DTD) was used.

A complete set of DocBook 2.4 DTD source files is supplied with DCE 1.2.2, together
with a set of sources for the OSF FOSI which determines (in conjunction with the
ArborText ADEPTSGML software used at OSF) the formatted style of the DCE books
(see “DocBook DTD V2.4 below). The books themselves are supplied both in SGML
source form and as PostScript formatted output, as in previous versions of DCE.

Note thatno formatting toolgother than the DTD and FOSI sources mentioned above)
are supplied with DCE 1.2.2. To reformat the books yourself you will have to recompile
the DTD and FOSIs using ArborTeDEPT or some other SGML system. The FOSIs
are a completelyADEPT-dependent mechanism for specifying formatting style (no
standard method for such specification yet exists), so licensees notARBEGT should

read theOSF DocBook Processing Guide for DGEee “OSF FOSI” below) to learn
which tags were used for DCE 1.2.2 and how they were stylistically interpreted by the
FOSI.
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6.2.1 Books Supplied in the DCE 1.2.2 Documentation Set

The DCE books now distributed in SGML are the following:
+ OSF DCE Administration Guide—Core Components
« OSF DCE Administration Guide—Introduction
« OSF DCE Application Development Guide—Introduction and Style Guide
« OSF DCE Application Development Guide—Core Components
« OSF DCE Application Development Guide—Directory Services
« OSF DCE GDS Administration Guide and Reference
« OSF DCE DFS Administration Guide and Reference
« OSF DCE Problem Determination Guide
+ OSF DCE Introduction to DCE
+ OSF DCE Command Reference
« OSF DCE Application Development Reference
+ OSF DCE/File-Access Administratié@uide and Reference
« OSF DCE/File-Access UserGuide

The following books are distributed (in DCE 1.2.2) in PostScript formatted output files
generated from SML source which is also included in the distribution:

« OSF DCE Testing Guide
« OSF DCE Release Notes

None of the other documentation materiaDSF DCE Technical Supplement
unsupported books such as the still-available DCEPoiting Guide and so on) have
changed form (these books, although not included on the DCE 1.2.2 distribution media,
are available electronically from OSF; see Chapter 5).

The DCE 1.2.2 documentation, as before, is made available on the distribution media in
both source and PostScript output form.

Tools for formatting the DCE books from source are no longer distributed. This is true
both for the SGML-converted books, and for the two books still distributed in SML. The
Documentation Tools Environment (DTE) is no longer included on the distribution
media, although it can be obtained electronically from OSF; for further information, see
Section 5.2 (“Supplemental DCE Documentation Available Electronically”).

Note: Although the SML versions of the DCE documentation are not included on
the DCE 1.2.2 distribution media, they (and the DTE tools used to build
them) are still available electronically from OSF. See Section 5.2.
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6.3 DocBook DTD V2.4

The DocBook version 2.4 document type definition (DTD) was used for the converted
SGML DCE 1.2.2 documentation (version 2.4.1 was not available at the time work
began). The files used to compile the DTD (using A2EPT version 5.0.2 Document
Architect software—the bigdocarch’ version was used—running on an HP-UX
version 10.10 platform) were obtained by OSF from the Davenport Group archive at the
following location:

ftp://ftp.ora.com/pub/davenport/README.html

The files were later slightly modified at OSF (the modifications are described below).
The entire set of files, organized undebacBook directory, is included with the DCE
1.2.2 distribution at the following location in tlectree:

dcel.2.2-doc-disrc/dce_books_sgml/DocBook

See “DTD Installation” below for a complete list and description of the DTD and FOSI
source files provided.

Note that the FOSI used to format the DCE books is also located in this directory; see
“OSF FOSI” below.

6.3.1 Compiling the DTD andFOSIs

6-4

The DocBook 2.4 DTD and OSF FOSI in tixocBook directory are present in source
form only; in order to use them with yokDEPT (or other) SGML software, you must
re-compile them on your system. With tA®EPTDocument Architect, the following is

probably what you will have to do:

1. Import, compile and install the DTD.

For the version 5.0.2 Document Architect, the SGML declaration (contained in the
docbook.dclfile) had to be manually inserted at the top of thecBook.dtdfile.
After this was done, the DTD proper had to be surrounded with

<IIDOCTYPE Book
[

and
>

coding. The DTD was then able to successfully be compiled.
2. Compile and install both (“publish” and “draft” style) FOSIs.

When you import and compile a new DTD, Document Architect creates a
doctypeda directory to hold the imported files and the results of its own activities
during the session. Within the theoctypeda directory will be found a
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subdirectory named simplgtoctypethat will contain the DTD, FOSI, and other

files (both source and compiled output, if and when the latter is produ¥ed).

must make sure that Document Architect copies (imports) all necessarynfibes

its working directory. In some cases this will require manual copying on your part,
as Document Architect by no means handles this phase of the operation in the most
desirable way. This warning particularly applies to the FOSI files.

Owing to an inconsistency in the naming of the FOSI source files, there was a
difference in the way the version 5.0.2 Document Architect handled the FOSI
compilations. TheDocBook.fosfile contains the default (“publish” style) FOSI,
and it is compiled by default when the DTD is compiled (evidently because it has
the same name as the doctype). However, the “draft” style FOSI is contained in a
file nameddraft.fos, and it (together with theocbook.Iclfile) had to be manually
copied into the Document Architect working directoydcBook-dg before it too
could be selected for compilation and installation.

6.4 Characteristics of the DCE 1.2.2 SGML Source

Conversion was accomplished for each book through a two-step procedure consisting of
automated processing followed by extensive touch-up and refinement by hand at OSF
(for details of the current state of each converted book, see Chapter 5). The SGML tools
used at OSF to parse and format the converted books were the Arb&DERT series
version 5.0.2 Editor/Publisher (thébigadeptpuld’ version was necessary because of the
size of the DCE books) and Document Architecbigdocarch’ was used) running on

an HP-UX version 10.10 platform. The organization and content of the DCE 1.2.2 SGML
source exhibits somADEPT-specific characteristics, but these should not interfere with
licensees’ ability to use other SGML software with the books. Specific characteristics of
the DCE 1.2.2 SGML source include the following:

Nomenclature and organization of the book source directoriep(foformat).
Modifications made to the DTD.

The OSF FOSI.

Use of ADEPTPublisher formatting commands?Pub ...>markup).

CALS table code (subject tAhDEPT5.0.2 table restrictions).

Presence of (inert) conversion-generated markup preserving some of the original
SML formatting commands.

Miscellaneous.

These topics are described and discussed in more detail in the following sections.
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6.4.1 Nomenclature and Organization of SGML Source

6-6

An illustration of the higher-level structure of tlc tree can be found in Chapter 3 of
this document.

Broadly speaking, the organization of the SGML source is similar to that of the previous
SML source form of the books: unddce_books_sgmilies a series of directories each of
which contains the suite of source files that make up a single separate book. Reference
page source and PostScript figure files are held in subdirectories of the book directory.
Within its directory, each book is organized at the highest level as a

book_namesgml
file.

Note: Since each book exists as an assemblage of lower-level souecespi
brought together only via the file entity references in thgml file, only
the .sgml file needs to have ®BOCTYPE declaration. However, most of
each book's lower-level files have had their own sepa@R@CTYPE
declarations added in order to make them individually understandable to
(and loadable by) thADEPTsoftware. These lower-level declarations are
in the form of SGML comments which are understandable only to the
ADEPTsoftware. For further information, see “Running docbook-to-man”
below.

Within each book’s top-levelsgmlfile is a series of entity declarations and references to
the file entities from which most of the source for the body of the book is drawn. Books’
entity filenames are generally of the form

name_stringsgm
for text files, and
name<n><trigraph>

for reference pages (wherm> is a single-digit section number, ardrigraph> is a 3-
character DCE component abbreviation).

The name of each book's top-levetgml file is identical to the name of the book
directory which it inhabits. This structure is required by fubformat utility which was
used to batch-build the books at OSF (see “DCE 1.2.2 Documentation Batch Build”
below).

Most book directories contain a pair of

BEntities.sgm
BOOKDEFS.sgm

files. The first-named of these contains a set of declarations for the book’s file entities;
the second file contains (rather optimistically) a complete set of entity declarations for
the entire range of documentation produced by OSF, enabling any of these titles to be
cited by entity reference rather than literal string. These two files were originally
intended to be brought into each book’s top-lexsgml file through a pair of parameter
entity declarations. However, parameter entities do not worRDEPT 5.0.2, so the
declarations were instead coded directly in #gmlfiles for DCE 1.2.2.
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A third extra file, with a name of the following form:
book-name-stringextent.sgm

is present in some book directories. This file is a relic of an earlier stage of the SML-to-
SGML conversion development effort, and should be ignored. It can even be deleted.

Multiple-volume DCE books are now (for all intents and purposes) organized as separate
books in the SGML source directory structure. For example, whereO8E DCE
Application Development Guidsource used to be arranged as three volumes organized
(in the SML source) under thepp_gd directory, there are now three separate
independent SGML source book directories nampd _gd_style(OSF DCE Application
Development Guide—Introduction and Style Glidepp_gd core (OSF DCE
Application Development Guide—Core Compongntnd app_gd_dir (OSF DCE
Application Development Guide—Directory Servic&imilarly, the two volumes of the
OSF DCE Administration Guideow exist as separate SGML source directories hamed
admin_gd_intro (OSF DCE Administration Guide—Introductipandadmin_gd_core
(OSF DCE Administration Guide—Core Componénts

6.4.1.1 Names of Reference Page Subelttories

In the OSF DCE Application Referenand theCommand Referencéhe reference page
subdirectories have the same names as their SML originals: for exampl&3dce
man8cds and so on. However, the reference page subdirectories forDiRE
Administration Guide and Referene@dGDS Administration Guide and Refererftave

a different form of nameMANS8, MAN8A andMANS8B (three directories in all) for the
GDS book, and a series of 32 subdirectories for the DFS book, with names of the form
DFS4 or DFS8 followed by another single uppercase character. (TDEA
Administration Guide and Refererisesingle reference page subdirectory is likewise
namedMANS8.) The unusual name scheme employed in DCE 1.2.2 for these reference
page subdirectories is an inadvertent artifact of the SGML conversion, and will be
corrected.

6.4.1.2 Declarations of File Entities

For all the DCE books, file entities referenced from the top-lesgiml file embodying
book pieces fall (from the point of view of source file organization) into two broad
categories:

« Files located at the same level of the book directory.
« Files located in subdirectories of the book directory.

A typical file entity declaration in arsgmilfile is formed as follows:

<IEENTTTY HGEN14 SYSTEM "&ps/Ai06-114.eeps™ NNDATA EPS>

January 22, 1997 -9



DCE Release Notes

where the quoted string appearing after the keywB®Y8TEMspecifies the pathname of
the file being declared (relative to the location of the file in which the declaration
appears), and the string followirENTITTY specifies the declared label for the file. The
above declaration allowsI@&&N14 to be used later on to reference the PostScript figure
file A06-14.epsand include it into the formatted book.

Users will notice a basic inconsistency in the way file entity pathnames are declared in
the DCE books for files that lie in book subdirectories. PostScript figure files (known as
“graphics” entities to SGML), such as the entity declared in the above example, are
declared with pathnames relative to the book directory. Howelkother fileslocated

in subdirectories are declared with pathnames relativéhéo level above the book
directory (namely,dce_books_sgml The inconsistency resulted from work done during
DCE 1.2.2 to make the books understandable toAIDEPTsoftware.

Both the window-baseADEPTEditor/Publisher and the command line-invokeBEPT
pubformat utility were used to format the DCE books during the DCE 1.2.2 work. And
although local-relative pathnames for all entities are understood by the version 5.0.2
Editor/Publisher (provided the software is executed at the book’s top directory level),
pubformat can be successfully invokeshly from immediately abova book directory,

and requires the pathnames of all non-graphics file entities declared in the book to be
expressed relative to that location. Why graphics files formed an exception to this rule
was never understood, but they were left in their original book directory-relative form,
since they worked that way.

The practical consequence of all this is—probably—the following:

« When editing or reformatting the books usiApEPT software, you must always be
sure to invoke the Editor/Publisher (pubformat) from abovethe book directory—
that is, from the

dcel.2.2-doc-disrc/dce_books_sgml
level.

« Using other SGML software with the books may possibly require some recoding of
the file entity declarations, owing to the inconsistency described above.

6.4.1.3 DCE 1.2.2 Documentation Batch Build

6-8

A copy of the script used at OSF to do batch-builds of the SGML-converted books and to
generate the contents of the distribution DCE 1.2.2 documentation directory

dcel.2.2-doc-disrc/built_books

is included with DCE 1.2.2. The script is composed of two parts, and is run by executing
dcel.2.2-doc-disrc/exec/do_build.ksh

—a wrapper which sets up logging and invokes
dcel.2.2-doc-disrc/exec/build_sgml.ksh

—the main script. The script is completely dependent on the ArborRREPT
pubformat book-formatting utility and fully reflects the latter's many limitations. It will
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not be usable with other software. (The script also depends on the presence of the
psselect utility for splitting up the very large single PostScript files produced by
pubformat.) The script was run at OSF on an HP-UX version 10.10 platform. The script
is not supported by OSF and is included for licensees’ information only.

6.4.1.3.1 File Dependencies in Book Builds

Under the following directory:
dcel.2.2-doc-disrc/dce_books_sgml/entities
the following files will be found:

common-characterfills.ent
common-characterfills.ent.grp
common-counters.ent
common-eics.ent
common-eics.ent.grp
common-textiDs.ent
common-textiDs.ent.grp
index-eics.ent

revflag.ent

stylesets.ent

These files, which contain definitions for various entities used by the OSF FOSIs, must
be present at the above-described relative location to the SGML source in order for
ADEPT Publisher formatting to work. IADEPT Publisher does not find these entities,
you will receive the following alarming message

FOS ccomyl lee faail leed

when you load any SGML source.

Note also thapubformat requires 7 of the above files to be present under the following
names:

common-characterfills
common-counters
common-eics
common-textlDs
index-eics

revflag

stylesets

at thebook_directorylevel (that is, indce_books_sgmlin order to successfully build a
book. The 7 files are identical to their similarly-named counterparts inetitéies
directory, butpubformat requires that they not haventextensions. The contents of the

dcel.2.2-doc-disrc/exec/build_sgml.ksh

script (see “DCE 1.2.2 Documentation Batch Build” above) will show the details of
how this was arranged at OSF.
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6.4.1.4 DCE 1.2.2 Book Build Log

A log of a complete build of the DCE 1.2.2 SGML-converted documentation set can be
found at:

dcel.2.2-doc-ditogs

The log was generated by the build scripts described in “DCE 1.2.2 Documentation
Batch Build” above.

6.4.2 Modifications to the DTD Files

Several minor modifications had to be made at OSF to the DocBook 2.4 DTD files
mentioned above in order to enable certain necessary formatting features. This section
describes these modifications.

« In the dbpool.modfile, the local.graphics.attrib entity, which originally had a null
definition as follows:

<IEENTITTY % ltocal. .coraaphiccs.aatttrriich ™"
was supplied with three attribute definitions as follows:

<IEENTITTY % Itocal. .cgraaphiccs.aatttrriith

"Scaleefiitt NNUMBER HNVPLIEED
Repraodep NUMBER HNVPLIEED
Repraowitd NUMBER HNVIRLIEED"

>

This change was made to support PostScript figure scaling.

« In the DocBook.atd (the “atd” signifies “auxiliary tag data”) file, the graphic traits
declarations were originally without definitions as follows:

GraaphiccTraait tss
GraphiccTag:
GraaphiccEnti it tyyAtttrr::
Graaphicclil leeNameAtt trr; ;
GraaphiccProcTypeAtttrr::
GraaphiccMaEgALt trr::
GraaphiccResAlt trr::

At OSF the GraphicEntityAttr trait was defined agntityref to support entity
references (as opposed to literal pathnamesk@raphic> elements, and the
GraphicScalefit, GraphicReprodep, and GraphicReprowid traits were declared
and defined in order to enable figure scaling. The modified lines of the file now
appear as shown below:
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GraaphiccTraait tss
GraaphiccEnt it tyyAtttrr::  Eent it tyyresf

GraaphiccScalecfiitt:: Scaleefiitt
GraaphiccRepraodep: HRepraodep
GraaphiccRepraowidd: HReproowicd

6.4.2.1 DTD Installation

The DocBook 2.4 DTD was compiled and installed at OSF on an HP-UX version 10.10
platform using the ArborTextADEPT Document Architect 5.0.2 software (the
“bigdocarch’ version was used in order to accommodate the very large DCE books).

The DTD and FOSI were compiled from the following source files, all of which are
supplied with DCE 1.2.2:

DocBook.dtd Document type definition (DTD) file. The following files contain various
ingredients of the DTD and are compiled with it:

docbook.dcl SGML declaration file. FOADEPTDocument Architect
5.0.2 the contents of this file had to be inserted into the
top of DocBook.dtdin order to successfully compile the
latter. You will need to retain a separate copy of this file
if you intend to run thedocbook-to-man conversion
program.

calstbl.mod CALS table document type definition.

dbgenent.mod DocBook additional general entities.

dbhier.mod  DocBook document hierarchy module V2.4.

dbpool.mod  DocBook information pool module V2.4.
DocBook.atd Auxiliary tag definition file.

docbook.cat DocBook catalog data V2.4. You will need this file if you intend to run
thedocbook-to-manconversion program.

docbook.lcl  Auxiliary FOSI file.
DocBook.fos OSF “publish” style FOSI source.
draft.fos OSF “draft” style FOSI source.

pubrc ADEPTDocBook instance initialization file. This file must be present in
order to allowADEPT to choose between “draft” or “publish” style
formatting at the beginning of an editing session on an SGML document.

Note that some filenames in the list above use the stringcBookK’, while others have
the same string spelled asi6cbook'. This seeming discrepancy is due to the fact that
the 2.4 DocBook DTD was installed at OSF under the n&ueBook (a directory name
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in the ADEPT installation area), while the doctype name which it represents is a case-
indifferent string in SGML and is usually spelled all-lowercase. No harm results from the
variation in names. (But see also “Conversion of Reference Pages from SGML to nroff”
below.)

For information about the FOSI used with the DTD to produce OSF style guideline-
compliant formatting, see the following section.

6.4.3 The OSF FOSI

6-12

The DCE 1.2.2 documentation was formatted in compliance with a collection of
specifications set forth in th®SF DocBook Processing Guide for D@Ed realized by

the ADEPTPublisher FOSI mechanism, as implemented in the FOSI source files supplied
with DCE 1.2.2 (for the location of the FOSI sources, see “DTD Installation” above).
Two formatting styles (“publish” and “draft”) are possible using the FOSIs. The
“publish” style is used by default and it is the style in which the PostScript output
distributed with DCE 1.2.2 were formatted.

The FOSIs are a completelxDEPT-dependent mechanism for specifying formatting
style, so licensees not usiddEPTshould read th®©SF DocBook Processing Guide for
DCE to learn which tags were used for DCE 1.2.2 and how they were stylistically
interpreted by the FOSI. This document is supplied with DCE 1.2.2 and can be found (in
PostScript ready-to-print form) at:

dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/DocBook_Processing_Guide_for_DCE.ps

Details of the FOSIs, which were written by ArborText to order for OSF, can be found in
the successive editions of thiRelease Notewhich accompanied each of the six FOSI
deliveries to OSF. (Note that the FOSIs are described in tRelease Noteas having

been developed for use with the 2.4.1 version of DocBook, although the DCE 1.2.2
books were in fact formatted using the 2.4 version.) Copies of these documents (in
PostScript) are located at:

dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_1.ps
dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_2.ps
dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_3.ps
dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_4.ps
dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_5.ps
dcel.2.2-doc-disrc/dce_books_sgml/DocBook_info/FOSI_relnotes_6.ps
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6.4.4 Employment of ADEPT-Specific Formatting Markup

During the SGML conversion of the DCE books it was occasionally found necessary to
arrange for precise formatting of certain text and kinds of text (scaling of included
PostScript figures could be considered another variety of this kind of activity; see
“Treatment of Figures” below). Formatting of this kind, which falls outside the province
of SGML itself, was accomplished through varioN®EPTPublisher-specific commands

of the following general form:

<?Pub {element | command} [parametet]
For example, the following commands:

<?Pub _newi ime>

<?PubTbl rrow mht="0.11im" >

<?Pub _celllffoont TTyjpeSizze="8pt">

<?Pub _font TTypeSizze="8pt">
<?Pub /_font>

were used to insert newlines, adjust row height in tables, change font size in table cells,
and change (and unchange) font size in text, respectively. These and other similar
commands will be found throughout the SGML source. They will have no effect on non-
ADEPTSGML software.

6.4.5 Tables

The DCE 1.2.2 documentation uses the CALS DTD for table coding. Note the following
important items:

+ Various table-processing limitations discoveredADEPT 5.0.2 during the SGML
conversion work forced OSF to abandon the original converted table coding, in
which tables combining fixed and relative column width settings were often used,
just as they had been in the SML originals (relative column settings were the natural
and legal CALS translation of the auto-formatted strings coded betwa&éih dnd
“T}” characters in SML).

« SGML coding was done at OSF, for the most part, in text editors such as emacs or vi
(the ADEPT software was used to check the SGML afterwards); this helped to keep
the procedures of code and text manipulation as little cumbrous as possible.
Moreover, because the table code (and not only the table code) required extensive
hand work, it became important to maintain the SGML source in as “human-
readable” form as possible. TH&DEPT Editor's method of writing files, in which
newlines were largely and randomly eliminated, interfered intolerably with this goal.
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6.4.6 Preservation of Original SML Formatting Commands

Most of the original SML formatting markup has been preserved in the converted SGML
files. The preserved markup is contained in inert special tagging of the following general
form:

<?smi- original_SML_coding
For example:

<?smit-meed 3.65i>>

<?smit-sspace .H>

The preserved coding has no SGML effect; its operation in the SGML is equivalent to a
no-op.

6.4.7 Miscellaneous

6-14

The following items describe additional characteristics of the DCE 1.2.2 documentation
source that have changed in comparison to the DCE 1.2.2 (SML) versions.

« The DCE books’ copyright pages and the bulk of their preface material was, prior to
DCE 1.2.2, drawn from an upper-level directory centrally located (relative to the
book directories) at the following position:

dcel.2.2-doc-disrc/dce_books/include

and included into each book at format time. In DCE 1.2.2, this copyright information
and preface text has instead been propagated as duplicate copies of the same files
into each book directory. It is likely that this scheme will be changed in a future
version of DCE.

« A preliminary step in the SML-to-SGML conversion of each DCE book involved
compiling a comprehensive list of every unique string in the book that was found to
have received special SML font coding. The lists were then examined and a careful
attempt was made (within the restraints imposed by scheduling) to determine the
proper SGML tagging for each marked string. The results of this work were fed into
the automated SGML converter, which used them to provide tags for SML-marked
text when encountered during the conversion. Inevitably, this bulk method resulted
in a certain number of semantically mis-assigned tags. These inaccuracies will be
refined out of the source in future versions. In any case, considerable attention was
paid to making sure that the appearance of the formatted text was not changed as a
result of the conversion. Even though a string may have received an incorrect tag, the
tag should still produce the correct formatted appearance for the string.
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6.5 Treatment of Figures

Most of the figures in the SML versions of the books were produced from encapsulated
PostScript files included in the output at format time. A small number of figures were
generated fronpic code either embedded in the SML source or included from separate
files. During the SGML conversion all figures were converted into separate encapsulated
PostScript files. It was then found that many figures had to be scaled in order to fit them
acceptably into the formatted output (see “Modifications to the DTD Files” above for
details on how the scaling mechanism was set up). Typical coding for a scaled figure has
the following appearance:

<Figguree>

<Tittllee>Conventiicons Used i Autthenti iccati ioon Wiliktthraough 11l luustrraati ioons</TTit f lee>
<Guaphicc Ent it tyyresf="TDOEADGSSECANeent. . 11" Scaleefi it t="11" FRepraxdep="350" MReprawid="350">
</&reaphicc>

</FFigguree>

where the substrin@calecfiit ="11" Repraodep="350" MReprowidd="350" represents

the portion of the<Graphic> entity definition that accomplishes the scaling. Experiment
seemed to show that specifying values of “400” flBeprodep and Reprowid would
usually produce a formatted figure whose size was the same as it would have been if left
unscaled. However, this was by no means found always to be so.

Since the figure scaling mechanism used for the DCE 1.2.2 documentation is (inevitably)
ADEPTbased, you cannot expect the scaling code to have any effect with other SGML
software. For each DCE book, any PostScript figure files are held in a single
subdirectory namedps

6.6 Use of Vertical Change Bars in DCE 1.2.2 Documentation

Areas in the DCE books changed in DCE 1.2.2 from their DCE 1.2.1 (or earlier) content
are indicated in the formatted output by vertical change bars which run continuously
along the outer margin of all changed text. The SGML coding prescribed by the OSF
FOSI for change bars consists of adding the following attribute definition

ReviissiconFlaag="cclhanged™

to the opening tag for the text entity that contains the changed text (se®©pép
Software Foundation DocBook 2.4.1 FOSI Release Ndtescribed above in “The OSF
FOSI”, for details).

The vertical change bars in the DCE 1.2.2 documentation are themselves a change from
the method for showing changed text in earlier versions of DCE documentation, where
horizontal lines delimiting the beginning and end of changed or new text were used. The
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6-16

horizontal change bars used in earlier versions also included a short string of information
relating the change to the number of the OT CR in which the change was described or
requested. This information no longer accompanies the new-style vertical bars.
However, all changes made to the documentation in the course of DCE 1.2.2 were made
originally to the SML versions, and were marked in the source with the SML-style
change bar coding. The books were then converted into SGML. In the SGML, the
original change bar coding was preserved within inert pairs of tags of the following form:

<text>
<?0g-ChangeStzartt eenh,113609,AR1L2.2,AAdded publiicc key lloogim &amp ffilked headinngs™>
<changed or added text>
<?0g-ChangeEnd enh,113609,FR1L2.2,Added publiicc key looginn &y ffiixxed headimgs™>
<text>
<?0g-ChangeStzartt eenh,113609,ARL2.2,A0dd PKSS imfmo too publiicc key jprotocol >
<changed or added text>
<?0g-ChangeEnd enh,113609,AR1L.2.2,/Mdd PKSS imfoo too publiicc key protocol' >

<text>

(Note the use of SGML entities such &amp; for the “&” character above to represent
SGML-reserved characters.) You can thus still search the SGML source for change
information by using the<?og-@hangeStzartt and <?og-ChangeEnd strings as your
search criteria.

Unlike the horizontal bars used in previous DCE documentation, the vertical change bars
now employed do not indicate nested coincident changed areas—only one change bar
will ever appear alongside text, even though the marked text may have been involved in
more than one set of changes. However, this kind of “change nesting” can still be
discovered (though with some difficulty) by searching the source for <Peg-
ChangeStaartt and <?og-@hangeEnd markup as described above. Note that all DCE
1.2.2 change bar-associated tagging, R#visionFlag attributes and preserved SML
macros, will be removed from OSF’s sources prior to the beginning of work on future
versions of the books.

Finally, note that th@OSF DCE Testing Guidstill employs horizontal change bars. The
OSF DCE/File-Access FVT UserGuide (which in fact has not changed since DCE
1.2.1) and theOSF DCE Release Notgthe book you are reading) carry no change
indications at all.
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6.7 Conversion of Reference Pages from SGML to nroff

The docbook-to-manbatch converter (a public domain tool written by Fred Dalrymple,
and contributed by the X Consortium) can be used to convert the DCE 1.2.2 SGML
reference page (manpage) source imtoff source suitable for installation and use with
the man command. The program is not distributed with DCE 1.2.2, but it is freely
available on the World Wide Web from the following site:

ftp://ftp.ora.com/pub/davenport/README.html

docbook-to-manrequires the presence of the public domasgmis parser, available
(with documentation) at the following site:

ftp://ftp.jclark.com/pub/sp

The following sections describe how to build, install and daebook-to-manto convert
the DCE 1.2.2 reference pages.

6.7.1 Building and Installing nsgmls

The dochook-to-manprogram uses thasgmlstool to parse the SGML reference page
instances and generate the ESIS (Element Structure Information Set) which it then
translates (using specifications found in the instaltkitbook-to-man.ts “transpec”

file) into nroff code.

nsgmliswas built successfully at OSF on an HP-UX 9.05 platform usinggitieversion
2.7.1 Gnu C compiler. The following command:
gcc -v

will output the version number afcc. Either of the two following commands:

$ uname -a
HP-UX machine_nameA. 09.05 A 9000/7725 nnnnnnnnnntwwo-wser li iccense

or

$ uname -rmvs
HP-UX A. 09.05 A 9000/7725

will generate a message describing the version of HP-UX installed (the relevant portions
of the returned string in each example are shownald font).

To build nsgmls locate yourself in the top-level directory (which will be named
something likesp-1.1.) and typemake. To install, edit theexec_prefixfield in the
Makefile at the top directory level to get the base install pathname desired, and then type
make install. Finally, add the installed path, if necessary, to yBATH. No other steps
were necessary to build and install the program at OSF.
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For further instructions, see tREADME file in the top-level directory and the other
accompanying documentation.

6.7.2 Building and Installing docbook-to-man

Once you have successfully built and installedgmls you can build and install
docbook-to-man This program consists mostly of scripts which require nothing more
than to be installed, but tHastant component of the program must be compiled.

Before building, do the following:
+ Inthe
DocBook-to-man/cmd/docbook-to-man.sh
file, edit (if necessary) the following lines at the top of the file:
RQOI=/wst//l lcocal

SAMLS=$RO0 i itb/ssgmil
DOBOOK=$SGMLS/Davenportt/ /ctitcd

The ROOT variable specifies the root path not only of whelachook-to-manwill

be installed, but also (in combination wiltOCBOOK) where the DocBook DTD is
assumed to be installed. You should edit these lines if either of these installations is
at different locations on your system. For example, at OSF these lines were edited to
read as follows:

RQOOI=/w1/BBO0KAH loocal
SAMLS=/w1/aadept/ /[dHoctyypes
DOOBOOK=$SGMLS/MocBook

+ In the following files:

DocBook-to-man/Instant/Makefile
DocBook-to-man/Transpec/Makefile
DocBook-to-man/Makefile

you should edit (if necessary) the following line:
RO = lwstr/Nlloocal
to give ROOT the root installation location value desired, if different from the

default location already coded.

« If you are installingdocbook-to-mansomewhere other thatusr/local, you should
define the value of thBEF_TPT_LIB variable in either of the

DocBook-to-man/Instant/Makefile
DocBook-to-man/Instant/Imakefile

files (as appropriate), or the
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DocBook-to-man/Instant/general.h

file to the full pathnameof the location at which the “transpec” files (thés files
from which the program takes its translation instructions) will be installed. This
pathname will be equivalent to the value of:

S(AROOM)// i ittt

(But note that you can specify a different location, if necessary, for the installed
transpec files taocbook-to-manby giving the environment variabl€PT_LIB the
desired path value.)

« The DocBook 2.4 DTD rfot 2.4.1, which was not available when DCE 1.2.2
conversion work began) was used at OSF with the DCE 1.2.2 books, and the books’
public identifiers specify this version of the DTD. Tdecbook-to-manprogram is
coded to use DocBook 2.4.1. Therefore, you must change in

DocBook-to-man/cmd/docbook-to-man.sh

the “2.44.11" in the following lines:

#ff [[ 1 -4f SPRALOG ]

#tthen cat > $PROLOG <!

#<!IOCTYPE ReftEntrny PUBLICC ™-////Mavenportt///IDID DocBook V24.1U//HEN" [[ <---CHANGE THIS
#<IEENTITTY npzwe ">

#p>

#

#hi

to “2.44", as shown below:

#iff [[ 1 -ff SPRALOG |

#tthen cat > $PROLOG <!

#<IDACTYPE ReffEntryy PUBLICC ™-/// Mavenportt/ //ITD DocBook V2. 444/ /FEN [[ <------- TO THIS
H<IEENTITTY npzwe ™"

#p>
#
#ii

After you have completed the above steps, you can build and insteliook-to-manby
typing make installin the

DocBook-to-man/Instant
directory. Finally, add the installed location, if necessary, to yOATH.
See theREADME in the

DocBook-to-man
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directory for further information.

6.7.3 DTD Files Necessary for Running docbook-to-man

In order to rundocbook-to-man successfully against the DCE 1.2.2 SGML reference
pages, you must of course have a fully-installed DocBook 2.4 DTD on your system. In
addition, the following three files:

docbook.cat Catalog file.

docbook.dcl SGML declaration file.

docbook.dtd Document type definition (DTD) file. Contents identical to
DocBook.dtd

must be present at the installed DTD location you specified. Mention is made here
specifically of these three files, because although they are included with the DCE 1.2.2
distribution in the

dcel.2.2-doc-disrc/dce_books_sgml/DocBook

directory, they are not installed (because they are not needed) by the ArbaDERT
5.0.2 Document Architect software when the DocBook DTD is compiled. (Other SGML
software may behave differently.) Consequently, you will have to manually copy
docbook.catanddocbook.dclfrom

dcel.2.2-doc-disrc/dce_books_sgml/DocBook

to your installation area, wherever it is, before attempting todwrbook-to-man As for
the docbook.dtd file, it is sufficient to simply recopypocBook.dtd as docbook.dtd in
the DTD install area.

The reason why two identical DTD files with differently-spelled namgéacbook.dtd
andDocBook.dtd) are required in the installed DTD area is that the 2.4 DocBook DTD
was installed at OSF under the naDecBook while docbook-to-manexpects to find a
file nameddocbook.dtd Two of the filename strings are defined at the top of the

DocBook-to-man/cmd/docbook-to-man.sh

file as follows:

CATALOG=$DOBOOKHochook. ccat
DEC1L=$DO0BO0KHoclbook.cdcll

6.7.4 Running docbook-to-man

Thedocbook-to-manprogram is invoked as follows:

docbook-to-manrefpage_sgml_source_fiterefpage_nroff_source_file
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The program converts a single SGML instance each run. To convert a group of reference
pages, it should be invoked in a script.

Each of the DCE 1.2.2 reference page source files is provided with a “fragmentary”
formal public identifier declaration near the top of the file, as follows:

<ODE history header>
#
# EndLog
-
<l-— HFraagment cdocument ttype decliaaratiioon subset::
ArthborTrext,, |Imc.,, 11988-1993, w.44001
<IACTYPE Book PUBLICC ™-////Mavenportt//IDTD DocBook V2.44///EEN" [[
>
-
<ReftEntrry  Idd="MDCEADRNVINIA. rrssimil .11">>
<Ref\letea>

<SGML source>

Note that theDOCTYPE declaration occurs within a comment; this form of declaration

is an ArborTextADEPTspecific feature which allows document pieces (such as single
reference pages) to be loaded and understood as SGML ADEETEditor. Almost all

the lower-level DCE 1.2.2 SGML source files have such declarations, as their presence
greatly facilitated development work during the SGML conversion. Only the highest-
level (sgml) files, one for each book, have a full uncommenDEACTYPE declaration.

The commented declarations, however, will not be recognizedddbook-to-man
Hence you will have to remove the comment delimiters (and, probably, the ODE source
control history header text which appears at the very beginning of most files) before
attempting thelocbook-to-manconversion.

You may note errors such as the following (reported Msgmlg when running the
program:

unkmown decliaarati icon tyype "SAML”
"IDOCTYPE" dlecllearaatiioon not aall loowed i DID subset

characteer ™" mot aall loowed inn decllaaraatiioon subset
document ttyype does mot aall loow eleement "'FREFENTRY" Hheree

open eleenmentss: AREFENTRY REFSECTI[11] FREFSECT2[2] | TTEMIZEDUSSTI11] LLISSTITTEMI] \\
PARA[1] LLITTERAL[11] ((#PCDATA[11]))

open eleermentss: AREFENTRY REFSECTI[11] AREFSECT2[2] | MTTEMIZEDUSSTI11] LLISSTITTEMI] \\
PARA[1] LLITTERAL[11] ((#PCDATA[11]))

open eleenmentss: AREFENTRY REFSECTI[11] AREFSECT2[2] | TTEMIZEDUSSTI11] LLISSTITTEMI] \\
IMTEMZEDUSST11] LLISSTITTEMIL] FPARALL] LLITTERAL[11] ((#PCDATA[11])

open eleermentss: AREFENTRY REFSECTI[11] AREFSECT2[2] | MTTEMIZEDUSSTI11] LLISSTITTEMI] \\

January 22, 1997 21



DCE Release Notes

IMTEMZZEDUSST11] LLISSTITTEMIL] FPARALL] LLITTERAL[11] ((#PCDATA11])

no document ecleement

None of the above errors, all of which were noted during testing at OSF, interfered with
successful conversion.

Finally, note thatnsgmls expects to find the public SGML entities (such B®-
amsa.gml| iso-amsb.gm] iso-amsc.gm] and so on) installed in thBocBook directory.
If it does not find them there, you will receive error messages such as the following one:

general eentiittyy "am' mot ddefiimed and no defaaultt eentiittyy

(caused by the “ampersand” entity not being found). To correct this error, copy the
entity files (found inADEPTinstallations in the
your-Adept-install-rodadept/entities

directory) into theDocBookinstallation directory you specified tiocbook-to-man

6.7.5 Change Bars in Converted Reference Pages

The DCE 1.2.2 reference pages employ the same vertical change bars as were described
above for the documentation set as a whole (see “Use of Vertical Change Bars in DCE
1.2.2 Documentation™), and are coded identically. However, the change bar coding will
be lost in thedocbook-to-manconversion, as there is no specification in the transpec file

for handling theRevisionFlagattribute.

6.7.6 DCE 1.2.2 Reference Page Source Paths

6-22

Following is a complete list of the locations of all reference page source directories in
DCE 1.2.2.

+ OSF DCE Command Referenmference pages:

dce_books_sgml/command_ref/manldce
dce_books_sgml/command_ref/manlrpc
dce_books_sgml/command_ref/man5sec
dce_books_sgml/command_ref/man8cds
dce_books_sgml/command_ref/man8dce
dce_books_sgml/command_ref/man8dts
dce_books_sgml/command_ref/man8rpc
dce_books_sgml/command_ref/man8sec

« OSF DCE Application Development Referemeterence pages:
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dce_books_sgml/app_ref/man3dce
dce_books_sgml/app_ref/man3dts
dce_books_sgml/app_ref/man3rpc
dce_books_sgml/app_ref/man3sec
dce_books_sgml/app_ref/man3thr
dce_books_sgml/app_ref/man3xds
dce_books_sgml/app_ref/man3xom
dce_books_sgml/app_ref/man4xds
dce_books_sgml/app_ref/man4dxom
dce_books_sgml/app_ref/man5dce

« OSF DCE DFS Administration Guide and Refereneference pages:

dce_books_sgml/dfs_admin_gdref/DFS4
dce_books_sgml/dfs_admin_gdref/DFS4A
dce_books_sgml/dfs_admin_gdref/[DFS4B
dce_books_sgml/dfs_admin_gdref/DFS4C
dce_books_sgml/dfs_admin_gdref/DFS4D
dce_books_sgml/dfs_admin_gdref/DFS8
dce_books_sgml/dfs_admin_gdref/DFS8A
dce_books_sgml/dfs_admin_gdref/[DFS8B
dce_books_sgml/dfs_admin_gdref/[DFS8C
dce_books_sgml/dfs_admin_gdref/DFS8D
dce_books_sgml/dfs_admin_gdref/[DFS8E
dce_books sgml/dfs_admin_gdref/DFS8F
dce_books_sgml/dfs_admin_gdref/DFS8G
dce_books_sgml/dfs_admin_gdref/DFS8H
dce_books_sgml/dfs_admin_gdref/DFS8I
dce_books_sgml/dfs_admin_gdref/DFS8J
dce_books_sgml/dfs_admin_gdref/DFS8K
dce_books_sgml/dfs_admin_gdref/DFS8L
dce_books_sgml/dfs_admin_gdref/DFS8M
dce_books_sgml/dfs_admin_gdref/DFS8N
dce_books_sgml/dfs_admin_gdref/DFS80
dce_books_sgml/dfs_admin_gdref/[DFS8P
dce_books_sgml/dfs_admin_gdref/DFS8Q
dce_books_sgml/dfs_admin_gdref/DFS8R
dce_books_sgml/dfs_admin_gdref/[DFS8S
dce_books_sgml/dfs_admin_gdref/DFS8T
dce_books_sgml/dfs_admin_gdref/DFS8U
dce_books_sgml/dfs_admin_gdref/DFS8V
dce_books_sgml/dfs_admin_gdref/[DFS8W
dce_books_sgml/dfs_admin_gdref/DFS8X
dce_books_sgml/dfs_admin_gdref/DFS8Y
dce_books_sgml/dfs_admin_gdref/DFS8Z

« OSF DCE GDS Administration Guide and Refereneference pages:

dce_books_sgml/gds_admin_gdref/MANS
dce_books_sgml/gds_admin_gdref/MANSA
dce_books_sgml/gds_admin_gdref/MANSB
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« OSF DCE DFA Administration Guide and Referemeéerence pages:
dce_books_sgml/dfa_admin_gdref/MANS/

6.8 Printing the DCE 1.2.2 Documentation

6-24

DCE 1.2.2 includes formatted PostScript for all the books in the documentation set. The
PostScript files for each book were generated from the book's SGML source located in
the

dcel.2.2-doc-disrc/dce_books_sgmbool

directories, wherdooksignifies the namer{tro, command_ref, and so on) of a specific
book. The PostScript was generated by the Arborperiformat utility, as described
above (see “DCE 1.2.2 Documentation Batch Build” above). The books’ PostScript
output files can be found in the

dcel.2.2-doc-disrc/built_booksbook

directories, wherdook signifies (as in thedce_books_sgmUirectory) a specific DCE
1.2.2 book.

Within eachbuilt_books/bookdirectory, each book's PostScript outputdigplicated in
two sets of fileas follows:

« For each book, a single file with the following name:
book namepublish. WHOLE_BOOK.ps

(wherebook namés the book's name, a string identical to the name of the directory
in built_books in which the files are found) contains the PostScript outputttier
entire book. (The string ‘publish” identifies the file as having been formatted in
OSF “publish” style; see “The OSF FOSI” above.)

« For each book, in the same directory, a series of files with names of the following
form:

book namepublish-numberps

consists of contents identical to that of the WHOLE_BOOK.ps” file described
above, but broken up into a continuous series of 30-page segments per file, numbered
from “01".

To print any DCE 1.2.2 book, locate yourself in the book’s output directory:
dcel.2.2-doc-disrc/built_booksbook

and type
Ip book_namepublish_ WHOLE_BOOK.ps

to send the entire book’s outpeih blocto your favorite (or other) printer, or type
Ip book_namepublish_numberps

to print only a single 30-page section of the book. (Wildcards can be used to print series
of sections with one command.)
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Note that the contents of the books’ output files are no longer coterminous with the
books’ structural pieces (preface, chapter, appendix, and so on), as was true in previous
versions of DCE. If you wish to print some specific part of a book, you should first print
the book’s table of contents, and then attempt to calculate which separate numbered
PostScript files correspond to the desired book part. However, because the pagination of
books is not continuous, but begins at “1” for each chapter, some trial-and-error will be
necessary to precisely determine which files correspond to a given stretch of the printed
book.

For a complete list of the DCE documentation supplied with DCE 1.2.2, see the
“Documentation Supplied in DCE 1.2.2" section in Chapter 5 of this document.

6.8.1 Problems You May Encounter Printing the DCE PostScript Files

Some of the DCE 1.2.2 documentation PostScript output files were truncated when they
were processed by some printers. The problem, when it occurred, was caused by a
memory limitation in the printers.

In the DCE documentation, the graphical contents of diagrams and figures are held in
separate PostScript files which are included into the output stream at format time. Some
printers will not have sufficient memory to simultaneously handle the definitions in an
output file’s overall PostScript prolog and the prologs for any PostScript figures that may
have been included in the file. In such a case, the file will be printed only up to the page
that contains the first figure that has too many definitions, and then will be abruptly
terminated (with the remainder of the file’s contents being truncated in the output). In
many cases, no error message will be issued by the printer when this happens.

6.8.2 Printing the DCE 1.2.2 Release Documentation

The DCE 1.2.2 release documentation consists of the following three books:
« OSF DCE 1.2.2 Release Notgke document you are now reading)
« OSF DCE 1.2.2 Testing Guide
+ OSF DCE/File-Access FVT UselGuide

The Release NoteandTesting Guiddiles are located in the

dcel.2.2-doc-disrc/release_doc/relnotes/

dcel.2.2-doc-disrc/release_doc/test_gd/

directories. To print the formatte@SF DCE Release Notes OSF DCE Testing Guide
do the following:

1. Change directory to the desired book’s top-level directory. For example, to print
the Release Noteslo the following:
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cddcel.2.2-doc-disrc/release_doc/relnotes

2. Enter the following:

lpr*

The output form of both books consists of a series of PostScript files, each of which
corresponds to some part (i.e., chapter, appendix, and so on) of the book. Each of these
files has a name that begins with a 3-digit string indicating the file’s contents’ position in
the printed book. Thus, printing either book’s output files in the natural collating order of
their names (as is done in the example immediately preceding) will result in the parts of
the complete book issuing from the printer in their correct book order.

6.8.2.1 OSF DCE/File-Acess FVT UsersGuide

This manual describes how to verify that the Distributed File Access software has been
ported and built correctly. The book is located at:

dcel.2.2-doc-disrc/release_doc/dfa_fvt_users_gd/

The book’s source files are the following:

fvtpo.rtf The Microsoft Word source for Chapters 1-9 plus the start of
Chapter 10.
dfsstrct.xls Excel source for the table that ends the book and which

constitutes most of Chapter 10.

(Note that the source files for this book are included with DCE 1.2.2 solely for the
information of licensees.)

The book’s PostScript output files are the following:

fvtpo.ps PostScript for Chapters 1-9, plus the start of Chapter 10.
dfsstrct.ps PostScript output of the Excel source file table of Chapter 10.
To print the FVT User's Guide locate yourself in the book's directory and enter the

following command:

Ipr *.ps
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Chapter 7. Distributed File-Access (DFA) Release
Notes

This chapter contains information describing how to build and install the Distributed
File-Access (hereafter abbreviated as DFA). In addition, several sections at the end of
this chapter contain information on how to port DFA to a platform other than the
reference platform (AIX) for which it is distributed.

7.1 DFA Documentation

The DFA documentation set is made up of the following two books:
+ OSF DCE/Distributed File-Access User’s Guide
This book is located at
dcel.2.2-doc-disrc/dce_books_sgml/dfa_users_gd
(wheredcel.2.2-doc-diis an abbreviation for the pathname
your-root-dir/dce/V1.2.2/doc

which is where you are assumed to have unloaded the DCE 1.2.2 documentation
from the distribution media, as described in Chapter 6).

This book contains general DFA user’s information.
« OSF DCE/Distributed File-Access Administrator's Guide and Reference
This book is located at
dcel.2.2-doc-disrc/dce_books_sgml/dfa_admin_gdref
(wheredcel.2.2-doc-dihas the same meaning as explained above).
This book contains DFA administration information.

In addition, a third document, thBFA FVT User's Guidecontains information about
running the functional tests supplied with DFA. This book is located at
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dcel.2.2-doc-disrc/release_doc/dfa_fvt users_gd
(wheredcel.2.2-doc-dihas the same meaning as explained above).
For further details about these books, see Chapter 5.

README files located in each book’s directory describe the structure of the books’
subdirectories.

7.2 Pathnames

Throughout the remainder of this chapter, it is assumed that the DCE 1.2.2 archives are
found at the following pathname on your system:

your-root-dir/dce/V1.2.2

—whereyour-root-dir is the location on your disk where you installed the archives, as
described in Chapter 4 of this document. For the sake of brevity and clarity, the
pathname above will be abbreviated as

dcel.2.2-root-dir

in the remainder of this chapter. Immediately beneath this pathname will be found
several directories corresponding to the separate archives extracted from the DCE 1.2.2
distribution media, as described in Chapter 4. For example, the directory

dcel.2.2-root-difdce

will contain the extractedice archive, which consists of the DCE 1.2.2 source tree; and
the directory

dcel.2.2-root-dildoc

will contain the extractedloc archive, which consists of the DCE 1.2.2 documentation
set (further described in Chapters 5 and 6).

Thus, the following pathname
dcel.2.2-root-dildce/src/dfam/agent/h
is equivalent to:

your-root-dir/dce/V1.2.2/dce/src/dfam/agent/h

7.3 DFA Software Prerequisites

DFA requires the following versions of NetWare and DCE:
« NetWare Version 3.12.
CLIB.NLM must be version 3.12g (or later).
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« DCE reference platform

7.4 Installing the DFA Agent

This section describes how to install the DFA agent on the DCE 1.2.2 reference platform
(IBM RS/6000).

Before beginning the installation, make sure that your system is using the following
software:

+ AlXversion 3.2.5 or later
« OSF DCE reference platform

The DFA agent source code is located under the following subdirectory:
dcel.2.2-root-difdce/src/file/dfam/agent

To install the DFA agent, do the following:

1. If you have not already done so, create the ODE sandbox, as described in Chapter
4,

2. Attach encryption/decryption modules (see Section 7.16.1 for details).

3. Execute théouild command (with targebuild_all) to build the following object
modules and message catalogs:

TABLE 7-1. Files Built

Filename Contents

dfaagt dfaagt load module
setdfakey setdfakey load module
dfaagt.cat dfaagt message catalog
setdfakey.cat | setdfakey message catalog

4. Execute thduild command (with targeinstall_all) to install the built files to the
installation directory your-install-dir (where your-install-dir is the directory
designated in théuild install_all command line or in th@ OSTAGE variable in

the
dcel.2.2-root-difdce/src/dce/Buildconf.exp

file). The object modules will be installed under the
your-install-dirbin

directory, and the message catalog will be created under the
your-install-di/nls/msg/C

directory.
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5. Copy the files built in Step 3 and the on-line manual under
dcel.2.2-root-difdce/src/file/dfam/agent/man/C
to the following directories:
TABLE 7-2. Files to Copy

File to be Copied | Destination

dfaagt /opt/dcelocal/bin/
setdfakey /opt/dcelocal/bin/
dfaagt.cat lustr/lib/nls/msg/C/
setdfakey.cat lusr/lib/nls/msg/C/
dfaagt.n lusr/share/man/mann/
setdfakey.n /usr/share/man/mann
dfaagt.n.Z lusr/share/man/catn/
setdfakey.n.Z lusr/share/man/catn/

6. Change the owner of the above files to “root” and the group of the files to “bin.”
Change the file mode affaagtto “0550”, setdfakeyto “4550”, and dfaagt.cat
andsetdfakey.catto “0444.”

Change the owner and group of the above files to “root” and “bin” respectively.
Change the file mode afifaagt and setdfakeyto “4550”, and dfaagt.cat and
setdfakey.catto “0444.”

7. Link dfaagt andsetdfakeyto the/usr/bin directory.

8. In superuser mode, create tifam-agentwork directory:
/opt/dcelocal/var/dfa/adm

9. Create the master key file:
/opt/dcelocall/var/dfa/dfakey

You have now completed installation of the DFA agent.

7.5 Installing the DFA Gateway

This section describes how to install the DFA gateway on your IBM PC/AT (or
compatible) system.

Before beginning the installation, make sure that your system is using the following
software:

« MS-DOS version 5.0 or later
- Microsoft Windows version 3.1

And, in addition to the above, either the following combination:
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- Novell SDK Vol.4

« Watcom C/C++ version 10.0 compiler

or the following combination:
+ Novell SDK CD-ROM, Release 7 (hereafter called Novell SDK Vol.7)

« Watcom C/C++ version 10.5 compiler

Note thatonly the above two combinations are allowed. Other combinations (such as, for
example, SDK Vol. 4 and Watcom 10.5 compiler) are not allowed.

To install the DFA gateway, do the following:

1.

Install Novell SDK and the Watcom C/C++ compiler in the root directory of C
Drive. The default names are used for the directory names.

Creating a directory famake

You must create a directory name@dATEWAY immediately under the root
directory of C Drive. C Drive will now have the following directory structure:

CA\ -—+H— SOKCD A\ ((MWovell | SSDK Vol. 4)

I
+— WIATOOM.  ((Widccom @+ 10.00)

I
+—— GATEW ((Eateeway)

or (if you are using the second combination of software described above):

CA\ -—+H— SOKCD 7\ ((Wovell | SSDK Vol. .77)

I
+— WIATOOM.  ((Widccom @+ 10.55)

I
+—— GATEW ((Cateeway)

Copying files

Copy all the files and directories under
dcel.2.2-root-difdce/src/file/dfam/gateway

to C:A\GATEWAY . Note thatthe copy must be done in binary mode

Attach encryption/decryption modules (see Section 7.16.2 for details).

Setting an environment variable

Prior to making the gateway load modules, you need to set a value for the
QMKVER environment variable. The value to be set varies depending on the
module to be made (see the below table for a list of the modules made for the
gateway).
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TABLE 7-3. Gateway Modules to be Made

Load Module Names | Makefile Names
DFA.NLM DFA.MKF
DFADCE.NLM DFADCE.MKF
DFALIB.NLM DFALIB.MKF
DFAADM.NLM DFAADM.MKF
DFARAS.NLM DFARAS.MKF

The values to sePMKVER to are as follows:
« ForDFA.NLM

The following table shows the values effective fQMKVER when you build
DFA.NLM . For example:

SET QMKVER=p50

if you need to buildFA.NLM for 50 users.
TABLE 7-4. QMKVER Values

QMKVER Value | Meaning

p5 product option (5-user version)
pl0 product option (10-user version)
p25 product option (25-user version)
p50 product option (50-user version)
pl100 product option (100-user version)
p250 product option (250-user version)

+ Modules other thaFA.NLM
SetQMKVER to “p”
6. Do the following to build the executable modules in the current directory:
1. Change directorycfl) to C:\GATEWAY .

2. Ifyou use the Novell SDK Vol. 7 and Watcom C/C++ 10.5 compiler, modify
the C:\GATEWAY\MAKEINIT file as described below.

The file before modification should appear as follows (lines to be changed
and deleted are indicated in the right margin; what the to-be-changed lines
should be changed to will be shown in the second example):

mekeimitt ffiillee foor mekefiil lees crecateed with QMK386

* ¥ o o#

Novell I 'ss NLM SK v3.001
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#
#
#
#
vwatdiiiwve = C
ninmdiivve = C
#
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$(matctriivwe) iiss thhe drivwe leettteer wiheree tthe WAYOOMI tboolss aree imstizell leed |
$(movdriiwe) iiss thhe driwe leettteer wiheree tthe NOVELL taoolss aree imstzell leed |

#  Drreectiooriiees fioor thotth tthe WACOMIand NOVELL tooolss

#
wai386looc = $(malctiriivwe): \WHTOOM
ninn@B6looc = $(minmiwe): \\SSDKCD 4\NLM\
ninn@B6hdr = $(MinEB6I0C)NNOVH
ninn@B6InT = $(MinNEB6IOC)NNOM

ninn@B6li itb = $(wat3386lo0c)LLIEB386;EH(Mat3386l00c)LLIEE386

#

# Defiime thiss mEcra witth your copyriigght ssteateement

#

#eopyriigght = (©) Copyriigght 1199x NONAME |imc. AN RRgghtss Reserwed.

#

# Mmraos thhat poimt ttoo variicous tooolss wel Il meed too conpl lee

#
Wee386r = $(wat3386looc) BINBWEL386
Wec386p = $(watB86looc) BINMMEL3S6P
wec386 = $(wec386r))

liimkr = $({mat3386l00c)EBINIMINK
liimkp = $(Mat86l00c)BININKP
liimker = $(ii imkr)

ninmlimkrr = $(minTEB6Ic0C)NNOVBINMINMLMLINNKR
ninnlimkpp = $(MinTEB6Ic0C)NNOVBINVINALMLINKP
ninmilimker = $(mini imk)

ninmpackr = $(minEB86lcoc) NNOYBINNINNLIMPACK
ninmpackp = $(minE86lcoc) NNOVBINNNNLMPACKP
ninngack = $(minmpack))

imc_386 = $(mim@B6hdr))
liibb_386 = $(minaB6Ii ith)

code 386 = $(walB86l00c)BINNGS6WITEL EEXE
li bbreariican = ${wmai3386lcoc) BINBWYIE
steartiup =

#

# NLM Importt FFi lees

#

cli ibbinmp = $(minnBBGINME\CLIES] IV

il i = $(rIEBGIME)\TTLL. | INVP

aicoinmp = $(minvEBGINME\\AAID! IV

sockli ibbinmp = $(minyEBGInmEH\SOOKLIE NP
mrhli icbinmp = $(minySBGinmp)\ATHLIE INVP
dsapii inmp = $(minnEBGInME\IDSAPL. .| VP
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| delete

|

|

|

|

| change 1
# loocatiioon of 386 reeal nmude compl leer |
# loocatiioon of 386 proteecteed compl leer | change 2
# verssicon we want tto use
# loocatiioon of rreeal made i imker |
# loocatiioon of proteecteed I imker | change 3
# verssicon we want tto use
# loocatiioon of rreeal nade Nowvell | | li imker | change 4
# loocatiioon of pproteecteed Novell | | li imker | delete

# verssioon we want ttmo use

# loocatiioon of rreeal made NLM aompreessicon utiil fi ittyy |
# loocatiioon of proteecteed NLM apmpreessicon utiil li ittyy | change 5
# loocatiioon of NNLM aompreessiocon utiil li it tyy

# loocatiioon of iimnclwde fiil lees

# loocatiioon of |liitbraariiees fiil lees

# loocatiioon and name of ccode generaatoor
# loocatiioon of |li ibbreariisan

# im CUBB3SLLIEB

| change 6

| change 7

# trhe cliibb inortt il lee

# trhe tlii i inmportt ffii lee

# thhe aico inportt ffii lee

# thhe socketliibb inportt ffii lee

# trhe matth I ibbrearyy inortt 7 lee
# the NDS iortt ffii lee
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nuti inmp = $(mMinEB6inmy)\\NNVENUT.| INVIP
applecinmp = $(MInMEB6InmME)\\VAPPLETLK.| INV/P

# the NVEDIUT inmportt fiil lee
# tthe ApplecTalkk inmportt ffil lee

The file after modification should appear as follows, where lines that have
been changed are indicated in the right margin:

mekeimitt ffiillee foor mekefiil lees crecateed with QMK386
Novell I 'ss NLM SK v3.001

D reectiooriiees fioor hotth tthe WWOOMIand NOVELL tooolss

# oW O OE ¥ O R

wa386looc = c:\\WWHICOM
nin@6looc = ¢:\\SSDKCDANNLM\
ninm@86hdr = $(minmEB6lcoc)NNOVH
ninm@86inmp = $(MinmEB6Icoc)NNOY

nin@B6li ith = $(watB86l0oc)LLIEB386;3H(Wal3386l00C)LLIEBISE\NNETVWIRE

#

# Defiime thhiss meEcra witth your copyriigght ssteateement

#

#eopyriigght = (©) Copyriigght 1199x  NONAME |imc. AN RRgghtss Reserwed.

#

# Mzxreos thhat goimt ttoo variicous taoolss wel Il meed too comyil lee

#
wec386r = WIL386
wec386p = WIL386P
wec386 = $(wec386r))

lfinkr = WINNK
liimkp = WINNKP
liimker = $(i imkr)

ninmilimkr = $(minE86l0oc) TTOALSNMLMLINKR
ninniimker = $(minn imkr))

nimpackr = $(mimEB6looc) TAOLSWNLMPACK
ninpackp = $(miMEB6I00c) TTOALSWNLMPACKP
ninngack = $(minmpack))

imnc_386 = $(minn@B6hdr))

liitb_386 = $(minmEB6Ii ibb)

#code_386 = $(Wwat3386lococ)EBINNBE6WIELEEXE
li ibbraariiean = $(wat3386lcoc)BINNBWIIE
#staarttup =

#

# NM lnortt FHl lees

#

cli iobinmp = $(minmBB6InY\\CCLIEB.| INVIP

7-8

| changed 1
# loocatiioon of 386 reeal nmude compl leer |
# loocatiioon of 386 proteecteed compl leer | changed 2
# verssicon we want tto use
# loocatiioon of rreeal made i imker |
# loocatiioon of pprooteecteed i imnker | changed 3
# verssicon we want tto use
# loocatiioon of rreeal nmade Nowvell | | li imker | changed 4

# verssioon we want ttmo use

# loocatiioon of rreeal made NLM aompreessicon utiil fi ittyy |
# loocatiioon of proteecteed NLM anmpreessiicon utiil li ittyy | changed 5
# loocatiioon of NNLM apmpreessiocon uti il fi it tyy

# loocatiioon of iimcluwde fiil lees
# loocatiioon of |liitbreariiees fiil lees

# loocatiioon and name of ccode generaatoor | changed 6
# loocatiioon of |li ibbreariizan
# i CUBB3SLLIB | changed 7

# tthe cliibb inmportt ffiil lee
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tliiinmp = $(miEBEINME\TTLL | INVP
aicoinmp = $(MinnEBGInY\AAIED! INVP

sockli itinmp = $(minm@B6inmp\SOOKLIES. INVP
matthli iobinmp = $(MinEB6IMY\NATHLIES | INVP
dsapil imp = $(minEB6inH\\IDSAP!. | INVP
nutiinp = $(mInTBBGInT)\ \NWEDIUT.| INVP
applecinmp = $(minTEB6INM\\AAPPLETLK. INVP
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# the tiii i inmportt il lee
# the aioo inmportt fiillee

# thhe socketlliibb inmportt il lee

# the matth i ibbraaryy inmportt ffiil lee
# tthe NDS inortt ffiillee

# the NVEDIUT inmportt fiillee

# the ApplecTalkk inmportt ffil lee

3. Issue the following command:

WMAKE /F name_of _makefile

7. Copy the following modules and files to tI&YS:\SYSTEM directory on the

NetWare server:

« The executable modules built in Step 6 above
+ C\\GATEWAY\DFASTOP.NCF

You have now completed installation of the DFA gateway.

7.6 Installing the DFA Client

This section describes how to install the DFA client on your IBM PC/AT (or compatible)

system.

Before beginning the installation, make sure that your system is using the following

software:

« MS-DOS version 5.0 or later

- Microsoft Windows version 3.1

- Novell SDK Vol.4 or Vol. 7

- Microsoft Visual C++ version 1.0 or later

To install the DFA client, do the following:

1. Install Novell SDK and Microsoft Visual C/C++ in the root directory of C Drive.
The default names are used for the directory names.

2. Creating directories fanake

You must create two directories nam&dLIENT and GATEWAY immediately
under the root directory of C Drive.

C Drive will now have the following directory structure:

January 22, 1997



DCE Release Notes

CA\ -—+H— SOKCD A\ ((MWovell | SSDK Vol. 4)

I
+— W/ ((NMecraosoftt Wissual GCH)

I
+— QUEENT\ -—+—- LLOGNM ((LOBNN utiilliit  iees)

| Il
| +r—— FFILLER\ ((FILLER utiilli it iiees)

I
+-— EGAITEWM  ((Gateeway)

or (if you are using Novell SDK Vol. 7):

C\\ -—+— SDOKCDA ((Wovell | SSDK Vol. .77)

I
+— NWBQ  ((Wecrasoftt Wissuwal GC)

I
+—— QUEENT\ -—+—- LLOGNM ((LOBNN utiilli it iees)

| Il
| +r—— FFILLER\ ((FILLER utilli it iiees)

I
+-— EGATEWM  ((Gateeway)

3. Copy the files and directories under
dcel.2.2-root-difdce/src/file/dfam/client
to C:\CLIENT , and those under
dcel.2.2-root-difdce/src/file/dfam/gateway
to C:A\GATEWAY . Note thatthe copy must be done in binary mode
4. Attach encryption/decryption modules (See Section 7.16.2 for details).

All the files shared between the gateway and the client are located under the
gateway directoryGATEWAY ). You need the files und@ATEWAY even if you
only build the client utilities.

5. Building the executable modules

To build the libraries and executable modules, you must start Microsoft Visual
C++ in Windows, setup the directories (from the Options menu, choose
Directories), open a project (Hakefile’), and start the buildihake).

« Setting the directory paths

Set the directory paths for the SDK include files and libraries.
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TABLE 7-5. Setting the Directory Paths

Novell SDK Directories

Novell SDK Vol.4 | include filesC:\SDKCD_4\CLIENT\INCLUDE
librariesC:\SDKCD_4\CLIENT\DOS\MSC

Novell SDK Vol.7 | include filesC:\SDKCD7\LEGACY\CLIENT\INCLUDE
librariesC:\SDKCD7\LEGACY\CLIENT\DOS\MSC

« Building the libraries

Prior to building the client utilities, you must build the libraries (routines
shared among client utilities) listed below:

TABLE 7-6. Libraries

Library Makefile
DFAM_X.LIB C:\CLIENT\LOGIN\DFAM_X.MAK
CLIFIL_L.LIB  |C:A\CLIENT\FILER\CLIFIL_L.MAK

« Building the executable modules

After the the libraries are built, build the following utilities:
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TABLE 7-7. Utilities

Utility Makefile

DLOGIN.EXE C:\CLIENT\LOGIN\DLOGIN.MAK
DLOGOUT.EXE | C:\CLIENT\LOGIN\DLOGOUT.MAK
DSETPASS.EXE | C:\CLIENT\LOGIN\DSETPASS.MAK
DLIST.EXE C:\CLIENT\LOGIN\DLIST.MAK
DGRANT.EXE C:\CLIENT\FILER\DGRANT.MAK

DREVOKE.EXE

C:\CLIENT\FILER\DREVOKE.MAK

DREMOVE.EXE

C:\CLIENT\FILER\DREMOVE.MAK

DTLIST.EXE C:ACLIENT\FILER\DTLIST.MAK
DRIGHT.EXE C:\CLIENT\FILER\DRIGHT.MAK
DLISTDIR.EXE C:\CLIENT\FILER\DLISTDIR.MAK
DNDIR.EXE C:\CLIENT\FILER\DNDIR.MAK

6. Copying the modules to an executable directory

Copy the executable modules made in Step 5 abov8¥8:\PUBLIC on the
NetWare server where the DFA gateway is installed (or will be installed).

You have now completed installation of the DFA client.

7.7 Installing the Agent Test Suite

Note: You do not need to install the agent test suite unless you do not plan to run
the DFA test suite.

This section describes how to install the DFA agent test suite on the DCE 1.2.2 reference
platform (IBM RS/6000).

Before beginning the installation, make sure that your system is using the following
software:

+ AlXversion 3.2.5 or later
« OSF DCE reference platform
The agent test suite source code is located under the following subdirectory:
dcel.2.2-root-difdce/src/test/systest/file/dfam/dfaagtp
To install the DFA agent test suite, do the following:
1. Building the executable modules
At
dcel.2.2-root-difdce/src/test/systest/file/dfam/dfaagtp
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in the ODE sandbox you created (see Chapter 4), executduté command
(with targetbuild_all) to build the following executable module:

TABLE 7-8. Executable Module Listing

Executable Module

dfaagtp

2. Execute thduild command (with targeinstall_all) to install the module built in
Step 1to the

your-install-dir'test/systest/file/dfam/dfaagtp

directory (whereyour-install-diris the directory designated in theiild install_all
command line or in th& OSTAGE variable in the

dcel.2.2-root-difdce/src/dce/Buildconf.exp
file).
3. Copying the modules to an executable directory

The module once built can be executed without moving it to some other location.
You may need to modify the configuration file so that it fits the actual environment.
See theDFA FVT User's Guiddor details.

You have now completed installation of the DFA agent test suite.

7.8 Installing the Gateway Test Suite

Note: You do not need to install the gateway test suite unless you do not plan to
run the DFA test suite.

This section describes how to install the DFA gateway test suite on your IBM PC/AT (or
compatible) system.

Before beginning the installation, make sure that your system is using the following
software:

+ MS-DOS version 5.0 or later
« Microsoft Windows version 3.1
And, in addition to the above, either the following combination:
+ Novell SDK Vol.4
« Watcom C/C++ version 10.0 compiler
or the following combination:
+ Novell SDK Vol. 7

« Watcom C/C++ version 10.5 compiler
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Note thatonly the above two combinations are allowed. Other combinations (such as, for
example, SDK Vol. 4 and Watcom 10.5 compiler) are not allowed.

To install the DFA gateway test suite, do the following:

1. Install Novell SDK and the Watcom C/C++ compiler in the root directory of C
Drive. The default names are used for the directory names.

2. Create a directory fanake

You must create a directory nam&FAGWTP immediately under the root of C
Drive.

3. Copy the files and directories under
dcel.2.2-root-dildce/src/test/systest/file/dfam/dfagwtp

to C:\DFAGWTP, made in Step 2. Note th#ite copying must be done in binary
mode C Drive should now have the following directory structure:

CA\ -—+— SOKCD A\ ((Wovell | SSDK Vol. 4)

I
+— WIATOOML  ((Widccom @+ 10.00)

+—— [DFAGWA\ -——- TTEST\ ((Gateeway Test SBuittes teest iittecms)
or (if you are using the second combination of software described above):

C\\ -—+— SDKCDA ((Wovell | SSDK Vol. .77)

I
+— WATOOM.  ((Widccom @+ 10.55)

+—— [DFAGWA\ -——- TTEST\ ((Gateeway Test SBuittee teest iittecms)

4. Setting an environment variable
SetQMKVER to “p”.
5. Building the executable modules
Do the following to build the executable modules:
a. Change directoryc(l) to C:\DFAGWTP.

b. If you use the Novell SDK Vol. 7 and Watcom C/C++ 10.5 compiler, modify
the C:\DFAGWTP\MAKEINIT file as described below.

The file before modification should appear as follows (lines to be changed
and deleted are indicated in the right margin; what the to-be-changed lines
should be changed to will be shown in the second example):

#
# mekeimitt ffiil lee foor makefiil lees crecateed witth QMK386
#
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#  Drreectiooriiees fioor thotth tthe WACOMIand NOVELL tooolss

#
wai386looc = C\\WWTOOM
nin@B6looc = CA\SOKAD 4NNLM\
ninn@B6hdr = $(minEB6Io0C)NNOVH
ninn@B6In = $(MinMEB6ICOC)NNOV

ninn@B6li itb = $(wat3386lo0c)LLIEB386;EH(mat3386l00c)LLIEE386

#

# Defiime thiss mEcra witth your copyriigght ssteateement

#

#eopyriigght = (©) Copyriigght 1199x NONAME |imc. AN RRigghtss Reserwed.

#

# Mzxreos thhat goimt ttoo variicous taoolss wel Il meed too comyil lee

#
wec386r = WIL386
wec386p = WIL386P
wec386 = $(wec386r)

lfimkr = WINK
lfimkp = WINWKP

liimker = $( 1 imkr))

ninmilimker = $(minTEB6Icoc) NNOVBINUNNLMLINNKR
ninmilimkp = $(MinEBGIcoc)NNOVBINUINNLMLINNKP
ninmilimker = $(min imka)

ninmpackr = $(minrEB86lcoc) NNOYBINNINNLIMPACK
ninmpackp = $(minrEB6lcoc) NNOYBINNWNNLMPACKP
ninnack = $(minmpack))

imc_386 = $(minmBB6hdr))

liitb_386 = $(minm&B6Ii i)

code_386 = $(wat3386looc)HBINNZ86WIELFEXE
li ibbraariiean = $(wat3386lcoc)BINNBWUIE

#

# NLM Importt Ml lees

#

#staarttwp = $(mInEB6inmp)\\presluude.cobj

cli iobinmp = $(minmBB6InM\\CLIEB.| INVIP

dliii inngp = $(minmEBGINEY\TTLL. .| INVIP

aiooinmp = $(mMinEB6INTE)\\AAICD! INVP

sockli itbinmp = $(minmBBGInM\\SSOKLIEB.| NP
matthli ibbinngp = $(minnEB6Inm)\\NVATHLIEB.| INVP
dsapii inp = $(minnEBGINMY\\DSAP!. .| INVP
nutiinmp = $(MInEBGinm)\\NNVENUT.| INVIP
applecinmp = $(MinmEB6InNME)\\AAPPLETLK | INVIP

# loocatiioon of 386 real mude compil leer
# loocatiioon of 386 proteecteed compl leer
# verssioon we want tto use

# loocatiioon of rreeal made i imker

# loocatiioon of porateecteed i imker

# verssicon we want ttm use

# loocatiioon of rrecal nmade Nowvell | | li imker
# loocatiioon of poroteecteed Nowvel | | i innker
# verssicon we want tto use

# loocatiioon of rreeal mude NLM aompreessiocon utiil i it tyy
# loocatiioon of proteecteed NLM anmpreessiocon utiil i it tyy
# loocatiioon of NNLM aompresssiocon utiil li it tyy

# loocatiioon of iimnclwde fiil lees

# loocatiioon of |liitbraariiees fiil lees

# loocatiioon and name of ccode generaatoor
# loocatiioon of |li ibbreariisan

# trhe cliibb inmportt il lee

# trhe tlii i inmportt ffii lee

# tthe aico inmportt ffiil lee

# trhe socketliibb inmportt ffiil lee

# tthe matth I ibbrearyy inportt 7l lee
# the NDS iportt ffii lee

# the NVEBWUT inortt 7 lee

# the ApplesTalkk inmportt ffii lee

| change 1

| change 2

| change 3
| delete

|
| change 4

| change 5

The file after modification should appear as follows, where lines that have
been changed are indicated in the right margin:

January 22, 1997
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Novell I 'ss NLM SK v3.001

# oW O® K ¥ O R

wai386looc = C\\WIWTOOM
ninn@B6looc = C\\SSOKCDANLM

ninn@B6hdr = $(MinEB6Io0C)NNOVH
ninn@B6In = $(MinMEB6IcOC)NNOM

mekeimitt ffiillee foor mekefiil lees crecateed with QMK386

D reectiooriiees foor hotth tthe WWOOMIand NOVELL tooolss

nin@B6li ith = $(watB86loc)LLIEB386;3H(Wal3386l00C)LLIEBISE\NNETVWIRE

#

# Defiime thiss mEcra witth your copyriigght ssteateement

#

#eopyriigght = (©) Copyriigght 1199x NONAME |imc. AN RRigghtss Reserwed.

#

# Mzxros thhat poimt ttoo variicous taoolss wel Il meed too comyl lee

#
woc386r = WIL386
#woc386p = WIL3B6P
Woe386 = $(woc386r))

lfimkr = WINNK

liimkp = WINNKP

liimker = $(i imkr)

ninmlimkrr = $(minTEB61ooc) TTOALSNALMLINNKR
ninmlimker = $(mini imk)

ninmackr = $(minr@B6looc) TTOQLSWNLMPACK
ninmackp = $(minr@B6looc) TTOQLSWNLMPACKP
ninngack = $(minmpack))

imc_386 = $(minmBB6hdr))
liitb_386 = $(minmEB6Ii i)

#code_386 = $(mat3386l00c)BBINVGIBEWIIEL FEXE

li ibbreariican = $(wmai386lcoc) BINBWIIE

#

# NLM Importt FFi lees

#

#steartiup = $(minEB6inT) \preslude.cobj

cli ibbinmp = $(minyBBGInME\\CLIEB] INVP

il i = $(rIEBGIME)\TTLL. | NP

aicoinmp = $(minvEBGINME\\AAID! INVP

sockli ibbinmp = $(minyEBGinmH\SOOKLIE NP
mthli icbinmp = $(minySBGinmE)\ATHLIES INVP
dsapii inmp = $(minnEBGINME\IDSAPL. | VP

nuti inmp = $(MinySBGinmE\ \N\WEBIUT| NV
applesinmp = $(minvEBGINMEH\AAPPLETLK INVP

7-16

# loocatiioon of 386 reeal nmude compl leer
# loocatiioon of 386 proteecteed compl leer
# verssicon we want tto use

# loocatiioon of rreeal made i imker

# loocatiioon of porateecteed li imnker

# verssioon we want ttm use

# loocatiioon of rrecal nmade Nowvell | | li imnker
# verssioon we want ttm use

# loocatiioon of rreeal mude NLM aompreessiocon utiil i it tyy
# loocatiioon of proteecteed NLM anmpreessiocon utiil i it tyy
# loocatiioon of NNLM aompresssiocon utiil li it tyy

# loocatiioon of iimnclwde fiil lees

# loocatiioon of |liitbraariiees fiil lees

# loocatiioon and name of ccode generaatoor
# loocatiioon of |li ibbreariisan

# trhe cliibb inportt il lee
# trhe tlii i inmportt ffii lee

# tthe aico inmportt ffii lee

# tthe socketliibb inmportt ffiil lee

# tthe matth I ibbreeryy inportt 7 lee
# the NDS iortt ffii lee

# the NVEBIUT inortt il lee

# the ApplesTalkk inmportt ffii lee

| changed 1

| changed 2

| changed 3

|
| changed 4

| changed 5
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c. lIssue the following command to build the modules:
WMAKE /F DFAGWTP.MKF

The executable modules are placed in the current directory. The executable
module and the matched makefile are as follows:

TABLE 7-9. Libraries

Executable Module | Makefile
DFAGWTP.NLM DFAGWTP.MKF

6. Copying the modules to an executable directory

a. Create the following two directories on the NetWare server where the DFA
gateway test suite is installed (or to be installe@FAGWTP under
SYS\SYSTEM, andTEST underSYS\SYSTEM\DFAGWTP.

b. Copy the following files to the following destinations:
TABLE 7-10. Files to Copy

File Destination

DFAGWTP.NLM SYSASYSTEM\DFAGWTP\
DFAGWTP.CFG SYSASYSTEM\DFAGWTP\
DFAGWTP.FVT SYSASYSTEM\DFAGWTP\

All the files under SYSA\SYSTEM\DFAGWTP\TEST\
C\DFAGWTP\TEST

You have now completed installation of the DFA gateway test suite.

7.9 Installing the Client Test Suite

Note: You do not need to install the client test suite unless you do not plan to run
the DFA test suite.

Note: The DCE 1.2.2unintegrated archive contains a number of files for the
client test suite which incorporate bug fixes made too late in the DCE 1.2.2
release process to be included in #re tree. (The problem is documented
in DCE defect report 13440, which can be found in the DCE defects
database, located in the

dcel.2.2-root-difproject/defect.summary

directory.) To incorporate the fixed versions, you should copy the contents
of the
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dcel.2.2-root-difunintegrated/src/test/systest/file/dfam/dfacltp/answer

directory to:
dcel.2.2-root-difdce/src/test/systest/file/dfam/dfacltp/answer

beforebuilding the DFA client test suite.

This section describes how to install the DFA client test suite on your IBM PC/AT (or
compatible) system.

Before beginning the installation, make sure that your system is using the following
software:

+ MS-DOS version 6.2
« Microsoft Windows version 3.1
+ Novell SDK Vol.4 or Vol.7
« Microsoft Visual C++ version 1.0 or later
To install the DFA client test suite, do the following:

1. Install Novell SDK and Microsoft Visual C/C++ in the root directory of C Drive.
The default names are used for the directory names.

2. Creating a directory famake

You must create a directory nam&FACLTP immediately under the root of C
Drive.

3. Copy the files and directories under
dcel.2.2-root-dildce/src/test/systest/file/dfam/dfacltp

to the directoryC:\DFACLTP created in Step 2 above. Note thiae copying must
be done in binary modeC Drive should now have the following directory
structure:

CA\ -—+— SOKCD A\ ((MWovell | SSDK Vol. 4)

I
+— W/ ((NMecraosoftt Wissual GCH)

I
+—— MFACLTA\ -—+——- TTEST\ ((Clieent TTest Buittee teest iittecms)

I
+-— ANSMR ((@lieent TTest Suittee oraaclees)

or:
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C\\ -—+— SDKCDA ((Wovell | SSDK Vol. .77)

I
Ea—' Ve | ((NMecraosoftt Wissual GCH)

I
+—— DFAQLTP\ -—+—— TTEST\ ((@liieent TTest Suittee tecst iitteems)

I
+-— ANSMR ((@lieent TTest Suittee oraaclees)

4. Building the executable modules

To build the executable modules, you must start Microsoft Visual C++ in
Windows, setup the directories (from the Options menu, choose Directories), open
a project (“‘makefile’), and start the build hake).

« Setting the directory paths
Set the directory paths for the SDK include files and libraries

TABLE 7-11. Setting the Directory Paths

Novell SDK Directories
Novell SDK Vol.4 | include filesC:\SDKCD_4\CLIENT\INCLUDE
librariesC:\SDKCD_4\CLIENT\DOS\MSC

Novell SDK Vol.7 | include filesC:\SDKCD7\LEGACY\CLIENT\INCLUDE
libraries C:\SDKCD7\LEGACY\CLIENT\DOS\MSC

« Building the libraries
The executable modules and their matched makefiles are as follows:

TABLE 7-12. Executable Modules and Makefiles

Executable Module | Makefile

DFACLTP.EXE C:\DFACLTP\DFACLTP.MAK
WAIT.EXE C:\DFACLTP\WAIT.MAK
SHELL.EXE C:\DFACLTP\SHELL.MAK

5. The built module can be executed without moving it to another location. Run the
client test suite oi€:\DFACLTP .

You have now completed installation of the DFA client test suite.
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7.10 Directory Structures

Figure 7-1. DFA Source Code Tree Structure
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I Il Il Il
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7.10.1 DFA Client Machine Build Environment Structure

If you build the entire DFA (gateway, client, gateway test suite, and client test suite), the
build environment on the client machine should have the following structure (using
Novell SDK Vol.4 and Watcom C/C++ 10.0 compiler):

Figure 7-2. DFA Client Machine Directory Structure (with SDK Vol.4 and Watcom 10.0)

c\
I

.H.

I Il Il Il Il Il Il
SDKCD A\ WWTOOMI MBSO GATEWM  CLENT DFAGWP\  [DFACLTP

| Il Il
———t———  TTEST\ -t

I Il Il Il
LOGN  FFILLER.  TTEST\  AANSWR

If you are using the Novell SDK Vol.7 and Watcom C/C++ 10.5 compiler, the client
machine’s build environment should have the following structure:

Figure 7-3. DFA Client Machine Directory Structure (with SDK Vol.7 and Watcom 10.5)

c\
I

.H.

I Il Il Il Il Il Il
SDKCDA  WWIOOM MBSO  GATEWM  CUENN [DFAGWR  [IDFACLTA

| Il Il
———t———  TTEST\ -t

I Il Il Il
LOGNM  FFILLER.  TTEST\  AANSWR
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7.11 DFA Usage

The following subsections describe how to maximize your DFA power and functionality.
A list of “Frequently Asked Questions” concludes this section.

7.11.1 Recommended Practices

The following sections describe various recommended uses for DFA.

7.11.1.1 Company-wide Document Sharing

DFS is one of the most practical solutions for document sharing among physically
separated office locations when security and performance are serious considerations. On
the other hand, NetWare, a PC-based network operating system, is widely used as an
office-wide network system. DFA can combine a world-wide network with the office-
wide system, and allow NetWare users to access files located at different office locations
without having knowledge or experience of DFS.

7.11.1.2 Secure File Sharing with UNIX Server WS and PC

When you build a system where PCs use resources stored on UNIX server machines, you
must furnish a means to access the files on the UNIX machines from the PCs. One of the
key issues for such a system is user authentication of these PC-to-UNIX accesses. DFA
enables PC users to access UNIX machines while retaining their access rights.

7.11.1.3 Interchanging theApplications on UNIX and PCs

7-22

The strength of UNIX applications lies in the manipulation of large masses of data, while
PCs are good at, for example, formatting presentation slides. DFA can combine the
strengths of both kinds of application, allowing PC users to pretty-print data processed
by UNIX machines.
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7.11.1.4 Centralization of Physically Distributed Office Data

If office locations are physically scattered, and the distributed data needs to be centrally
collected and processed, DFA can easily be used to build a system where applications do
not have to bother about data location.

7.11.2 Non-Recommended Uses

The following sections describe various uses thanategecommended for DFA.

7.11.2.1 Sharing Database Files

Since DFA copies the entire target file from the DFS client to the NetWare server, it
suffers from processing overhead when used to access small portions of huge files. In
addition, there is no record locking mechanism between users on different NetWare
servers. Thus DFA cannot be used to share database files that require such a mechanism.

7.11.2.2 File Sharing in a Small PC Network

In a small PC network system that shares files only among PCs, using NetWare alone is
more effective than accessing the files via DFA.

7.11.3 DFA Characteristics

The following sections describe various characteristics of DFA operation that may be of
interest.

7.11.3.1 Performance

Because DFA employs a gateway-based mechanism, it is less effective tharadoess
to a NetWare server and DFS. DFA overhead is affected by network speed, machine
performance, and the options set for the gateway.
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7.11.3.2 Security

NetWare users and DCE users are mapped at a DFA gateway. DFA handles user
authentication to DCE by using the DCE passwords stored on the NetWare server. Since
these passwords can be accessed by any SUPERVISOR-equivalent users, the NetWare
server on which the DFA gateway is located must be situated in a logically and
physically secure pice.

7.11.3.3 Compatibility

DFA allows DOS/Windows applications to access DFS with the same operations as they
would use to handle a NetWare volume. Although almost all DOS/Windows applications
can access DFS, there are a few applications that cannot handle DFS, and some functions
are incompatible. See Section 7.14, “DFA Restrictions”, for details.

7.12 Tips for Better DFA Performance

The following sections describe various ways in which you can improve DFA
performance.

7.12.1 Network and DFS Configuration

7-24

The following recommendations apply to various general characteristics of the network
and Distributed File Service (DFS) configuration in which DFA is used:

« DFS client and gateway

To minimize the overhead of a gateway-based method, a high-speed LAN is
recommended for connecting a DFS client with a NetWare server.

- Wide area connection

To take advantage of DFS caching, we recommend using DFS for the wide area
connection using lower speed lines.

+ Replica

We strongly recommend using the DFS replica for sharing read-only files over the
wide area connection.

« Mount point

To lessen network load, the DFS mount point defined in the gateway should be
limited to a minimum set.
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7.12.2 Tuning the NetWare Server

The following sections describe various ways in which you can fine-tune a NetWare
server's DFA performance.

7.12.2.1 Estimating Volume Size

The gateway volume holds a temporary copy of every opened file. Therefore the gateway
volume must have enough space to hold copies for all files open at any given time. In
addition, it is recommended that the gateway volume have a work area of the same size
as that reserved for the open files. Thus the recommended volume size is calculated by
the following formula:

Volwme sizze = (maxinmum mumiter of |loogin userss) **
(average nuniter of ttthe opened fiillees per wser)) *
(aaverage fiillee sizze) * 2

You will need to adjust this formula in accordance with the actual system used.

7.12.2.2 DirectoryDepth

The default value for the directory depth on a NetWare server is 25. You can change this
(to any value between 10 and 100) by using BteT utility in STARTUP.NCF. If the
directory depth under your DFS mount point is greater than 25, you will need to set a
deeper value. As a rule of thumb, the value you should set will be equal to the directory
depth under the DFS mount poirglus the estimated maximum directory level built
under the deepest directory.

You should be aware that some DOS/Windows applications set their own limitations on
the directory depth and pathname length. In such cases, you caMARBeEROOT to
shorten the appearance of the directory depth.

7.12.2.3 Additional Memory

Besides the memory required to run a NetWare server, you need to allocate extra
memory to run the gateway. The amount of additional memory required is given by the
following formula (assuming a typical gateway installation):
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Extrrea memuny (KKB—= (%500 + 30
* (mumiter of ssinmulttzaneous lloogim userss)
+ 30
* (mumiter of ssinmulttzaneouslyy opened fiil lees)))

7.12.3 Tuning the DFS Client

The following sections describe various ways in which you can fine-tune a DFS client’s
DFA performance.

7.12.3.1 Data Cache

In order to allow large numbers of files to be cached simultaneously, we recommend that
the cache size be greater than the total size of the frequently accessed files.

7.12.3.2 Status Cache and Name Cache

We recommend that the size of the status cache and hame cache be greater than the total
number of files and directories under the DFS mount point.

7.12.3.3 Additional Memory

In addition to the memory used to run a DFS client, the DFS client needs to allocate extra
memory for the agent programs. As a rule of thumb, the size of the extra memory is given
by the following formula (the size depends on the installed DCE):

Extrrea memuny (WB—= (30 + 10
* (mumiter of connecteed gateeways)

+5
* (mumiter of ssinmulttzaneous lloogim userss)))
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7.12.4 Optional Gateway Parameters

You can set three parameters to tune the gateway:
« Copyback delay parameter
« File-sparsing delay parameter
« Directory synchronization parameter

These parameters can be set independently; they are described in more detail below.

7.12.4.1 Copyback Delay

When a user closes a file, the gateway stores the file back to DFS. This is called
“copyback.” The copyback delay parameter specifies the waiting time for the copyback
(i.e., the period during which the file remains on the gateway volume). If you reopen the
file before it is copied back to DFS, the copy remaining on the gateway volume will be
reused instead of the original being fetched from DFS. The copyback delay parameter is
useful in reducing overhead in particular for applications that repeatedly open and close
files. We recommend that the copyback delay time be set between several seconds and
10 seconds.

7.12.4.2 File-Sparsing Delay

When the copyback is completed, the file is “sparsed”, to reduce the disk space it
occupies, until it is opened again. The file-sparsing delay parameter specifies the amount
of time to wait before sparsing the file. This wait period will reduce file access overhead,
because if the file is accessed within the waiting period, the file on the gateway volume
will be reused instead of the file being fetched again from DFS. However, keep in mind
that the the counterpart (“original”) file on DFS is locked during the sparse delay period,
during which other gateways will not be able to access the file. We recommend that the
value of this parameter be between one and several minutes.

7.12.4.3 Directory Synchronization

DFA periodically copies the DFS directory structure to the gateway volume to maintain
consistency between the two. This is called “directory synchronization.” The directory
synchronization parameter specifies the interval of time to elapse between
synchronizations. Since all files and directories under the DFS mount point are checked
during directory synchronization, overly frequent synchronization will create
unnecessary loading at the DFS client. The optimum value for this parameter depends on
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the frequency of file creations/deletions: set several minutes if files are frequently created
and deleted, several hours if files are less frequently created and deleted.

7.13 Tips for Easier Usage

The following sections describe various ways in which you can make DFA use more
convenient.

7.13.1 Setting the NetWare Environment

« Automatic login via Login script

You can automatically enter DCE if you set a DCE login command in the NetWare
login script.

- Timezone of the NetWare server

If you fail to properly set the NetWare timezone, DFA cannot read the make time of
the DFS files.

7.13.2 Optional Gateway Parameters

« Time synchronization

You can select whether or not to adjust the NetWare clock to the time on the DFS
client at every login. We recommend that this parameter be set, in order to guarantee
that DFA properly reads the make time of the DFS files.

7.14 DFA Restrictions

The following sections describe various restrictions on DFA operation.

7.14.1 Unusable DOS Commands

Currently the following DOS commands have been reported as unusable via DFA:
- ATTRIB
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If used, an improper result may be returned, or a system malfunction may occur.

7.14.2 Unusable NetWare Commands

Do not use the NetWare commands supplied for file manipulation. If you do, there may
be adverse system consequences.

7.14.3 Unusable Functionality

The following functionality is currently not usable via DFA:
« DOS/Windows
Currently the following DOS/Windows APls are reported as unusable via DFA:
« Record locking among users on different NetWare servers
Record locking is effective within the same gateway.
« Operations related to file attribute
An improper result may occur.
« Salvage of the gateway volume
The salvage function is not usable, or the salvage may be improperly performed.
- NetWare
Currently the following NetWare functions are reported as unusable via DFA:

« Account

Since a file is temporarily stored on the NetWare server, dlceounting
information may not baccurate.

7.14.4 Incompatibility with NetWare

Complete DFA compatibility is not guaranteed for the following operations:
« Deletion of a file being opened

A file being opened by a gateway can be deleted from other gateways.

January 22, 1997 -29



DCE Release Notes

7.14.5 DFS-Related Restrictions

The following DFS restrictions are also reflected in DFA:
« Deletion of replicas

When replica files are deleted, the maximum number of the replica files you can
delete at a time is limited (see DFS documents for details).

7.14.6 NetWare PC Client Configurations Supported by DFA

DFA supports VLM clients in Bindery Emulation mode, but only with NetWare 3.12.
DFA supports Windows 95 clients running Novell Client16 (VLM).

DFA support for Windows 95 clients running Novell Client32 (VLM) has not yet been
tested, but it is expected that this will work.

DFA support for Windows NT clients running Novell Client for NT has not yet been
tested, but it is expected that this will work.

DFA does not support NETX clients on MS-DOS or MS-Windows 3.1x.
DFA does not support VLM clients in NDS mode.

DFA does not support Macintosh computers running MaclPX or MacNDS.
The following client software versions are capable of interoperation:

DFA Agent AlX version 3.2.5 (or later)
DCE version 1.0.3 (or later)

DFA Gateway MS-DOS 5.0 (or later)
NetWare Server 3.12

DFA Client MS-DOS 5.0 (or later)
NetWare Client 3.12

No enhancement of the DFA functions or the scope of the targeting software/hardware
configurations on DCE 1.2.2 is planned for DCE 1.2.2. Only bug fixing will be done on
DFA forDCE 1.2.2.

7.15 Frequently Asked DFA Questions

Following are some frequently-asked DFA guestions (and answers):
Q1 Can | use the files on other NetWare servers?

Al No, you cannot. DFA allows you to share only the files in DFS; i.e., the files to
be shared must be placed in DFS.
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Can | share a printer?

No, you cannot. DFA does not provide a printer sharing function.

How do the number of gateway users and the number of NetWare users affect the
maximum number of DFA users?

Whichever of the two (gateway users or NetWare users) is the smaller will be the
maximum number of DFA users.

What is “copyback”?

A gateway volume temporarily keeps copies of all currently-opened files. When
a user closes such files, gateway copies the files back to DFS. This is called
“copyback.”

Is DFA compatible with NetWare 3.117?

No, DFA is not guaranteed to run on NetWare 3.11.

How does DFA enforce security?

The DCE passwords stored in the NetWare server are accessible only in
SUPERVISOR mode (assuming that the server is logically and physically
secure). When the gateway sends a DCE password to the agent on the DFS
client, the password is encrypted using a one-time key. Whenever a password is
encrypted, the encryption key is newly generated from a random number.
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7.16 Distributed File-Access (DFA) Porting Information

The Distributed File-Access (hereafter abbreviated as DFA) software package distributed
by OSF with DCE 1.2.2 does nhot contain any modules for encrypting and decrypting user
IDs and passwords. The following sections describe how you should attach your
encryption/decryption modules to DFA.

7.16.1 DFA Agent

The following sections describe how to add encryption/decryption modules to the DFA
agent.

7.16.1.1 Encryption/Decryption Modules

The DFA agent's login function allows you to have multiple encryption/decryption
modules, and thus use different sets of encryption/decryption methods to encode/decode
IDs and passwords. To administer the encryption/decryption methods, DFA uses:

« An encryption protocol numbep identify each encryption/decryption method

« A table of pointers, by means of which the encryption/decryption functions are
accessed

DFA determines the encryption/decryption method to be used by referring to the
encryption protocol number (see Section 7.16.3, “Encryption Protocol Numbers”,
below) before login.

7.16.1.1.1 Prerequisites

In the following sections, it is assumed that the following things are true:
« The DFA agent files reside under the following directories on the AlX platform:

+ Headers
dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/h

« Source codedfaagt)
dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/dfamagt

« Source codesgtdfakey)
dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/setdfakey

7-32 January 22, 1997



Distributed File-Access (DFA) Release Notes

- You have built the executable files in the ODE environment.

7.16.1.1.2 Changes to agt_login.c

For the AIX reference platform, the tablecrypt tbl) which contains the
encryption/decryption module functions is found in:

dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/dfamagt/agt_login.c

To add a new encryption/decryption module, you must add a new pair of adaptor
functions (which handle the differences between the function interfaces) to the table. The
registration of the adaptor functions in the table must be in ascending order of the
encryption protocol numbers.

Users must furnish the adaptor functions in the following formats. The encryption
function has the following fully-defined prototype:

voidd cryptfundchar *diatea, wnsiggned loong dataaleen, wnsiggned loong mitey(]]);;

—where cryptfunc is an arbitrary function name. This function usexkey as an
encryption key, and encodes the data pointed tddty. datalen indicates the number

of bytes to be encrypted, and the encrypted data will be written to the area pointed to by
data, overwriting the original data.

The fully-defined prototype for the decryption function is as follows:
voidd decryptfunécihar *dlatea, wnsiggned lcong dataaleen, wnsiggned lcong mitey(]]);;

— where decryptfuncis an arbitrary function name. This function usedkey as a
decryption key, and decodes the data pointed tddig. datalenindicates the number of
bytes to be decrypted, and the decrypted data will be written to the area pointed to by
data, overwriting the original (encrypted) data.

The execution steps of an adaptor function are as follows:

1. Convert the input values mkey, data, datalen) so that the provided
encryption/decryption functions can handle them.

2. Execute the provided encryption/decryption functions.
3. Convert the results of Step 2 into ttata format.

The data structure, which should not have to be changed, is defined (for the AIX
platform) in:

dcel.2.2-root-dildce/src/file/dfam/agent/RIOS/riosww/h/agt_crypt.h
The definition is as follows:
strruct dd_cinypt ol {
imt wcnyptttype; /P> ttthe encryyptiicon pratcocel murier *//
voidd (*enyp)(();;  //* the poimteer tto trhe encryyptiioon fuinctiioon */

voidd (dlecrypt))(();; //* ttthe poimteer tto thhe decmyyptiioon functiioon */
Jonypt_tol[ [m;;
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—wheren is the number of crypto types available. (For further detailemypttype, the
encryption protocal number, see Section 7.16.3, “Encryption Protocol Numbers”,
below.)

As mentioned above, the encryption/decryption module table format is defined (for the
AIX platform) in:

dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/dfamagt/agt_login.c

You must re-define this table to add encryption/decryption modules to DFA. The table
has the scheme shown in the following pseudo C fragment:

strruct o _cryypt  thl conypt  tbl[[]] = {
{®x00000000, unifunc, Dumifuncy,,

>>> Add an adaptor function here (the encryption protocol
>>> numbers must be arranged in ascending order)

{COXAFFFAFFFFE,, NNULL, NNULL}
b

For example, if you were to addMulti0 ” as a new encryption module, you would
define the table format as follows:

strruct dd_cnypt ol conypt tol[[]] = {
{®x00000000, Dunifunc, DumFunc},,
{®x00000002, EEncnyptibyMult tiiCo, [ecryyptibyMult ti i00},,
{Coxff AT, NNULL, NNULL}

k
where:
0x00000002 is the encryption protocol number
EncryptbyMultiO is the encryption adaptor function
DecryptbyMultiO is the decryption adaptor function

7.16.1.1.3 Define Prototype

The following modules need the prototype definition to use the adaptor functions
provided by the users:

« dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/riosww/dfamagt/agt_login.c
Needs prototype definition for encryption and decryption functions.
« dcel.2.2-root-difdce/src/file/dfam/agent/RIOS/rioswwi/setdfakey/agt _sdk.c

Needs prototype definition for encryption function.
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7.16.1.1.4 Changes to Numeric Data Format of Encryption Key

In order for DFA to share the same encryption key between NetWare (DFA gateway) and
UNIX (DFA agent), you may need to make some adjustments in the numeric data
representation (e.g., big-endian/little-endian).

7.16.1.2 Error Numbers

DFA was developed on Hitachi’'s HI-UX, and you may need to modify the DFA error
numbers when porting DFA to a different platform. DFA, however, can handle the IBM
AIX error numbers; you do not need to make any modifications if you are porting DFA to
an IBM AIX system or any other system that uses the same error numbers.

Errors that are not supported by HI-UX but are supported by your target platform must be
mapped to other appropriate HI-UX error numbers.

When making changes to error number mapping, the files you will need to modify are:
« dcel.2.2-root-dildce/src/file/dfam/agent/RIOS/riosww/dfamagt/errno.c
This is the module which converts error numbers.
+ dcel.2.2-root-didce/src/file/dfam/agent/RIOS/riosww/h/hi_err.h
This header file contains the HI-UX error numbers.

The following code fragment shows how you modéfyrno.c:
f~ Change ENOOONNECT imtoco HI_ECONNRE-USED %/
case ENOOONNECT:

*errrmo_OUT = HI_ ECONNRE-USED;
reetwurm TRUE

7.16.2 Gateway and Client

The following sections describe how to install an encryption module in the DFA gateway
and client.
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7.16.2.1 Prerequisites

The following sections assume that the DFA gateway and the DFA client have been
properly installed as described earlier in this chapter. Hereafter, “gateway directory”
signifies the directory where the DFA gateway was installed, and “client directory”
signifies the directory where the DFA client resides.

For the details of DFA installation, refer to Sections 7.4 - 7.6 (for the agent, gateway, and
client), and 7.7 - 7.9 (for the tests) above.

7.16.2.2 Howto Add the Encryption Module

Since the DFA gateway and the DFA client share the same encryption module, and the
DFA client uses the encryption source code in the gateway directory, you only need to
modify the encryption source code in the DFA gateway.

The steps to install the encryption module are as follows:
® Add Encryption/Decryption Functions

Since the DFA source code shipped from OSF does not contain
encryption/decryption functions, you must add encryption/decryption modules.
Among the functions to be added, the ones used by the adaptor function and the

master key generation function (to be mentioned below) need a prototype
definition.

If you want to make the encryption/decryption module an independent and
differently-named module, you must add the module name to the proper
makefile.

For example, The following steps show how you should add a file named
newfilec (containing a new encryption/decryption module you wish to add) to
the DFA gateway and DFA client makefiles:

« Gateway makefile
1. Use atext editor to opdDFA.MKF in the gateway directory.
2. Add the following line:

objlIsst = $+$(wbijl Isst) )%~ newfileobj
between the following two lines:
objl Isst = $+$(wbijl Isst) - EDIFRSYNCobj

objl Isst = $+$(abjl Isst) )5-$(sstearttup)
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- Client makefile
1. Start Microsoft Visual C++.

2. Select “Open...” from the “Project Menu”, and opeaisetpass.makn
the client directory.

3. Select “Edit...” from the “Project Menu”, and display the edit screen.
This screen shows the files to be compiled and linked.

4. If you want to append a file:

(a): Set a directory name to “Directories:” to specify the directory
where the file to be added resides (this operation will list the
source files registered in the directory designated by “File
Name:”); then:

(b): Move the cursor to the target file name, and double-click the
mouse. The selected file will be added to “Files in Project.”

5. If you want to delete a file, move the cursor to the target file in “Files
in Project,” then press the “Delete” button.

6. When you have completed editing, press the “Close” button to exit
the text editing. If you want to undo the entire operation, press the
“Cancel” button.

(ii) Modify the Encryption/Decryption Function
The adaptor routines for encryption/decryption are found in
dcel.2.2-root-difdce/src/file/dfam/gateway/gencrypt.c
The functions have the following names:
fnSetEncryptData() Adaptor function (encryption)
fnGetDecryptData() Adaptor function (decryption)

In DFA as supplied with DCE 1.2.2, which does not have the
encryption/decryption modules, the adaptor functions receive and send a
plaintext file.

You will need to add the process to invoke the encryption/decryption routines to
each adaptor function.

(@ Description ofnSetEncryptData()
The source for this function is found in:
dcel.2.2-root-difdce/src/file/dfam/gateway/gencrypt.c

fnSetEncryptData() encrypts the designated character string, and
returns (in memory pointed to bgbyEdata) an encrypted character
string. There is no return code.
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TABLE 7-13. Parameters for fnSetEncryptData()

Name Type In/Out | Description

auiSkey unsigned long * | in encryption key

pbyData unsigned char * | in data to be encrypted (plaintext)
iLen int in data length (bytes)

pbyEdata | unsigned char* | in/out pointer to the encrypted data

Note: The caller of this routine must have enough data space to store the
encrypted data.

If you add new processing timSetEncryptData(), you should do so according to the
following scheme:

#imcllwde <strriimng.Hh>

voidd fmSetEEncnyptDatea( auiSSkey, pbyDatea, iilLen, pbyiEdata )
unsiggned loong  auiSSkey[2];;
unsiggned clhar  *pbyDataa;

imt iiLLen;

unsiggned clhar  *pbyEdataa;

{

auisSkey[0] = auiSSkey[®];; <---Delete these lines

memupy( pbyiEdataa, pbyData, iilLen );; <---

>>>
>>> Add statements here
>>>

restwrm;

(b) Description ofnGetDecryptData()
The source for this function is found at:
dcel.2.2-root-difdce/src/file/dfam/gateway/gencrypt.c

fnGetDecryptData() decrypts the encrypted string, and returns (in
memory pointed to bybyPdata) the plaintext data. There is no return
code.
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TABLE 7-14. Parameters for fnGetDecryptData()

Name Type In/Out | Description

auiSkey unsigned long * | in decryption key

pbyData unsigned char * | in data to be decrypted

iLength int in length of the decrypted text (bytes)
pbyPdata | unsigned char* | i/o pointer to the decrypted data

Note: The caller of this routine should calculate the length of the decrypted data.

If you add new statements faGetDecryptData(), you should do so according to the
following scheme:

#imcllwde <strriimng.Hh>

voidd fmGetDecryyptDatea( auiSSkey, pbyDaica, iilLengtth, pbyPdata )
unsiggned loong  auiSSkey[2];;

unsiggned clhar  *pbyDataa;

imt iiLLengthh;

unsiggned clhar  *pbyPdataa;

{

auiSskey[®0] = auiSSkey[];; <---Delete these lines
memgpy( pbyEdatea, pbyData, iilLengtth );; <---

>>>

>>> Add new statements here
>>>

restwrm;

(i) Add Encryption/Decryption Modules to the Master Key Generation function

The DFA administration utility DFAADM.NLM ) uses the master key
generation function (defined inadmagt.g see below for the location of this
file), which synchronizes the master key between the DFA gateway and the DFA
agent. Since DFA as supplied with DCE 1.2.2 simply returns the fixed value, you
will need to add to this file calls to the encryption/decryption functions. How to
do this is explained below.

(@)

January 22, 1997

Description oMakeMasterKey()
The source for this function is found at:
dcel.2.2-root-difdce/src/file/dfam/gateway/uadmagt.c

MakeMasterKey() converts the designated character string into an
encryption key, and returns the key (in memory pointed to by
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aszMkeystr) as a master key character string. There is no return code.
TABLE 7-15. Parameters for MakeMasterKey()

Name Type In/Out | Description

pszKeystr BYTE* | in character string (1 - 8 characters) to
be used as a seed for the master key

aszMkeystr | BYTE* | in/out pointer to the character string (the mast
key in hexadecimal format). The first an
the last 4 bytes are apes

[SHO)
@®

If you add new statements tdakeMasterKey(), you should do so according to the
scheme shown in the following pseudo C code fragment:

#imclwde <stddico.rh>

voidd MekeMssteerikey( mpszKeystrr,, gpszMieystrr ))
BYTE *pszKeystrr;;

BYTE *pszMieystrr;;

{

mamgpy( (pbyEdatea, pbyDatze, iilLengtth );; <ee
pszKeystrr = psziKeystrr;; <---Delete these lines
spriimtff((pszMieystrr,, "dleadbeef deadbeef™));; <---

>>>

>>> Add new statements here
>>>

restwrm;

(iv) How to Add/Change the Encryption Protocol Number

In DFA as supplied with DCE 1.2.2, the encryption protocol number is set to the
dummy value 0 (see Section 7.16.3, “Encryption Protocol Numbers”, below for

details). You will need to set an appropriate number corresponding to the
encryption scheme you will employ.

The protocol numbers as currently assigned by Hitachi are defined in:
dcel.2.2-root-dildce/src/file/dfam/gateway/dfamdef.h

The current definitions are as follows:

#defiime CIFPHER NONE 0
#defiime CIFPHER MUWTI2 1
#defiime CIFPHER MUWTIMD 2
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#defiime CIFPHER OSF 3

(See Section 7.16.3, “Encryption Protocol Numbers” below for the meanings of
the numbers.)

iCipherType is defined in the structur@agent_tin the header file:
dcel.2.2-root-difdce/src/file/dfam/gateway/dfamstr.h

Set an appropriate value fi€ipherType in the AddToGAgent_t() function in:
dcel.2.2-root-difdce/src/file/dfam/gateway/gmaitbl.c

You should make your changes in accordance with the pseudo C code fragment
shown below:

strrwct GAgent_t ** AddToGAgent _t(()
{ strrwuct G3Agent _t ** wTblpp;
striuct GAgent_t ** pWiskp;
GWissih_fuunctrraace(FFUNC ADDIOAGENT, GWIFUNC START, NNULL);;
pThlp = (sstrrwct GAgent t *)@Wmel looc( ssizzeof((sstrrwct GAgent _t)) ));;

strracpy(pTblpp->aszlccat,, AAGIT_IGCAT);;
pTblpp > pUshirrop = (strruct GiAgent _t *)®;

<L mmm
CIFPHER_NONE, <---Change here

pTblpp > iCipherTType

pTblp - i@ipherTType = CAPHER MULTI®D; <---Example

pTblpp =>  bAdnmim_liiwe = FALSE:
<.,...>

EndOH-unc:
GWissh_fuinctrraace( FFUNC ADDTOAGENT, GWFUNC END, NNULL);;

reetuurm(o Thblpp);;
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7.16.3 Encryption Protocol Numbers

DFA uses arencryption protocol numbeo check whether or not the DFA gateway and
the DFA agent are using the same encryption scheme.

The current set of encryption protocol numbers, as assigned by Hitachi, are as follows:
TABLE 7-16. Encryption Protocol Numbers

Numbers | Types Description

0 No encryption | A dummy used in the original DFA

1 MULTI 2 ECB (electronic codebook) mode, shuffle 8 times,
effective key=all zeros

2 MULTI O ECB (electronic codebook) mode, shuffle 8 times,
effective key=all zeros

3 OSF recom. The encryption scheme recommended by OSF

The protocol numbers are maintained by Hitachi. If you need to add a new protocol
number, you should contact Hitachi at the following address:

hashimoh@soft.hitachi.co.jp
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